Cyber Security SIG

August 15, 2019

Questions, Comments, Suggestions welcomed at any time

Even Now




Audio recording available at link shown
above



https://vimeo.com/354106373

Microsoft Patch Tuesday
Password spraying
Credential stuffing

War shipping




Blackhat Defcon

i0S 12.4

SimpliSafe

Iran altering GPS for ship seizures
Office Printers

Yet another Spectre-like vulnerability
GDPR exploit

Online skimming

MSP backup settings altered THEN ransom
Android move to FIDO
IMessenger







Review Pane
Link Preview
Embedded WEB page

ON by default!

Multiple email accounts with security tiers
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Overview  MyProfile ~ MyUsers  MyBill  MyServices  Online Tools

I - e

External Images Messages can sometimes contain images that are used 1o nolify the sender that your email address s valid, which may increase the
amount of junk mail you receive.

(@ Block external images when viewing HTML messages. Images received as atfachments will be unafiected.
(' Donat block external images when viewing HTML messages.

£1997-2011 Openwave Systems Inc, All rights reserved




My Bill My Services Online Tools

Chverview My Prohle My Users

Compose Width Set the widih of the text field on the compose window:
|30 characters {minimum 64, maomum 132, defau’ 80}
Massages per Page Sel the number of messages to display per page:
|10 entries
Address Coilection Which emall addresses do you want to coliect when sending messages?
* jone
) Reciplents in the “Ta" line
! All recipients
Message List View Sel the columns you wanl 1o see in your message list {lor example, your Inboa):
:' Message Type
L Pricrity
| sensitivity
| Data
Message Sire Limit Size imit for mooming messages. 25, 000K8
Mail Server Usage 161KE of 2.000.000KE In use
Set Warning gﬂmhu;ﬂ b sent to you when your malbox ks coming close to capacity. At what percentage of usage would you like to

7 |56 full (default is 70%)

Message Display quwwld you like your messages displayed?

E1997-2011 Openwave Systems Inc. All ights resasved.

Suddenlink




Settings
General

Default reply behavior:
Learn more

Hover actions:
Images:
Smart Compose personalization:

(Smart Compose is personalized to your writing style)

Smart Compose:

@® Reply
) Reply all

O Enable hover actions - Quickly gain access to archive, delete, mark as read, and snooze controls on hover.
® Disable hover actions

() Always display external images - Learn more
® Ask before displaying external images

() Personalization on
(@) Personalization off

) Writing suggestions on

(predictive writing suggestions appear as you compose® Writing suggestions off
Feedback on Smart Compose suggestions

an email)




Settings Advanced

Preview Pane

Enable the ablitytotoggle on/off the abifty o view your messages sid by s with the message fist







Viewing email

Show images in messages
' Always, except in spam folder

'® Ask before showing external images

Writing email

Writing emails

Manage your email writing experience

Automatically generate a preview of links




Reading pane

(') Show on the right
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(@) Hide




Message preview text

Do you want to show preview text?
O Show preview text

@ Hide preview text

Inline previews

O Show attachments in message list

@ Don't show attachments in message list




Link preview

When you open a message that contains a hyperlink or add a link to a message, Outlook Inserts a preview of the website. If you
don't want to see previews, clear the check box below. Learn more

D Preview links in emall




Remember to save changes




Tortoise and Hare
Chicken Little

Computer Club, Help Center, SIGs,
Presentations, FirstTime

Cyber Security SIG meetings, NEWSBLOG
Internet

Questions, suggestions, comments?




