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Vocabulary

 Safer not Safe

 E-postcard not e-mail

 ADMINISTRATOR

 Passphrases not passwords

 Radio not wireless



Current Issues

 Security Camera serial number

 PlaneBae

 Sam$am

 DNS rebinding





Current Issues

 Venmo  public by default

 Google Docs

 CCleaner yet again

 Browser site isolation

 DC Police surveillance camera hack

 Police department ransomware - thrice





VPN 

 Cellular first
Stingray
revert 2G

 VPN at router
reduce costs
can cause location problems (banking)

 Auto (re)connect
 Pay vs. “free”    trial
 What, just one?
 Ad blocker    anti-malware  site filter  DNS

safer



VPN

 OpenVPN vetting
 Market opening more vendors/options
 A tool to have
 Geo fencing – good and bad
 Speed, latency, blocking
 Purchase method
 Net neutrality
 Private Network

via encrypted tunnel



VPN

 Encryption to endpoint

 Tracking still possible 

 Terms of Service   Privacy Policy

 Kill switch



SCCCCyber@gmail.com

 Questions, suggestions, comments?

 Theamnesicincognitolivesystem - tails

 Chicken Little

 Tortoise and hare

 Each of us safer, all of us safer

 Do nothing – no problem

 Do everything - catastrophic


