Cyber Security SIG

July 16, 2020

Questions, Comments, Suggestions welcomed at

any time

Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/439061780

¥ Pinned Tweet
Elon Musk @
;f*].} @elonmusk
You know | living giving back to my community.

I'm doubling all BTC payments sent to my address. You
send $1,000 and | will send $2,000 back!

BTC Address:
bclaxy2kgdygjrsqtzq2n0yrf249 3p83kkfjhxOwlh

Tell your family & friends! Only going on for 30 minutes.

1:50 PM - Jul 15, 2020 - Twitter Web App




F5 BIG-IP

Al writing Harry Potter, poetry, SEAL
handbooks,

Windows Server DNS server
flaw wormable

DigiCert revocation security certificates

Google releases Tsunami vulnerability
scanner




FOIA FBI coverage of DEFCON
spot the FED




Secret Service
Electronic Crimes Task Force

+

Financial Crimes Task Force
Cyber Fraud Task Force
Ransomware auction

Mozilla "send” service suspended
files encrypted “in browser”
optional password protected

retention controls
What could go wrong?

Expired link @Mozilla

No ability to trace back




Ventilators medical devices repair hacks
Identity theft for unemployment

USPS Mail on Hold vote via mail

Zoom 5.1.3 1 day to issue patch for Oday
Stalkerware/spouceware

UK Huawei ban

China FTTH OLT backdoor

Palo Alto firewall telnet

FACET
China Golden Tax
NotPetya Ukraine




Amazon requires employees to remove
TikTok from their smartphones to retain
access to their Amazon eMail

Then Not

Then Wells Fargo
Also banned in India
US Ban?

Clipboard access
Shared clipboard




Chinese video sharing service
Short 3-15 seconds

Camera access

Location access

Microphone access
CLIPBOARD access




PopUP notification
Any APP reading clipboard content

News: ABC News, Al Jazeera English, CBC News, CBS News, CNBC, Fox News, News Break, New
York Times, NPR, ntv Nachricten, Reuters, Russia Today, Stern Nachrichten, The Economist, The
Huffington Post, The Wall Street Journal, Vice News

Games: 8 Ball Pool, AMAZE!!!, Bejeweled, Block Puzzle, Classic Bejeweled, Classic Bejeweled
HD, FlipTheGun, Fruit Ninja, Golfmasters, Letter Soup, Love Nikki, My Emma, Plants vs Zombies

Heroes, Pooking - Billiards City, PUBG Maobile, Tomb of the Mask, Tomb of the Mask: Color, Total
Party Killer, Watermarbling

Social: TikTok, ToTalk, Truecaller, Viber, Weibo, Zoosk

Miscellaneous: 10% Happier: Meditation, 5-0 Radio Police Scanner, Accuweather, AliExpress
Shopping App, Bed Bath & Beyond, Dazn, Hotels.com, Hotel Tonight, Overstock, Pigment - Adult
Coloring Book to Color, Sky Ticket, The Weather Network




Another report

14 requests

5 “can't verify”

3 “no data”

3 Not California resident

2 No Response

2 subscribed to their eMail lists

1 sent data
Few records, 50 or so, 189 records




Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?







