
Sun City Computer Club
Cyber Security SIG

July 16, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/439061780




Current Issues

 F5 BIG-IP

 AI writing  Harry Potter, poetry, SEAL 
handbooks, 

Windows Server DNS server
flaw wormable

 DigiCert revocation security certificates

 Google releases Tsunami  vulnerability 
scanner



Current Issues

 FOIA  FBI  coverage of DEFCON

spot the FED



Current Issues

 Secret Service
Electronic Crimes Task Force
+
Financial Crimes Task Force
Cyber Fraud Task Force

 Ransomware   auction
 Mozilla “send” service suspended

files encrypted “in browser” 
optional password protected
retention controls

What could go wrong?
Expired link   @Mozilla
No ability to trace back



Current Issues

 Ventilators   medical devices repair  hacks
 Identity theft for unemployment
 USPS Mail on Hold   vote via mail
 Zoom 5.1.3 1 day to issue patch for 0day
 Stalkerware/spouceware
 UK Huawei ban
 China FTTH OLT backdoor

Palo Alto firewall   telnet
FACET
 China Golden Tax 
 NotPetya  Ukraine



Current Issues

 Amazon requires employees to remove 
TikTok from their smartphones to retain 
access to their Amazon eMail

 Then Not
 Then Wells Fargo
 Also banned in India
 US Ban?
 Clipboard access
 Shared clipboard



What is TikTok

 Chinese video sharing service

 Short 3-15 seconds

 Camera access

 Location access

 Microphone access

 CLIPBOARD access



iOS privacy feature

 PopUP notification

 Any APP reading clipboard content



Location Data requests

 Another report
 14 requests

5 “can’t verify”
3  “no data”
3  Not California resident
2  No Response
2  subscribed to their eMail lists
1  sent data

 Few records, 50 or so,  189 records



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




