
Sun City Computer Club
Cyber Security SIG

July 7, 2022

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/727921191


Presenter???

Ever want to be a 
presenter??



Breaking News

 BROWSER Updates
 Chrome OS 103.0.5060.114
 Marriott Data Breach
 MI5 & FBI heads warn of growing threat

China biggest long-term threat
Bigger than that of every other major 

country combined
Taiwan horrific business disruptions the 

world has ever seen
 Apple new Lockdown Mode

Messaging, WEB browsing, Devices, Profiles
 NIST announces first 4 quantum resistant 

algorithms



Browser versions as of this date

 Chrome  103.0.5060.114

 Edge 103.0.1264.49

 Firefox 102.0.1

 Opera 89.0.4447.38

 Tor 11.0.14

 Brave 1.40.1.113

 Vivaldi 5.3.2679.68

 Safari 15.6 (17613.3.9.1.3)







Passkeys

 Lock users into vendor’s ecosystems

 Client side easy & controlled

 Server side 

 How to synch passkeys  separate vendors

 If users can synch passkeys

Can attackers?







Current Issues

 “Want your receipt?”
Cash sales
Cancel transaction, give food & change
Pocket the rest
Report suspected fraud to IRS

 Tracking devices via Bluetooth signatures
Slight variations in signal
Data is encrypted

 Firefox Total Cookie Protection
Now on by default
But  is it working?



Current Issues

 CloudFlare stopped and mitigated large attack

 CloudFlare down  19-June-2022
 Thieves steal Rolls Royce

Then this happens
 Mega unbreakable encryption

Anything BUT
Ok, we’ll fix that/those

 Venmo & Zelle money transfer   is money transfer

 Windows shortcut files making come back
 Milan based RCS Lab spyware
 Unsend iMessage issue
 Apple watch  Movement Disorder API



Current Issues

 Apple to use “Binned-Down” M2 M3

 Fake voice mail notifications

Microsoft credentials



Apple Watch watchOS 9

 Swimming  Kickboard detection
SWOLF score

 Running  stride, length, ground contact time, 
vertical oscillation

 Against yourself
 Multisport workout
 Medications

Add your own   Reminders   interaction
 Sleep metrics
 Heart Rate Zones
 AFib history



iOS 16





Windows What is accessing
Microphone Camera Location

 Settings > Privacy & security 

App permissions



Location



Browser Extensions fingerprint



Mail tracking

 Gmail, Outlook, iCloud email addresses

“+”

subscribe myemail@gmail+NYT



Brave Search



Brave Search

 Goggles feature

User defined set of rules applied to search results



Brave Search Goggles







Firefox Query Parameter Stripping



Firefox Query Parameter Stripping

 https://www.engadget.com/example.html?fbclid=aa7-V4yb6Yfit_9_Pd

 Facebook and others

 Changes with user's interaction

 Other sites use the same technique
Olytics: oly_enc_id=, oly_anon_id=

Drip: __s=

Vero: vero_id=

HubSpot: _hsenc=Marketo: mkt_tok=

Facebook: fbclid=, mc_eid=

But for how long?

privacy.query_stripping.enabled.pbmode false



Who/What has that phone number

 NOT AN ENDORSEMENT
 Search Engine(s)
 Whitepages
 WhoCallsMe
 Searchbug
 NumberVille
 NumLookup
 SpyDialer
 EmobileTracker



Passkeys



Passkeys

 Universal passwordless access requires 
FIDO2 support from devices, operating 
systems (OS), browsers, and 
authenticators, but also from each 
website individuals need to access.



Current Issues

 Nationwide 311 number to report cyber incidents

 Google plans to delete sensitive location data 
from user’s location history

abortion clinics, fertility clinics, addiction 
treatment facilities, domestic violence shelters, etc

 On Line Privacy

Need to be reachable as you

 Hacker claims 1 Billion Chinese resident records 
stolen  For Sale 10 Bitcoin   Crime/case details

 Raspberry Robin malware   USB vector

Discovered & blocked Microsoft Defender for 
endpoint



Current Issues

 Samsung devices loading bloatware
without user’s permission 

Settings > Apps > Galaxy Store > Permissions

Don’t allow       Don’t allow anyway

Settings > Apps > Galaxy Store

Remove permissions if app is unused

Set as default   toggle Off Open supported links

Tap Mobile data toggle off Allow background data 
usage

Galaxy Store App “Popular apps to get started”



Microsoft Defender Application Guard

 Windows Pro & Enterprise  NOT Home

 Mini VM

 Edge in isolated container

 Browse anonymously with primary system 
out of reach

 Windows Features



Microsoft Defender Application Guard

 User Account Control – PLEASE



Microsoft Defender Application Guard

 RESTART

 New Edge Window

 Safer  NOT Safe



Microsoft Defender Application Guard



Ransomware threat detection

 https://www.av-test.org/en/news/26-
security-solutions-undergo-an-advanced-
threat-protection-test-against-
ransomware/

 26 Security Solutions 

 A Test and results

https://www.av-test.org/en/news/26-security-solutions-undergo-an-advanced-threat-protection-test-against-ransomware/


Basic Attention Token (BAT)

 Brave Browser

 Privacy, Security focus

 Tor integration, Ad blocking

 ERC-20 token Ethereum blockchain

 ADS “Senator, we sell Ads”

 Consumer, Publisher, Advertiser

 YOU are the product

 Ads can be helpful

 Ads can be harmful

 “Please turn off your ad blocker”



Basic Attention Token (BAT)

 Maby a little Ads  iff they are vetted?

If I get paid?  If I can tip an advertiser

Brave, publisher, advertiser, you get paid

 Analytics















EU Bills rein in Big Tech

 Digital Services Act

limit spread of illegal content, online 
disinformation and other societal risks

 Digital Markets Act

Fairer business environment for 
gatekeepers

 Formal adoption July (DMA)   September 
(DSA)



Current Issues

 Security Advisory

 CVE



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


