
Sun City Computer Club
Cyber Security SIG

June 18, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/430492375


Current Issues

 DARPA bug bounty  DARPA hardware

 Apple stopped signing iOS 13.5

 Fake Energy Honeypot

 Certificate lifetime IoT

 Honda ransomware attack

 Crossbow Stingray upgrade

 Ransomware

Honda, Knoxville, Lion Beverage





Current Issues

 Windows 10 woes
 Windows 10 Version 2004
 SSD defrag on every reboot
 TRIM on non-SSD
 Windows patch Tuesday
 Printers bad
 130 vulnerabilities, 11 critical
 SMB
 Windows 10 2004 Storage Spaces
 Google prompts July 7
 Firefox 77.0 77.0.1



Current Issues

 Sextortion – new chapter

 Zoom E2E for pay

 Atlanta Police Department attack



CallStranger

 CallStranger UPnP CVE-2020-12695



Router   Wireless Access Point

 Any and all Internet of Things

Latest firmware
 Strong Administrator Passphrase

 Network Segmentation

 Add security via settings

 Monitor 

 Scan   grc.com   Shields up   UPnP



 https://www.grc.com

ShieldsUP!

https://www.grc.com/






Universal Plug and Play UPnP

 Router and WAP don’t show UPnP ports

 Disable UPnP  disables future openings

 Disable UPnP, power cycle, check 
firmware, update firmware if applicable, 
power cycle, check UPnP settings, check 
grc.com



UPnP











Lamphone

 RF detection   Wi-Fi wave pattern

 Laser detection

 High frame rate camera



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




