Cyber Security SIG

June 17, 2021

Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/564441683

Pulse Secure access Metropolitan Transit Authority (MTA)
New York

Efforts to hide tracks (sic)

Backdoors left behind?

18-month lag

DOJ Ransomware same level as terrorism
Computer Fraud & Abuse Act (1986)
Police officer abuse of granted access

US Army rescinds IoT workplace ban
McDonalds drive-thru Al robot

Patch Tuesday Miereseft

Intel, ABOBE everything

Next Unit of Computing (NUC)
Starlink disk shutdown at 122° F







3M PCs data stolen & posted

~ credentials, cookies, autofill data, payment
information, images, screenshots of users,

messaging data, emails, gaming data,

filesharing, ...
ASSUME YOUR DATA is CLONED and

AVAILABLE
Jackware Much greater impact

Much greater amplification

Much easier supply chain attack
Colonial pipeline - leaked password on Dark
Web? Unused VPN service




This Shockingly Invasive Malware Stole Data from
3.25 Million Windows Computers

The 1.2 terabytes of data include cookies, millions of email and social login credentials, and personalized Ds to identify
specific compromised devices.




Password stealing program
Strictly for monitoring your computer

Yeah, but
How to evade anti-virus
use vulnerabilities to install product

bundle program in images, text, macros,...

2018 Fully functional information stealer
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Pricing
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Logs keys and clipboards
Captures screens and video
Form grabbing

GoToMyPC, VNC, LogMeln
LuminosityLink




Venmo

Private transactions
Friends list — not
Therapist

Political




IF Android does NOT allow ...
Settings > Friends List Private

10:04 +

- Search

£ Friends List

My friends list

Select the privacy setting for your friends list. You can
change this at any time

¥, Public
Visible to any logged in Venmo user

ll Friends

Visible to your Venmo friends

a Private

Visible only to yvou

Appear in other users’ friends lists




Settings > Friends & Social

Friends & Social

f Facebook Connect

Automatically add your Facebook friends to your Venmo
friends, so you can easily find and pay them, and they can
share payments with you

Venmo will access your emall address, Facebook friends Hst,
and public profile (including profile picture), as permitted in

our F v PO y

Adding Friends
%, Phone Contacts

f Facebook Contacts

Automatically add your contacts and Facebook friends
vour Venmo friends when they join




SolarMarker

Search Engine Optimization PDF
Otonomo - granular vehicle location data
ToS - Free Trial 40 million vehicles
Ulysses Group




Ulysses™ analysis, and existing
access to bulk commercial telematics
data, represents a revolutionary
opportunity to collect and analyze
real time data on mobile targets
anywhere in the world without
deploying into harms way — whether
you want to geo-locate one vehicle
or 25,000,000 as shown here.
Currently, we can access over 15
billion vehicle locations around the
world every month.

For more information contact

A SECTION OF THE DOCUMENT OBTAINED BY MOTHERBCGARD. IMAGE: MOTHERBOARD




Salaat First (Prayer Times)
Location data needed
Location data sold

TikTok US privacy change

"may collect biometric identifiers and biometric
information” from its users’ content. This includes
things like “faceprints and voiceprints,” the policy
explained.

Response to Illinois Biometric Information Privacy Act ?

$92M (Facebook $650M)
States with biometric statutes:
Illinois, California, New York, Washington, Texas




Windows Defender Patch
Recent Signhature updates




Since May 15, 2021

&« Settings

@ View update history

Uninstall updates

Recovery options

Update history
> Feature Updates (2)

> Quality Updates (19)

> Driver Updates (17)

> Definition Updates (50)
> Other Updates (30)




800 Criminals

20 Countries

27 million messages
2018 -

Unlock password wiped device
Criminal “flipped” at demise of another service




Scammers getting more real than real

Didn’t you read the presentation about
this?

EU Court of Justice

"Under certain conditions, a national supervisory
authority may exercise its power to bring any alleged

infringement of the GDPR before a court of a member
state, even though that authority is not the lead
supervisory authority,”




VW/Audi data leak
3.3 Million

Name, mailing address, eMail address,
phone number(s), drivers license, DoB,
SSN, ...




ABOUT

| am a computer programmer by education. | like to solve complex problems in life that
require ‘brainstorming’. That's exactly what coding is all about.!

| create sites since 2013 and specialize mainly in the Front-End that contains, what
contains layout and selection, configuration or writing of scripts. | confidently know
HTMLS, €S53, JS, jQuery, Layout for Joomla and WordPress. | use Pixel Perfect, LESS, GIT,
GRUNT.

IF while working | find unfamiliar technical issues, this gap in my knowledge always gets
filled up (all benefits are available in the Internet at any time). This provides me constant
growth of skills in site layout of varying complexity. With each new job | obtain more
knowledge, and the process of layout is becoms increasingly automated. My name is [l

- me! And | will help you.

FOLLOW ME

pleloglo
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FBI (Department of Justice) recovered
$2.3M US paid to Darkside

Early notification to law enforcement
FBI - please pay bitcoin, not Monero
Political??




e
1k

A A P

Hai el dernanir L jasanr

St p L9 Ewrvew e Sokerfy

Thdvam
o Tl s el Pty o 8 g,
v Lhect ol s aftuched
o Theeth Tobih. moomastn S
T Chmech e

[hei oy oiml
" (et o =ik

el kil B e T Wl

" Pkt in e sorke
Fhmary Ll i gl @ il bl

Chaak Towdon i Bk L st

I i Secka L b UL

Arourl inlil
Epcoirly Link

|C. Db D F mesbicaod |
Sk Lut fi et
e e e e

Crench

Aoco E 't LL__E
Thmade [0 | bt [§ ]

3 r.-i.'..T- L Tk
s e Acomnme Clecke
Aciantn Lisw Lai: peyiwmnedi

|
Soidiy Ll b pnd®l

Oy
| T— g dekrrn: [T ]
| -iTrH_E_| T Gt - Taal
Al E | et || I
Simhn i | Ewrsi EI

Gnogead

[ -":I-'-rE;r.'rr |..| HH h.l."l

==L
Trwads: 1]

[y chack miaockrtbetor | |
Soacks List fispont]

irdo
ez y

= e ———
= R Rmi Cheehor

e
=

By i
Ercouriy Lis

i

Sk Lo [rsverpod] Socka®

P
< TR W TRk

-
wan

Bty #l Tressci 1 |

Iq.l'-irli (o -'mlr!l\l.rﬂ

s Lk gl 5
| -

—?.'




Your messages, calendar

Your GoogleSkype Chats

Your pholos

Cail records (+mobile accl}

Your Locslion (=mobilefunes)

Facabook, Twitter Tumbier

Macys, Amazon, Walmart

Tunes, Skype, Bastbuy Hetall Resale

Spotify, Hulu+, Netfilix
Origin, Steam, Crossfire

Bank accournls

Emall Acct Ransom
Change of Billing
Cyberheist Lure

Financial

Commercial Emall
Phishing, Matware
Stranded Abfoad Scam

Facebook, Twitter 3pam

Emall Signature Spam

Emall, Chal cantads
File hosting accounts
Harvesting Google Docs. M3 Drive

Dropboy, Box com

Sofware License Keys

Forwarded Warks Dacs

Forwarded Work Email

Fedex LIPS Pilney Bowes Acd

Salesforce, ADP Accounts




Facebook Contacts

Venmo - Social money transfer
MyLife

Venmo




Jetpack security update to WordPress
WordPress "“Fancy Product Designer”

“Fancy Proc

I0S 12.5.4 security upc

uct Destroyer”
ate

iPhone 5s, iPhone 6, iPhone 6 Plus, iPad Air, iPad

mini 2, iPad mini 3, and iPod
generation)

8 day “window” exploit

touch (6th

tuning




This video is unavailable because we were unable to load a message from our
Sponsors.
If you are using ad blocking software please disable it and reload the page

Error Code: 111




Gifrs not jifrs by
@bruised_blood

@iam 2% g

Hmm, this article
looks like it might
be interesting...
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*Pft!* Not THAT
interesting...




Message

Encrypted
Message

Gateway

Internet




Scheduled task

Per user

Check for updates, Download updates,
apply updates

Allow Firefox to
(o) Automatically install updates (recommended)

() Check for updates but let you choose to install them

@ This setting will apply to all Windows accounts and Firefox profiles using this installation of
Firefox.

Use a background service to install updates




) Task Scheduer
File Acton
== r
(5 Eask Scheduler {Local)
v o Task Scheduler Library
_| Agent Actvetion Runtime
| Mecrosoft
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| PowerToys et Ttk
i Display AN Bunming Tasks
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| Enable All Tagks Hutoey
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Firefiou Mightly Background Update SFI930CCS83147T H =

Moaziflz b Fim

The Background Uipdate task checks for updates to Nightly when Nightly is not runmeng, Th u End

s mstalled stomaticaly by Mightly, and is remstalled when Nighthy nas. To dissbie this tas

update the browser settngs or the Maghtly enterpnse peficy sething “BackgroundApplipdat & Deable

Security ophions
When nanning the task, use the folliowing user account
Martin

Rumn onby when user & Sogoged on

Rum wheether user & logged on or not

Do et store password. The task will only have access to lecal rescurnces

Rum with highest praileges




EVEN when Firefox is not running
Windows only - for now
Firefox 90




Schemeless browsing

Sites without https capability

Sites that redirect to https

Sites with Strict-Transport-Security
Browsers that “tune”

@ Edge | edge://flags/#edge-automatic-https

Q, Search flags

® Automatic HTTPS
Automatic HTTPS, which switches connection
re can then be turned on/off or further configured at
s s/privacy. — Mac, Windows, Linux




Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs,
Presentations, FirstTime, classes

Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?




