
Questions, Issues,

Concerns, Suggestions

Welcome at any time

Even Now



Sun City Computer Club
Cyber Security SIG

June 6, 2019 



 Audio Recording of this session

 Audio Recording in Progress

 SIG attendees are required to be members of 
the chartered club sponsoring that SIG.

 Sun City Community Association By-law

https://vimeo.com/340899804
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Cyber Security SIG News

 No Meeting June 20

 Sign in clarification

 Cyber Security SIG 1   first meeting of 
month  first Thursday

 Cyber Security SIG 2   second meeting of 
month  third Thursday

 Google cloud outage 6/2/2019

 Quest Diagnostic breach



Current Issues

 Conscription of Cyber talent
 5G vs. weather forecasting
 BlueKeep
 Robocall 
Telephone Robocall Abuse Criminal 
Enforcement and Deterrence Act
TRACED
SHAKEN STIR
 Russian & Chinese move from MS





Securing Smart Devices  Part 1

 Smart phones

 Smart tablets

 Smart doorbells  Security Cameras

 Smart speakers  Echo, Google Home, 
Homepod, Cortana

 Smart power meters

 …………



Passphrases

NOT factory default

 Check passphrases often

 More than one passphrase  (apps)

 After passphrase or settings change

SAVE



Network Segmentation

 More than one Wireless Access Point

 Use tethered Cellular data for sensitive 
data

 Hardwired if possible   USB printer

 Devices are never “off”

 IPv6

 Chromecast

 shoden



Wi-Fi   Bluetooth  ZigBee   etc.

RADIO
 WEP   WPA   WPA-2   WPA-3

 Data portion ONLY





Router - Wireless Access Point

 THE key 

 Into and out from your networks

 Not usually monitored

 Enable maximum logging

Forensics

Discard benign, investigate the rest



SmartTV

 Voice control

 Never “off”

 Ability to know your content



Cameras, Microphone, Speaker

 OFF if unneeded

 Tape for camera

 Dummy plug for microphones

 Turn down gain 

 Disable 



Smart Home assistants

 “call the sheriff”

 Law enforcement subpoena

 Keyword filters

 Other command sources (computer 
speakers, other home assistants)



Issues

 Commodity devices

 Function over security

 Inability to update

 Ability to update

 Auto Update

 “backdoor”s

 Supply chain







Patching

 iOS 

 Android

 Apps

 Settings



DNS

 Name resolution

 Easily spoofed

 9.9.9.9  1.1.1.1





SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little

Computer Club, Help Center, SIGs, 
Presentations, FirstTime
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?
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