
Sun City Computer Club
Cyber Security SIG

May 18, 2023

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/828174638?share=copy


Presenter???

Ever want to be a presenter??

 iDevices SIG
 A real need
 FUN
 Experienced SIG help 
 Can and has been done remotely

 Until then, iDevices topics in Mac Users Group



Apple Updates Everything

 iOS 16.5 iPadOS 16.5 macOS Ventura 
13.4 tvOS 16.5 watchOS 9.5 iOS 15.7.6 
macOS Monterey 12.6.6   and Safari  
updates available today  May 18

 Very Unusual   Thursday release?



Other Updates

 Apple App Store  After OS update

 Google Chrome 113.0.5672.127

 Others?



SIG News

 New section/feature

 Personal Devices

Smart phones, smart tablets, streamers, 
auto entertainment, mapping, gaming 
consoles, DVRs, smart TVs, fitness 
trackers, drones, watches, AR/VR headsets, 
Chromebooks, ChromeOS, Linux, Android

Not Home automation, microcontrollers,



Enquiring Minds

 Computers/Tech in Healthcare

 Praise for Sun City residents

 Our new and current ability to access:

Anything

Anywhere

Anytime

 Their ability to access us

Everywhere All the time 

Become more cyber aware



FluHorse  - Android Malware

 https://research.checkpoint.com/2023/ea
stern-asian-android-assault-fluhorse/

 Mimic legitimate apps

 Dormant on device

 Persistent, Dangerous, Hard to detect

 Apps that might need SMS permissions

https://research.checkpoint.com/2023/eastern-asian-android-assault-fluhorse/
https://research.checkpoint.com/2023/eastern-asian-android-assault-fluhorse/


Questions from last time

 HEB Data Leak Notification
What to Do After Receiving a Data Leak Notice on iPhone
Once the data leak notice pops up, you’ll want to take immediate 
action to secure your account. Delaying means that your 
compromised password is accessible to others, increasing the odds 
that someone else may log into your account. By taking the right 
steps quickly, a data breach involving your accounts is less likely. 
Here’s what you need to do.

Use the “Change Password on Website Option”
When the data leak notice appears on your iPhone, it contains two 
choices: “Change password on website” and “Not now.” Tap the 
“Change password on website” option. By doing so, you’re routed to 
the appropriate site and can immediately change your password.

 NBC evening news yesterday
iPhone loss of digital life    presentation  March 2



1Password

 Passkey management

 Synch across platforms

 YEAHBUT   Synch => external 





Synching Passkeys

 Needs cryptographic support

Windows Hello

iPhone FaceID

Android fingerprint sensor



Gmail confidential mode

 iOS & Android

 Gmail feature to encrypt sensitive emails



Gmail confidential mode

 Standard – non Gmail recipient

 SMS 

 Yeahbut PC or Mac?



Gmail Confidential Mode



Gmail Confidential Mode



Google One

 Some Android devices

 VPN with “broader IP address region”



Dashlane to use own password-less Master Password

 Passkeys not ready for primetime

 Platform restrictive

 BUT biometrics + PIN

 Proprietary



Current Issues

 Google Photos getting AI boost

 UT creates device reads minds

Converts thoughts into text

 Yet another WordPress vulnerability

Why should we worry?

 Google Messages  

AI powered Magic Compose

Help Me Write
 Discord to switch to alphanumeric usernames

 Discord reporting data breach to users

3rd party support agent’s account compromised





Google Magic Compose



Fakespot acquired by Mozilla



Chromebook ChromeOS 

 Multiple Sandbox protections
 Google Play Store protections
 Clean reboot
 Fresh install

 Enable & Use browser extensions
 Disable Developer mode until needed
 Install Updates

 Hackers can and will attack the user



Current Issues

 Microsoft to Throttle traffic

Unsupported and Unpatched Exchange servers

 AI Spera – WordPress plugin

Anti-Brute Force, Login Fraud Detector

Criminal IP OSINT-based search engine



Goland Cobalt Strike variant

 Modified to attack macOS



Current Issues

 Dish Network Cyber Attack February
$30M

 T-Mobile security breach
7th incident in 5 years   836 customers

 Ruckus Wireless Access Point Admin panel
Vulnerability used to recruit into botnet

 Netgear RAX30 routers
5 security flaws
Monitor activity, hijack connections, redirect 

traffic to malicious sites, inject malware into 
network traffic
 US Supreme Court ruling today May 18

Avoids ruling on Internet companies 
immunity over user content 



Current Issues

 Firefox 113
Accessibility engine improvements
Better performance

 Firefox 113.0.1
Fixed incorrect colors for Windows users with installed                
monitor/display color profiles, particularly on wide gamut 
displays (bug 1832215)

Fixed borders being visible around fullscreen windows for 
some configurations (bug 1830721)

Fixed an issue which may cause users in some configurations 
to experience tearing when watching videos in fullscreen
mode (bug 1830792)



Current Issues

 Safegraph - data broker selling abortion 
clinic visits – now US Air Force contractor

Selling locations NOT to bomb

schools, hospitals

 Bank scam  $10,000 transfer savings

 Android devices shipped from factory

with infostealer malware installed

firmware providers “silent plugins”

9 million devices
 ParaMerica 5.8 million individuals PI stolen



ChatGPT have your data?

 Data to train 
 Chat history
 GPT data sources: WEB, Licensed, Chat
 ChatGPT Data Removal Request Form

Removes Answers NOT training data
Country, celebrity, evidence
Some countries banned

Chat? 
Settings > Data Controls > Chat History and Training

https://share.hsforms.com/1UPy6xqxZSEqTrGDh4ywo_g4sk30


ChatGPT have your data?



Current Issues

 Yet another cloud misconfiguration

Toyota vehicle data in Japan

You worried/wondering?

https://vehicleprivacyreport.com/

https://vehicleprivacyreport.com/


Automobile Listening & Tracking

 And auto accessories

 VIN Privacy Report 

YOU give US YOUR VIN

 Data shared with Insurance companies 

 Data shared with data brokers

 App to delete data  Privacy4Cars

Rentals, Ride Share, before selling



Current Issues

 FBI disables Turla’s Snake malware
 EU banning facial recognition in public 

spaces?  AI Act
AI should serve people, society & environment

NOT the other way around
 Dragos hacked “we are not going to pay”
 EU Cyber Resilience Act
Products with digital elements
Secure product over whole life
Follow cybersecurity framework
show cybersecurity transparency
Ensure customers can use products securely

Yeahbut Open Source?



Current Issues

 Rust code in Windows 11 kernel

IT’S HAPPENING

 WordPress Elementor plugin

Remote attack to gain Administrator rights

 Verified Facebook malware usage increasing

 Facebook glitch fixed

automatic friend requests when visit profile

 Philadelphia Inquirer unable to publish

Cyber Attack

 Microsoft scanning inside password 
protected zip archives





TV Scams

 UK TV License
 BBB Alert
 Pop-ups

Call Us, Visit Us   “we will fix it”

1. Double check fees & Subscriptions
2. Avoid Fake & imitation websites
3. Check before you call the listed number
4. NO Remote Access to ANYTHING

Limit personal details
Check & VERIFY
REPORT for our sake
STOP, CHECK, Ask





Western Digital

 Hackers stole your data

 Online store customers





ChatGPT 
BETA Web browsing & Plugins

 May 12, 2023

 ChatGPT Plus user   $20/mo

 Now with Internet connection 



Coldplay lyrics in SSD firmware





Gmail with AI



Gmail Promotions



Gmail Dark Web Report



Gmail - More Ads?



Dark Web email monitoring

 HaveIBeenPwned

 Firefox Monitor

 NordVPN

 Assume it is on Dark Web

 You can’t remove it from Dark Web

 Act accordingly



Current Issues

 Intel Boot Guard private keys leaked?
 Microsoft Authenticator number matching

MFA bypass
MFA fatigue
MFA Spamming
Push bombing
May 8

 Messaging Apps BAD
Kik, Snapchat, Whisper

Messaging Apps not so bad
Signal, WhatsApp

 New top-level domains
.dad .esq .prof .phd .nexus .foo
.zip .mov   also file extension   CAUTION

 ChatGPT App now in Apple App Store





Are you listening, Google?

 Android devices

 “Hey, Google” “OK, Google”

 Buffer but not record

 Listening but not analyzing

 Tap microphone icon

 Launch Google Assistant

 Settings > Applications > Google

 WEB Google My Activity page

Filter by date & product

Assistant   Voice and Audio   Filter by date

https://myactivity.google.com/myactivity


Stop Google from Listening

 Settings > Google > Settings for Google Apps

Search, Assistant, & Voice

Voice Match



Google Maps    Android Auto

 Maps

Settings > Navigation Settings > Google Assistant settings

“Hey Google” detection

 Android Auto

General “Hey Google” detection



Google App Microphone Access

 Apps & notifications

See all X apps

Google

Permissions

Microphone 

Deny   /  Don’t allow



No Google Assistant  - Android

 Settings > Google

Settings for Google apps

Google Assistant

General

Google Assistant



No Google Assistant - iDevice

 Google App

 Settings > Voice and Assistant 

OK Google toggle

Settings > Privacy & Security > Microphone



Google Voice Recording

 All the other
Google Nest, Chrome, …
Google Activity Controls  - your account
Uncheck Include voice and audio activity

 Delete past recordings
Google My Activity page
Delete Activity by  All Time  or  date range

 Automatically Delete Google History
Google My Activity page
Web and App Activity
Choose an auto-delete option



Alexa Guard

 SOME home automation & security

 Light control while not home

 Smoke & CO alarm monitoring

 Breaking glass

 Alexa Guard Plus – paid service

 Addition to not replacement for



Android Safe Browsing



Android Safe Browsing 



Doxing

 Document release

Sony employees, Ashley Madison, 
HBGary

Political, Corporate, Personal

Email & document retention policy



A takeaway from Fraud townhall

 Best payment method?
“Cash is king”   
Many panelist disagreed
BUT 
Most payment methods are  digital
No Internet, No digital
The Internet is vital
The Internet is vulnerable 
Very vulnerable
DNS
BGP
No encryption    No authentication
Serious probing recently
Great Firewall of China   Russia Internet isolation



New Brave browser feature

 Brave 1.53
 Third-party trackers now using first-party data

 Setting to limit first-party reidentification

 Per-site setting

Automatically logged out when site tab closed

Avoid rate limited sites

You have remaining items to view

Limit sites re-identification

Mail service – reidentification good

Mail service with two email addresses – Not good



Brave Forgetful Browsing

 Per Site



Brave Forgetful Browsing

 Brave://settings/shields



WhatsApp Chat Lock

 Places chat threads behind locked folder

 Notifications as well



Brave browser

 Shields – change on the fly

Settings > Brave Shields & Privacy



Brave Browser

 Social media embeds



Brave Browser

 Hide Brave Rewards 

Settings > Display > Appearance



Brave Browser

 Default Search Engine

Settings > General > Search Engines  

Standard   Private



Brave Browser

 Synch across multiple devices
Settings > General > Sync 
Start a new Sync chain

Add a Mobile device   or   Add a computer



Brave Browser

 Disable Sponsored Images in new Tabs

Settings > Display > New Tab



Mullvad Browser

 VPN vs Tor

 Tested No Log policy
 Leta – privacy focused Google search proxy



Personal Devices
A Cyber Security SIG Feature



Linux

 New Linux NetFilter flaw

Unprivileged local users elevation to root

Kernel framework for Iptables & UFW

Kernel version 6.3.1



Raspberry PI Update May 3

 OS Update released May 3

Raspberry Pi OS May 3 Release Notes

64-bit Mathematica added to rp-prefapps

Bug fix - occasional segfault in CPU temperature plugin

Bug fix - X server crash when changing screen orientation

Bug fix - X server DPMS not working

Mathematica updated to 13.2.1

Matlab updated to 23.1.0

Chromium updated to 113.0.5672.59

Raspberry Pi Imager updated to 1.7.4

RealVNC server updated to 7.0.1.49073

RealVNC viewer updated to 7.0.1.48981

Updated VLC HW acceleration patch

libcamera

- Add generalised statistics handling.

- Fix overflow that would cause incorrect calculations in the AGC algorithm.

- Improve IMX296 sensor tuning.

libcamera-apps

- Improve handling of audio resampling and encoding using libav

- Improve performance of QT preview window rendering

- Add support for 16-bit Bayer in the DNG writer

- Fix for encoder lockup when framerate is set to 0

- Improved thumbnail rendering

picamera2

- MJPEG server example that uses the hardware MJPEG encoder.

- Example showing preview from two cameras in a single Qt app.

- H264 encoder accepts frame time interval for SPS headers.

- H264 encoder should advertise correct profile/level.

- H264 encoder supports constant quality parameter.

- Exif DateTime and DateTimeOriginal tags are now added.

- Various bug fixes (check Picamera2 release notes for more details).

Some translations added

Raspberry Pi firmware 055e044d5359ded1aacc5a17a8e35365373d0b8b

Linux kernel 6.1.21



Samsung Galaxy auto answer

 Requires headset or Bluetooth paired
 Will auto answer if Bluetooth speaker connected

 Settings > Accessibility > Interaction and 
dexterity > Answering and ending calls > Answer 
automatically > auto answer time



Android record video in HDR

 High Dynamic Range

 My Android device capable?

 Wider range color & brightness   10X

 Camera App  Settings

Samsung HDR10

OnePlus High efficiency video

Xiaomi  Dolby Vision

Codec used may not be compatible 



Android 14

 Second public beta Android 14

 So, August or September?



Apple Face ID

 Share iDevice with FaceID?

 One (1) Alternate Appearance

 Partners

 Child’s access

 Settings FaceID & Passcode





Alternate Appearance CAUTIONS

 Implies use of owner of AppleID & iDevice

 Thus, Safari history, autofill, …



iMessage on Android

 Beeper

Waiting List

Most messaging apps

Facebook Messenger, Signal, LinkedIn, 
Twitter DMS, Slack, iMessage

E2E issue   emoji issue

 AirMessage 

Synch to MAC



NOT RECOMMENDED

 telnet – insecure protocol

 telnet telehack.com





Android Bluetooth trackers

 Apple 1.8 Billion
 Android 3 billion
 Find My Device
 Google Play Store
 Devices

Tile  no battery charge/replacement
Chipolo  Keychain – replaceable

Wallet credit card size – not
Pebblebee rechargeable  
Speaker
Pre-order



Smart TV   with Ads on a screen



Hardware

 Telly
 24x7 Ads
 55” 4K HDR screen
 Sound bar
 9” second screen

Ads + Widgets
 Built-in Camera, Microphone, sensors
 Motion trackers
 AI

“Hey Telly, show my fantasy football roster”

 PLUS  Your DATA
 Over-the-Air Updates



ChromeOS 

 Split Screen Layouts







ChromeOS 

 Virtual Keyboard

 Currently in beta

 Larger buttons

 Number keys to top row

 Alternate uses of each key

 Ctrl/Alt/Arrows/tilde/minus/equals keys

Switch keyboard to numbers or symbols

More rounded keys

Key coloring Black background





Chromebook 

 Advanced > Languages and inputs

Inputs and keyboards

Select Language



ChromeOS

 Version 113.0.5672.114

 Question: Chromebook for financial?



Amazon Echo Pop

 New smart speaker device  $39.99



Amazon Echo Show 5

 Third Generation

 Echo Show 5 Kids  Amazon Echo Kids Plus

 Also new design Echo Buds 



iPhone 

 Personal Voice

 Randomized text prompts

 15 Minutes of “training”

 On Device   AI

 Live Speech

 Accessibility

 Helpful <-> Harmful



Wearables

 Oura ring

 Credit Card on your finger?



Ultra-wide monitors anywhere



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?
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