Questions, Issues,
Concerns, Suggestions
Welcome at any time

Even Now
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Audio recording available at link shown
above



http://www.sctxcompclub.org/security/Sun City Computer Club Cyber Security SIG 05022019 audio.mp4

Windows 10 Password expiration
Sri Lanka banning social media
EU Biometric database

Anti-virus “hooks”

Google “"SensorVault”




Microsoft cloud server

The database seems to itemize households rather than individuals. It includes:

Full addresses, including street addresses, cities, counties, states, and zip codes
Exact longitude and latitude

Full names, including first, last, and middle initial
Age

Date of birth

Title

Gender

Marital status

Income

Homeowner status

Dwelling type




& https://www.facebook.com/cor

Confirm your email address

To continue using Facebook, you'll need to confirm your email address. Because you signed up

with wgm:_net. you can do this automatically thraugh gmax.net.
¥our Email ‘WI-H’“

Email password

Need help? Update Contact Info




Facebook did use passwords to LOGIN
Scoop up user’s contacts w/o permission
Use contact lists for their purposes

Plain text password storage




Administrator Mode Detected

Close Microsoft Edge and relaunch in non-

administrator mode for best perfformance.

Close Microsoft Edge




B Dixie Narmous Credit Card Security ™ [ i

Is your credit card number in a hacker's database?

You can easily find out now! All you need to do is enter its infarmation
here and we will scan thousands of hacker databases to see if any they
have match yours.

Credit Card Number;

Expiration Date:

Your Zip Code: =




Awareness, Preparedness, Understanding
Update Everything
Do Not install Everything
Backup Everything
Passphrases MFA
Don't click
Think, pause, investigate

Network segmentation
Inventory
Administrator




Smart phone
Linux
Limit Wi-Fi







Tortoise and Hare
Chicken Little

Computer Club, Help Center, SIGs,
Presentations, FirstTime

Cyber Security SIG meetings, NEWSBLOG
Internet

Questions, suggestions, comments?




