
Sun City Computer Club
Cyber Security SIG

April 15, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/537460737


MAC Users Group (MUG)

Sun City Texas Community Association File Library Mac 
User's Group Meeting Notes (sctexas.org)

https://www.sctexas.org/club/scripts/filelib/view_filelib_list.asp?GRP=26544&NS=MEMFAC&MFID=27404&MFCODE=SIG_MAC&FGRPCODE=SIG_MAC




Cyber Security SIG News Archive



Patch Tuesday

 At time of this writing  

NO info at Microsoft

on Purpose?

 US-CERT Advisory to patch



Google FLoC

 Federated Learning of Cohorts
 Gmail 1.5Billion  Outlook 400Million
 SPAM control – not bad
 Creepy line
 Apple IDFA ID for Advertisers
 Apple ATT  App Tracking Transparency
 99% say NO
 China Anonymization ID (CAID)

 Trial underway
 DuckDuckGo browser extension?



Am I FLoCed?

 EFF site

https://amifloced.org/

https://amifloced.org/




Yet another scam

 Bad grammar

 Unique serial number/invoice/ID/etc.

 Compromised email sender

 Dispute with bank



Yet another scam

 DO NOT Call phone number
 DO NOT provide unique serial number, etc.

 https://www.whoisthatnumber.com/allreports

 <CRTL>/F  Search   last 4 digits?

https://www.whoisthatnumber.com/allreports




Current Issues

 Facebook breach
Your phone number?
Irish Data Protection Commission

 Garmin
 Android spyware as system update
 Auto emissions testing disrupted 
 LinkedIn phishing
 Microsoft Azure outage
 .gov domain 

GOTGOV Online Trust in Government Act
Government Services Administration
Cybersecurity and Infrastructure Security Agency

 SAP attacks

 San Bernardino cell phone unlock



San Bernardino cell phone

 December 2015  attack

 His company issued 5C iPhone  iOS9

 If only FBI acted more quickly …

 Court order sought, then dropped

 Debate - still

 $900,000

 Virtual iPhone  Apple suing



Current Issues

 FBI-CISA joint advisory Fortinet Fort iOS
 CISA Industrial Control Systems 
 Ubiquiti breach – coverup?
 Ubiquiti cloud login required
 Oldsmar, Florida

Ellsworth County Kansas
water treatment compromise

 Supreme Court ruling
Google vs. Oracle
Google use of Java API “fair use”

 Google Play Store FlixOnline
 Early news Iranian enrichment cyber attack
 CISA-FBI joint advisory Russian SVR scans
 US – Russia sanctions due to past events 



Current Issues

 Android API

getInstalledPackages

getInstalledApplications

effective Summer 2021

 Call of Duty: Warzone cheats

 QNAP NAS  “complete device takeover”

 Yahoo Answers May 4, 2021

 Signal  Message Request



Current Issues

 Q Link wireless

know a phone number?

get full name, home address, call history, 
text history, email address, last 4 payment 
card



Current Issues

 FBI – court authorized operation
remove malicious web shells sites in US
Without owner’s permission
Helpful – unaware & unprepared
Harmful – critical file removed

 IoT  bugs in DNS allowing cache poisoning
 Outbound port blocking in browser

Combat NAT slipstreaming
10080

 Windows 10 1909 end of support May 11, 2021
 Cisco SOHO routers  not to be fixed
 Browser updates abound





Director of National Intelligence

 Annual Threat Assessment 

of the US Intelligence Community
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2021-Unclassified-Report.pdf

https://www.dni.gov/files/ODNI/documents/assessments/ATA-2021-Unclassified-Report.pdf


ParkMobile

 21 Million records

Email addresses, date of birth, phone 
numbers, license plate numbers, hashed 
passwords, postal mail address

 Customer notice

 Details on the selling sites



Upstox

 Indian stock trading company

 Know-Your-Customer data

 Names, contact info, date of birth, bank 
account information, Photo IS, passport, 
utility bills, …

 Fight money laundering



Lessons ?

 Assume your information is “out there”

 Change passphrases often

 Use Multi Factor Authentication

 Set up alerts

 Increase awareness

 Increase preparedness

 Increase understanding



Rapid Traders

 Machine speed

 Network speed

 Algorithm speed

 Algorithm tunning

 Moving regulations

 Money Bots



FCC WANTS your speed test results

 FCC Speed Test App

 Apple Store  Google Play

 Fact check provider provided test results



Build the exploit on your machine



Apple Find My



Apple Find My

 Apple ID

 Signed into iCloud with Find My enabled

 Permit Find My access to Location data

 Location Services enabled

 Air Tags





Spy in our pocket

 Security Now Podcast – Steve Gibson
 Research Trinity College Dublin, Ireland

iOS shares with Apple
Android shares with Google  Pixel phones
Average 4.5 minutes
Phone IMEI, hardware serial number, SIM serial 

number and IMSI, phone number, 
iOS sends MAC addresses of all nearby devices and 

gateway, GPS location
NO opt out
https://www.scss.tcd.ie/doug.leith/apple_google.pdf

https://www.scss.tcd.ie/doug.leith/apple_google.pdf




Spy in our pocket

 Pre-installed apps/services

Apple - Siri, Safari, iCloud

Google – YouTube, Chrome, Google Docs, 
Safetyhub, Google Messaging, clock, 
Google Search bar

 Linked to personal data Name, eMail, 
credit card, other personal devices, 
browsing history, etc.

 Law enforcement can’t get inside phone

 Apple/Google can “see” all around phones



SIM Swap Protections

 Smart Device trust
 BE AWARE

Facebook breach
Any and all breaches
Information gives no indication of being stolen

Our cellular number is EVERYWHERE
Authenticator App
Security Key
Have I been Pwned  eMail  Phone number?
Use sites that claim to report on phone numbers? 

 Service providers are aware
 Service providers are aware
 Attacking as a service
 Robocalls advantage?



Facebook

 2019 breach – release



 Have I Been Pwned

 Phone lookup added 6-Apr-2021



LinkedIn

 Yet another data breach?

 User IDs, eMail addresses, Phone 
numbers, gender, professional titles, 
social media profiles, 

 LinkedIn  - not us

 Yeahbut



Change 15-Apr-2021



Confidential Gmail



Confidential Gmail



Confidential Gmail



Confidential Gmail



Confidential Gmail



Confidential Gmail



Confidential Gmail

 Confidential – just how so?

 Once viewed …

 Alternatives ?

 ProtonMail

 Tutanota



Network (wireless) report

 Troubleshooting

 Otherwise as well





Pwn2Own

 $1,210,00 awarded

 Safari, Microsoft Teams, Windows 10, 
Ubuntu, Chrome, Edge,

 Zoom  partial fix  server side

No required user action

5.6.1 ?





Questions

 Ccleaner browser and browser extension





SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


