Questions, Issues,
Concerns, Suggestions
Welcome at any time

Even Now




Cyber Security SIG

March 21st, 2019






http://www.sctxcompclub.org/security/Sun City Computer Club Cyber Security SIG 03212019 audio.mp4

Windows 7 & Chrome Gvnmt
Windows Defender Application Guard
Citrix

Car alarms

Windows uninstalling updates
Marriott and Congress

Android anti-virus

250 in store
80 detected 30% or more




DARPA e-voting
WIinRAR




C] =

12:59 PM E
+16/2019 2

Home Router




MNetwaork 2
Connected

Wi-Fi
Tumed off

Tum Wi-Fi back on

Manually

onection metered.

L

(Y
Mobile
Airplane mode  hotspot




Metwork & Intermet

(=)

s

Status

Wi-Fi

Ethernset

Dial-up

VP

Airplane mode

Mobile hotspot

Data usage

Froay

Ethernet

Ethernet

@ Metwork
I WO |

E Metwork 2

Related settings

Change adapter options
Change advanced sharng oplions
Metwork and Shanng Center
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Have a question?

[ aJrase network connection issues
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JF‘ Metwork Connections — [ .

A EF « Met.. » MNetwork Con... v 0 | Search Metwork Connections @
Organize * B~ [H 9
!"'!- | Ethernet -E Ethernet 2
" Network ¢ Network 2
@ Realtek PCle GBE Family Cont.. @ Realtek USB FE Family Contro...
: — | Ethernet3
=== MNetwork cable unplugged " Network cable unplugged
R @ TAP-NordVPN Windows Ada.. A WS TAP-ProtonVPN Windows Ad...
= VirtualBox Host-Only Network = Wi-Fi
Y =] Not connected
@ Enabled A :ﬂﬂ Realtek RTLB822BE 802, 11ac P...
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E* Metwork Connections

O

n E* « Network and Internet » Network Connections v ) | Search Network Connections
Organize Disable this network device  Diagnose this connection | » = [
L-' Ethernet Ethisinét 2 Rename this connection
5 . : : :
P Network 7 View status of this connection

"-IF::-f I "1 E
W~ Realtek PCle GBE Family

L‘ Ethernet 4
-

s Network cable unplugged
T SR :
¥ @ TAP-NordVPN Windows Ada...
l‘ VirtualBox Host-Only Network

i
-
@> Enabled
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Change settings of this connection
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Network cable unplugged
TAP-ProtonVPN Windows Ad..

¢ Mot connected
K dfm Realtek RTLE32ZBE B02.11ac P..,




U Ethernet Properties

Metworking  Sharing

Connect using:

I? Reahtek PCle GEE Family Conmtraller

This comnnection uses the fallowing tems:

’:I? Mpcap Packet Driver (MPCAP)Y (Ai-Fi)
’:EGQS Packet Scheduler
. Intemet Protocol Version 4 (TCPATPw4)
. Micros =] apter Muliplex<ar
. Microsoft LLDF Protocol Drhiwver
. Imtemet Protocol Yersion & (TCPAIPwED
s Link-Layer Topology Discowverny Responder
£ >

Imstall . .. Linminstall Properties

Description

Allows your computer to access resources on a Microsoft
netwark:




U Ethernet Properties Y

Networking  Sharing

Connect using:

? Realtek PCle GBE Family Cortroller

Configure...

This connection uses the following tems:

’:]? Mpcap Packet Driver (WPCAP) (Wi-Fi) A
Q05 Packet Scheduler

Pl Intemet Protocol Version 4 (TCP/1Pv4)
O 4 Microsoft Network Adapter Muttiplexor Protocol
4 Microsoft LLDF Protocol Driver

4 Intemet Protocal Version & (TCF/IPvE)

*

4 Link-Layer Topalogy Discovery Responder W

£ >
Install... Uninzstal ‘ Properties \

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(@) Obtain an IP address automatically
(7 Use the following IP address:

IP address:

Subnet mask:

Default gateway: 192 . 188, 1 . 1

(") Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server: 9 .59 .9 .9

Alternate DNS server: 8 .8 .8 .8

[ ]validate settings upon exit
QK Cancel




Adwvanced TCPSIP Settings

IFP Setbings  pDMNS WIS

IF addresses

IF address
DHCF Enabled

Subnet mask

add. .. Edit. .. FRemowve
Default gateways:
Gateway Metric
192 1658.1.1 Automatc
add. .. Edit... Femowe
Automatic metric
Inkerface mekric:
2k Cancel




“_ommand Prompt

C:%\Users\john>ipconfig /all
Windows IP Configuration

Host MName .
Primary Dns Sufle
Node Type . .
IP Routing Enabled.
WINS Proxy Enabled.
DMNS Suffix Search L15h.

Ethernet adapter Ethernet:

Connection-speciftic DNS Suffix
Description ;
Physical Address.

DHCF Enabled. .
Autoconfiguration Enabled
Link-local IPvE Address
IPv4d Address.

Subnet Mask

Lease Obtained.

|l ease Fxpires

Default Gateway

DHCP Server

DHCPvE IAID . . . .
DHCPv6 Client DUID.

DMNS Servers

NetBIOS over Tcpip.

DESKTOP-VQQRR2ZK

Hybrid
Mo

Mo

lan

Realtek PCIe GBE Family Controller
le-85-81-46-E6-62

Yes

Yes

255.255.255.8

Tuesday, March 12, 2619 ©6:25:31 PM
sunday, Maech 17, 2819 16:18:41 AM
192.168.1.1

192 .168.1.1

152844861

.9.
8.
.8.

a.
8.
a.
b

isabled

Windows CMD
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Location: | Location

Wi-Fi

Mot Connected

~ PPPoE Service
Mot Connected

. Ethernet
* Connected

Status:

Configure IPv4

IP Address:

Subnet Mask:

Connected

Ethernet is currently active and has the IP

address 192.168.2.2.

: | Using DHCP

192.168.2.2

255.255.255.0

Router:

192.168.2.1

DNS Server:

182.168.2.1

Search Domains:

| Advanced... |

|\"_P/|




Browse to IP address of your router
(Default gateway)
http://192.168.1.1
https://192.168.1.1
Admin(istrator) logon

Strong UNIQUE passphrase

Visit and Understand each setting
Do Not use vendor’s account



http://192.168.1.1/
https://192.168.1.1/

Encryption
WPA-3
WPA-2
WEP

Personal PSK

Enterprise




Firmware update

Disable SSID broadcast ??
VLAN segmentation

Virtual zoning

Guest network

Multiple Wireless Access Points
Media Access Control filtering
Firewall

Parental Controls

Network map
Suddenlink traffic report
Smart phone app ???




VPN

Strong passphrases
Administrator

WPA2

Guest access

Firmware

Remote access

Updates for any/all devices
2.4Ghz

5 Ghz

Speed check

Gaming

Media Prioritization QoS
UPNnP
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shop  Husnems=  Help

Suddenlnk ForYou Suddenink2GO
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Data Plan Summary

Details for Period of 03/08/2016 - 04/07/2019

Unlimited

(ntarnet |_|:.n_7|r;

(As of 11:50 PM |ocal

tima, 03/14/2019)

Manthly Data Allowance:

Chur dats measuring and reporting system is dessgned to update the infarmation reported an thit page svary 24 hours, Typieally, these

updates will be processed and posted to this page each day by or befora 100 am, Ceatral Time, reflacting data usage thraug!
approwimately 11:59 pm. focal time of the priar day. In thowe cases where a new update to this page shawe no incremantal data usage m

the 24 hours tince the [ast update, one of two condibions a5 bt mither (a) thers was no incremental dats usage in that time penod: or
(k] the transmmswon of daily data usage (from our counter to this page] was delivered oo late to be deemed useful to the customer and

was thus not counted and not applied to the customers cata usape total

|"|'|:,' Account
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Email (0)
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Tortoise and Hare
Chicken Little

Computer Club, Help Center, SIGs,
Presentations, FirstTime

Cyber Security SIG meetings, NEWSBLOG
Internet

Questions, suggestions, comments?




