
Sun City Computer Club
Cyber Security SIG

March 18, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/525833117


Current Issues

 Microsoft Exchange vulnerability  

Patch in March

Microsoft notified in January

Exchange server – free patch  ??

Patch gives NO indication of patch failure



Microsoft Exchange vulnerabilities

 Doubling every hour
 Ten fold increase March 11 – March 15
 Attack Tsunami
 Thousands of Web shells deployed

on very protected servers
and undetected

 Then ransomware DearCry
Sophisticated & Strong

 Use of “leftover” web shells
 GitHub POC removed
 The doors are open, the map is updating



Microsoft WEBView2 auto install



 SolarWinds media coverage

 “Who do you trust?”



Microsoft authentication outages



Cyber Security News Archive



MAC Users Group (MUG)

Sun City Texas Community Association File Library Mac 
User's Group Meeting Notes (sctexas.org)

https://www.sctexas.org/club/scripts/filelib/view_filelib_list.asp?GRP=26544&NS=MEMFAC&MFID=27404&MFCODE=SIG_MAC&FGRPCODE=SIG_MAC


 Microsoft Exchange
 SolarWinds
 DNS logs
 Browser extensions

Terms of Service
 50 years? Creeper  Reaper
 Apple’s Bluetooth tracking  Find My
 WeLeakedInfo[.]com
 Bank sites overwhelmed due to stimulus
 Chrome  0-days fixed

less resources used
Spectre POC
project 0

 Most major browsers, extensions, add-ons updated







Current Issues

 Tesla, Cloudflare, others Verkada camera 
hack





Current Issues

 Apple Watch  fall thru ice
 Top 3 Russian cybercrime forums hacked
 Got 1099-G ?
 Wells Fargo “strengthen your password”

PassPhrase
SMS warning 

 Chicago coronavirus hotline – random resident

 McGirt vs. Oklahoma
 Emotet -> Trickbot, Qbot, Formbook, Glupteba, Ramnit,
 FBI & CISA Alert Trickbot
 Linux malware “RedXOR”
 Microsoft 365 authentication down yet again
 Facetime Group calls



Current Issues

 $69.3M jpg nonfungible token

 15 year old Linux kernel lib  iSCSI kernel

 Separation of iOS security patching?



Current Issues

 Intelligence agencies PDF sanitization
Your PDF sanitization
Your document sanitization
track changes   metadata  previous versions

 Molson Coors production
 UK Home Office & National Crime Agency

UK resident’s browsing History
EU granted temp adequacy till July 1, 2021

 Spectre POC from Google  M1 ?
 DoD supply chain study  from congress
 Deep Fake AI “sing with the stars”
 Facetime group   31 random
 Windows 10 printer emergency patch



Sakari

 SMS mass messaging & marketing

 Letter of Authorization

 SMS authorization for SMS



Robocalls

 iPhone

Settings > Phone > Silence Unknown Callers



Robocalls

 Android



Google Pixel



Major Carriers

 STIR/SHAKEN  TRACED Act
 AT&T

Check or Manage Voicemail & Features
Call Protect

 T-Mobile
SCAM ID
Dial #ONI# (#664#)  + call button

Scam Block
Dial #ONB# (#662#)  + call button



Major Carriers

 Verizon
Call Filter  select phone models
Call Filter Plus   $2.99/mo.
Call Filter App > subscribe
Verizon account page 
My Verizon App

 Suddenlink  SPAM ROBO



Third Party Apps

 Nomorobo

 Niya

 Mr. Number

 RoboKiller

 YouMail

 ??

 Consumer Beware



Browser Extensions



Browser Extensions





Apple

 Find My

Safety Alerts   AirTags  3rd party devices

 Randomize MAC serial numbers

 Useful Mac Utilities

 Amphetamine











Your favorite MAC app?



TG Pro  Fan Speed & Temperature

 Rendering on laptop

 Notarized by Apple



TG Pro



TG Pro  Fan control



TG Pro





Global Warming

 Fast + Small > Hot

 Roku   

 MacBook Lap  combustible table top

 First degree burn 118 Fahrenheit







Unnecessary Login Items

 Users & Groups -> Login Items



Unnecessary Location Services

 Security & Privacy -> Location Services



Unnecessary System Services

 Security & Privacy



Unnecessary System Services



System Services - Location



MAC Analytics



Limit Ad Tracking



Notifications   zoom



Extensions



MacOS Activity Monitor - CPU



MacOS Activity Monitor - Memory



MacOS Activity Monitor - Energy



MacOS Activity Monitor - Disk



MacOS Activity Monitor - Network



MacOS Activity Monitor – add columns





Linux commands in terminal app



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Chicken Little
Tortoise & Hare

Computer Club, Help Center, SIGs, Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




