
Sun City Computer Club
Cyber Security SIG

March 16, 2023

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/808853097


From last time

 Desired site does not support Hardware 
Security Keys

Use a separate email account that does
 Lexus Nexus ad

Hundreds of networks Millions of sites
 MyLife   Neighbors
 DeleteMe

Costs
Results  - Once on the Internet
Privacy policy – troubling
How much is their customer list worth?
To get the plan, provide all your PII



Cyber Security News Archive



Cyber Security News Archive



 Bitwarden

OSS 

Cloud & Local vault

 RoboForm

 1Password

 Keeper

 Dashlane



Current Issues

 Plex Media Server

 3 year old RCE vulnerability

 CVE-2020-5741

 Third party 

 Yeah  so?

 LastPass engineer -> LastPass vault 
breach





LastPass

 Session info in stolen URLs

 Sync clipboard to cloud???

 IMHO, no brute force

Use a key  any key
115792089237316195423570985008687907853269984665640564039457584007913129639936

Combinations

80 msec per master password

25 million vaults



Current Issues

 Brave Browser search result summary



Current Issues

 Bootkit to bypass Secure Boot
 TPM 2.0 library flaws
 Autos with emotion sensing AI
 BidenCash  2 million credit card numbers

For free  most not useful
Info for scammers

 Chick-fil-A account takeovers
Facebook OAuth2?

 Google Outline VPN
 BetterHelp mental telehealth platform

sensitive health info shared   $7.8M fine
 T-Mobile 100 accesses 2022  TMO up!



Can’t make this stuff up



Current Issues

 Greece spy scandal   Predator spyware
 USPS flaw

Change of address form without ID
 Gun auction site breach

full name, home address, email, telephone 
number, Plain Text Password
 Shein’s Android App 

clipboard data to remote servers
Chinese online fast fashion retailer

 Microsoft Word vulnerability
CVE-2023-21716   9.8 severity
Malware delivered without need to open
February Patch Tuesday



Current Issues

 TPM 2.0 vulnerability
 Verizon data leak
 TikTok ban, possible?

28,000 apps sending data to TikTok
TikTok trackers
Which video watched
Comments
Geolocation
Users and Friends contact information



Google Bard



Google Bard



Google Bard

 No One Right Answer  NORA

 Language Model for Dialogue Applications

LAMDA

BETA TESTING



DJI drone



Apple Alerts





Slinks – Smart Links

 Helpful <-> Harmful

 New Membership Statement



Wireless Access Points

 Central Location
 STRONG Wi-Fi password
 Change often   or indications it is 

compromised
 Turn on firewalls and Wi-Fi encryption
 Create Guest network
 Keep everything up-to-date
 Disable remote access until needed
 Verify connected devices
 Disable/remove old devices
 Check logs regularly



Computer Club

 Home Networking  Wiki

 https://www.sctexas.org/Files/Library/310
08/SECURINGAHOMENETWORK.PDF

https://www.sctexas.org/Files/Library/31008/SECURINGAHOMENETWORK.PDF
https://www.sctexas.org/Files/Library/31008/SECURINGAHOMENETWORK.PDF


ChatGPT -



GPT-4

 Soon?  yesterday
Multimodal – test, speech, images, video

Confidence metrics
draft lawsuits, pass standardized exams, build 

working web site from hand drawn design, design 
a meal from the food in this picture

 ChatGPT on smartwatches
Amazfit
watchGPT

 GPT to Office 365 ? Copilot. Future of Work event

 GPT Apps? Probably No



GPT

 Geopolitical restrictions

 Corporate and educational restrictions

 Ukraine uses

Meeting recorded

GPT transcript

GPT summarize



GPT & Office 365

 Word Versions

Current

Microsoft® Word for Microsoft 365 MSO 
(Version 2302 Build 16.0.16130.20298) 64-bit 

Beta

Microsoft® Word for Microsoft 365 MSO 
(Version 2304 Build 16.0.16310.20000) 64-bit 





Google

 AI writing tools Docs & Gmail

Draft, reply, summarize, prioritize Gmail

Brainstorm, proofread, write, review Docs

Auto-generated images, audio, video Slides

Insights and analysis from raw data Sheets

Generate new background and capture notes Meet

Enable workflows Chat



Password on Hacker’s database?

 https://cybernews.com/personal-data-
leak-check/

 https://haveibeenpwned.com/

 Browsers & Password Managers

https://cybernews.com/personal-data-leak-check/
https://cybernews.com/personal-data-leak-check/
https://haveibeenpwned.com/


Firefox Extensions

 Bitdefender TrafficLight

cloud based antiphishing antimalware



Firefox extensions

 DuckDuckGo Privacy Essentials



Firefox extensions 

 HackTools

Penetration Texting



Firefox Extension

 NoScript Security Suite 

Selectively blocks JavaScript, Flash, etc.



Firefox extensions

 Privacy Badger

Heuristic tracker blocker



Firefox Extensions

 Temporary Containers

Isolate attached data

Delete after use



Gmail Help Security Tips



Gmail Security Checkup



Drone with cell phone to get help

 High enough to get cell signal



Current Issues

 Grammarly expands into AI

 AT&T vendor hack  9 million customers

name, number of lines, etc.

For device upgrade eligibility

 Roku OS 12 update

Local News    Expanded sports coverage

Continue watching

 MFA “blind spot”

NTLM & Kerberos

Command line   Remote Desktop

 SonicWall malware survives firmware updates



SonicWall Secure Mobile Access

 Malware survives firmware update/upgrade

 Unpatched

 ELF binary, TinyShell backdoor, bash scripts

 SQL to extract credentials to text file

 Checks for firmware update every 10 seconds

 Injects into firmware update

 Similar to Fortinet SSL-VPN devices 

US Government recent disclosure



Ring

 Amazon
Omnipresent shopping 
Omnipresent surveillance

video doorbell, exterior cameras, interior cameras, flying cameras, alarm systems, vehicle 
security packages

Ring doorbell expanded view
Replaceable battery pack

Ring Car Cam
Dual facing cameras  Additional view block
Adhesive to windshield
Ring Protect Go
Wired to OBDII port
Cut power to OBDII port if no key?
ODBII port in use?
Interior sensor is IR
“Alexa, Record”  traffic stops
Parking Protection  motion or impact while parked



Avoid desktop messengers

 Based on Electron framework

App on outside   Browser on inside

 Private keys stored on multi-user device

 RATs

 Implied trust of downloads/attachments

 Bypass protections



Current Issues

 IceFire ransomware targeting Linux
 Chrome 111

Security fixes
Smoother WEB transitions
Revoke permissions of unused sites
> 2 months
download tracking
chrome://flags#download-bubble
chrome://flags#download-bubble-v2

Opera, Brave, 
 Fortinet FortiOS flaw exploited

Government entities & large organizations



AI-generated YouTube video tutorials

 Used to spread stealer malware

 Get licensed software for low price





Brave browser VPN & Firewall



Cookies



Chrome extension

 Malicious Chrome extension
Chromium based browsers
Get cookies.txt
Collect user & browsing data
“They ALL say that”

Browser extensions need browser data
Keep me logged in
Long session cookie
Replay



Current Issues

 Germany to join Huawei & ZTE ban

 Phishing 69.2% initial entry

 Polynonce attack 

Digital wallets drained

 Sony sues Quad9

block resolver to site containing copyright 
material

 Google storage plan  - upkeep or ??



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?
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