
Sun City Computer Club
Cyber Security SIG

March 4, 2021

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/519711877






Current Issues

 Communities Overregulating Networks Need 
Economic Competition

The CONNECT Act, or “Communities Overregulating 
Networks Need Economic Competition” will supposedly 
not affect existing municipal broadband services, but is 
written to prevent cities and states from forming their 
own broadband networks unless “there is no more than 
one other commercial provider of broadband internet 
access that provides competition for that service in a 
particular area,” the bill states. Additionally, existing 
municipal broadband networks would be prohibited 
from expanding their network into new areas.



Current Issues

 Silver Sparrow MacOS malware

 Family Hospital Systems Covid eMail

 LastPass trackers

as do Bitwarden, RoboForm, Dashlane,

 SHAREit Android app

 Favicons for tracking

 Favicons cache



Current Issues

 Mississippi COVID funds for rural broadband

 Genua GenuGate High Resistance Firewall

 New MacBook with external power HUB ?

BigSur 11.2.2

 Rosetta 2 removal? some regions?

 M1 Mac write issue SSD





 Brave Private window with Tor

 Needs v1.20.108 or later



Current Issues

 Solarwinds123
 Sigh

 eMail tracking
HTML embedded code
Lines in eMail envelope (header)

 Microsoft “secrets” in code
Cisco, PaloAlto, etc. etc.

 Android App “Barcode Scanner”
helpful >> Harmful
transfer of owner thus signing certificate

 Ryuk wormable – Wake-on-LAN
 Microsoft exchange server - China?
 Rockwell PLCs
 Firefox 86 third party cookies (trackers) siloed
 CNAME to enable tracking



CNAME tracking

 Info from one domain to another

WITHOUT control

 Logged in session authentication cookies 
sent to advertising sites

 uBlock Origin & safari



Windows Update



March Preview Windows 10



MacOS 

 Version 11.2.2

 Beta 11.4 Beta 5



Chrome





App package dependencies

 MAJOR problem/issue

 Package name collision







Starlink

 Have you seen the train?

 Capacity will be limited

 I’ll just use a neighbors













No one we know





Cellular Tether

 Laptop with charged battery

 USB cable cell phone   cellular data

 Personal Hotspot

 Use for power outage

 Use for Suddenlink outage

 Use for enhanced security



 4G LTE Home network
 Personal hot spot +
 Puts more secure cellular data on WiFi

RADIO
 Uses house current
 All drawbacks of WiFi + Cellular
 Data caps, bandwidth, coverage, compatibility
 Latency 
 Add SIM to existing router
 Add antennae to existing router
 Outdoor antennae
 Major carriers PLUS
 Fixed wireless



5G



5G

 New type of network

 Connect everything



5G

 Low latency  < 1 ms
 High call density 100x
 Cell towers -> light poles
 10% decrease in energy to power

 Cost to establish
 Limited coverage
 Crowded spectrum
 Huawei  &  geopolitical
 Weather forecasting



5G

 Health risks

 Frequency – non-ionizing?

 Higher exposure due to more transmitters





5G  we want that





5G

 Evolving standard

3rd Generation Partnership Project 

3GPP

5G NR   Release 15, 16, 17, 

 3 bands

millimeter-wave 24GHz – 47GHz

Mid-band 2.5GHz, 3.5GHz, 3.7-4.2GHz

Low-band 600MHz, 800MHz, 900MHz



Satellite  non Elon

 Dish, Frontier, 

 Downlink ONLY



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




