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Audio Recording In Progress

Audio recording available at link 
shown above

 Cyber Security SIG Feb 21 2019

http://www.sctxcompclub.org/security/Sun City Computer Club Cyber Security SIG 02212019 audio.mp4


Current Events

 Equifax data  17 months since
 Collection #1   #3-5
 Singapore Airlines embedded camera
 Google Nest microphone
 Google Nest terror   Password
 Grocery shelves facial recognition
 Android banking trojan and banking apps
 Google password checking tools
 iOS password warning tool
 Credential stuffing - automated



Current Events

 Air Pod “Live Listen”
 PowerShell Keylogger
 February Microsoft  74 CVE, 20 critical
 SHA-2 Microsoft   Aug 2019
 IIS HTTP/2 CPU spike
 Adobe 71
 Xiaomi electric scooters
 AI generated text   too good?
 Android tracking apps



iPhone

 Settings > Privacy > Advertising 



Android

 Settings > Google > Ads



Password Managers

 1Password, Dashlane, KeePass, LastPass



DNSpionage

 January, 2019 DHS rare emergency 
directive

 Credentials, SSL certificates





Vendor Updates

 Do NOT use email links

 Do NOT use pop-ups

 CHECK online ToS, Privacy, certificates

 Printers at public locations



SCCCCyber@gmail.com

 Tortoise and Hare
 Chicken Little

Computer Club, Help Center, SIGs, 
Presentations, FirstTime
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


