
Sun City Computer Club
Cyber Security SIG

February 20, 2020

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/392832059


MUG MacOS Security with audio



Current Issues

 Corona Virus    FUD

 Iowa caucus Late release to avoid hacking

Then DOS

 FBI Private Industry Notification

Voter registration site

 Stolen laptop



Current Issues

 Corona Virus    FUD
 Iowa caucus Late release to avoid hacking

Then DOS
 FBI Private Industry Notification

Voter registration site
 Stolen laptop  still?
 DoD network  crypto mining
 Windows KB4532693
 ElectionGuard

 Cyber attack on Iran
 Iran’s “Digital Fortress”





Current Issues

 Robo Revenge
 Chrome to block mixed content
 Apple to join FIDO  Fast Identity Online
 Android Bluetooth patch
 ClearView AI
 Air gapped brightness
 Crypto AG
 Amazon package tracking
 Android malware use of hidden folders
 Home security cameras -> voyeur
 Unsigned firmware
 Enumerate windows folders



Current Issues

 IoT   Internet of Troubles

 Light Bulbs

Bulb -> Control Bridge -> Home Network

 SweynTooth



MacOS

 More users switching or adding MACs

18.5% -> 25.5%

 MalwareBytes 

11 threats per MAC vs. 5.8 per Windows

 Adware

 MUG disbanded, needs a leader



Phishing   - more and more













Summary

 ALL security will not prevent giving data
and/or credentials willingly

 NEVER update or similar from pop-ups, 
email links, ads, etc.

 THINK

 PAUSE

 Awareness, Preparedness, Understanding

 Windows, MacOS, Linux, any/all can be 
compromised



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?




