
Sun City Computer Club
Cyber Security SIG

February 17, 2022

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/678900638


Presenter???

Ever want to be a 
presenter??



Apple AirTag

 Modified Air Tag  no or disabled speaker

 Apple Air Tag Found Moving With You

 Android Tracker Detect



Apple AirTag

 AirTag “Finder”

 Scan lost AirTag with intent of returning 

 Attacker modifies “I’m lost” message

Unique URL at found.apple.com

Fake iCloud login page

Lost on purpose



Steamers

 Amazon Fire TV Stick

 Google Chromecast

 Roku

 Apple TV



Amazon Fire TV stick

 Settings -> Preferences -> Privacy settings



Google Chromecast

 Settings -> Privacy



Google Chromecast

 Usage & diagnostics  Off

 Ads -> Opt Out of Ads Personalization

 Google  YouTube    Chrome search

 http://myactivity.google.com/

http://myactivity.google.com/


Roku

 Settings -> Privacy



Roku

 Advertising  Limit ad tracking

 Microphone -> Channel Microphone 
access



Apple TV

 Privacy -> Analytics and Improvements

 Tracking  Allow Apps to Ask to Track  On

 Share Apple TV Analytics  Off

 Improve Siri and Dictation  Off



Apple TV



Current Issues

 IRS ends Facial Recognition to access accounts

 Brushing scams on the rise
 40 of 49 Starlink satellites destroyed
 Declassified document

CIA sweeping up information on US citizens

Unknowns: how pervasive, how it got there

 Coinbase floating QR Super Bowl Ad

 Zoom  “mic on”        V 5.9.3

 International Committee for Red Cross

500,000 people getting assistance from Red Cross

Restoration Family Links



iPhone Hidden Apps

 CAUTION

 Field Test

 Print Center

 Diagnostics

 QR Code Scanner

 Magnifier

 Feedback Assistant

 CAUTION



Feedback Assistant

 Apple feedback   Public or Beta  iOS

 Safari  applefeedback://

 Requires Apple ID





Magnifier

 Was accessibility feature  Now App

 Spotlight Magnifier





QR Code Scanner

 App store

 Camera App 

 Settings -> Control Center  Add magnifier



Diagnostics

 Safari  diags://



Print Center

 WHILE Printing  via AirPrint



Field Test

 CAUTION

*3001#12345#*
 Call





Current Issues

 Feds seize $3.6B in bitcoin

Mistake years ago? We still see it

Hacking  - hard to prove

 French president refuse Covid test

Russia visit  - DNA theft fears



AirTags

 Helpful <-> Harmful
 Find my spouse
 Track my spouse
 Alert

Traveling in car with another’s AirTag
Borrowing key ring with another’s AirTag

 Alert
Tracking  stalkerware
Tracking high value car for car theft

 AirTag and associated Apple ID
 Law  Enforcement







AirTag

 iPhone 11, 12, 13, …
 Precision Finding

Sounds, Haptics, Visual feedback
 AirTag support page

Instructions on disabling AirTag
Links to 
National Network to End Domestic Violence

National Center for Victims of Crime

 Digital Frisking



Security Cameras safer

 Network Segregation
 Strong Account names and Passwords
 Change passphrases often
 Use MFA
 Update firmware and add firewall
 Use Geo Fencing
 Monitor Activity
 Filter benign alerts
 Consider privacy shutters
 Consider location
 Get CA approval



Current Issues

 SAMBA CVS 9.9

 China Olympic “must install” App

My2022



Current Issues

 Chrome v98.0.4758.102

 Apple iOS, iPadOS, macOS, Safari

CISA says patch
 ModifiedElephant  spy  then evidence planting

 Local newscast  drugged then theft





Otter.ai  transcription app



SCCCCyber@gmail.com

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, 
Presentations, FirstTime, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?


