Cyber Security SIG
January 18, 2024

Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio recording of this session as MP4 file

Audio recording available at link shown
above



https://vimeo.com/904259247?share=copy

NRO Anti-Fraud Group

Williamson County Deputy Sheriff
Report Fraud

Work-from-home scams

NRO Anti-Fraud Group

Scams and Computer Safety SIG

For the good of our community
Report scams



https://www.sctexas.org/club/scripts/memfac/memfac.asp?NS=MEMFAC&MFCODE=NRO_FRAUD&APP=0

SCCCCyber

Wednesdyy. Janvary 17, 2024

Google Chrome 0-day vulnerability 17-Jan-2024
Google released Chrome updates today. CVE-2024-0519

Updates to Chrome browser are encouraged

Chrome version 120.0.6099.224/225 for Windows.

macOS version 120.0.6099.234

120.0.6099.224 for Linux

ChromeOS 120.0.6099.235

Friday, January 5, 2024
Google Session cookies a proposed mitigation?

In the Cyber Security presentation 4-Jan-2024 the new attack targeting
Google session cookie reuse was cited

Session cookies, if re-validated, allow attackers to logon to Google
services without re supplying the password/authentication

Not Good!

A Just proposed mitigation: power cycle the device. A further step, sign-
out of any/all browser profiles. Even more secure, reset your
passphrase and sing-in again

SCcCCCyber

Trrnmny, Jampary 14 3054
Veary Vary Large password database just relaeasad

Thnia slide from tha Cybar Sacurity S1G presentation 18-Jan-2024

Jan 17, 20249
Circulating on Internet at least 4 months
Password dump

Impacted
alroady iIn HIBP (baned on & 1,000 randam

Facebook, Roblox, Coinbase, Yammer, Yahoo
Checked for accuracy
Passwords Harvested in the Clear!!

Nnttps:, ‘haveibeenpwned.com/

Wednesdav. January AT, 3884

Google Chrome O-day vulnerability 17 -J0an-2024
Google releasod Chrome updates todoay. CVE-2024-05189

Updates 1o Chromea browsar are ancouraged

Chroma varsion 120.0 6009.224/225 for Windows

macOS varsion 120 0 6096 234

120 0 6099.224 for Linux

ChromeOS 120.0.6099.235

Peiney, danusry & Fete
CGoogle Session cookles o proposed mitilgation?

Inthe Cybear Sacurity prasentation 4-Jan-2024 the naw altack targeting
Google session cookie reuse was cited

Seassion cookias, If rewvalidated, allow attackers to logon to Google
sorvices without re supplying the password/authentication




Jan 17, 2024

Circulating on Internet at least 4 months

Password dump

319 files totaling 104GB
70,840,771 unigue email addresses
427,308 individual HIBP subscribers impacted

65.03 percent of addresses already in HIBP (based on a 1,000 random
sample set)

So, 1/3 never seen before

Facebook, Roblox, Coinbase, Yammer, Yahoo
Checked for accuracy

Passwords Harvested in the Clear!!
https://haveibeenpwned.com/



https://haveibeenpwned.com/
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Assume your password is known
Enable MFA
Passkeys

Hardware tokens
Password history

Shared secret

Public/Private key cryptography

Private key requires private

Passkeys biometric access

Passkeys vendor vaults

Passkeys private vaults MULTIPLE private vaults
Recovery codes




One of the few communities with our resources
Available to the home bound, employed, ...
Inform your friends, neighbors, clubs, ...
Awareness

Not One More Resident
scammed

defrauded
impacted
Due to lack of awareness




Evasion attacks, which aim to generate
adversarial output after a model is deployed

Poisoning attacks, which target the training
nhase of the algorithm by introducing
corrupted data

Privacy attacks, which aim to glean sensitive
information about the system or the data it
was trained on by posing questions that
circumvent existing guardrails

Abuse attacks, which aim to compromise
legitimate sources of information, such as a
web page with incorrect pieces of
information, to repurpose the system's
intended use
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CROSSROADS

Autonomous driving
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Answers with links

Why is the sky blue?

® Sources

Why s the sky blun? Why Is the Sky Blus? @

@ a2

Why In the Sky Blun™

) seljinks < 2 View 2 mare

@ nasa -1

= Answer

I'he sky appears blue due to a phenomenon called Raylaigh scattering. When sunlight
reaches the Earth's atmospheare, It is scattared In all directions by the gases and particles
in the air. Blue light is scattered more than other colors because it travels as shorter,
amaller waves, making it the most dominant color we see. This is why we seea a blue sky
most of the time. During sunrise and sunset, the sunlight must travel through a thickear
chunk of the atmosphere to reach our oyes, causing tho blue light to be scattered
completely out of our field of vislon, which is why the sky appears red or orange at those

times ' * &,

& Share o Rewrite g ) (| )

= Related
why does the sky turn red during sunrise and sunset
what causes the sky to turn black during a thunderstorm

why does the sky turn green during a volcanic eruption

@ Ask follow-up. Copllot ™

B Search Videos

BB Genorate Iimage

=) View marm




ninese authorities identify senders
| S

uetooth & Wi-Fi

Device logs

Rainbow tables

Public Security

Case solving, spread of inappropriate

remarks, bad influences

Check each end has each in address book
Limited in China November 2022
Everyone limit 10 minutes




Open folder

Copy to clipboard




App details in App Manager

App details

Web App installed from Google Play Store [/]
Storage

App size: 73.7 KB

Data stored in app: O B

New keyboard shortcuts and options
Pinch-zoom for PIP windows




New Media Controls

Robby Payne

robby.n.payne@gmail.com @&

Wallpaper Screen saver

Media controls

Casting: Weather - Max
A Walk

I« —48 Pl (@) Stopcasting

Accent colors
Use color sets that match your wallpaper
Youtube - CUHQTV

FLYING OVER SPAIN 4K - Scenic Relaxa... II

>l @ Stop casting

ChromeOS 120




Biometric Identity Fraud

Anti-Surveillance innovations
Al tools

Abundance of face & voice data

Digital doppelgangers for the masses
Fashion religious & medical face coverings

Eye ware lenses to distort




Possible data leak

Publicly available data

Full names, dob, sex, CPF humbers
Cadastro de Pessoas Fisicas (CPF)
223 million records




23 terabytes 1 billion Chinese nationals
Billions of Shanghi police records




PLEASE
DO

NOT




_arge Action Model
Rabbit R1

Rabbit OS
Jse existing apps

‘Hey, first of all, go to a software called Photoshop. Open it. Grab
your photos here. Make a lasso on the watermark and click click
click click. This is how you remove watermark.” It takes 30 seconds
for Rabbit OS to process and then it can automatically remove all
your watermarks going forward.

Rabbit R1




SEC X (Twitter) account takeover
Bitcoin ETF
Takeover of phone number?
Apple Magic keyboard firmware update
Bluetooth pairing vulnerability
Firmware update version 2.0.6
Check version
System settings> Bluetooth
“I” icon Magic Keyboard
NoaBot Linux worm crypto miner
Google Play Store remove purchases
No notification Paid for Gone
Google Chrome $5B incognito mode
Apple Triangulation — lack of press coverage
Fingerprints “similar” same person - different fingers
New secretive court Data Protection Review Court
EU regulatory 8 judges
Bluetooth flaw i0S, Android, Linux, macOS




U.S. Securities and Exchange Commission £# @SECGov - 29m

Today the SEC grants approval for #Bitcoin .= ETFs for
registered national securities exchanges. e K

=)
-

ay's approval enhances " .t

trac “parency and pre .. Livestors with
. efficient accessi '/ 4al asset investments
w257~ A 'regulated framework.

Chair, Gary Gensler




Mandiant X account

Team transition (Google purchase)
SMS 2FA

Know Your Customer checks

Al generated/altered selfies
Passport/State Drivers License photos
Cert.PL scan Polish websites for flaws

U.K. Post Office scandal
Screw-up Cover-up

Prosecuting subpostmasters
Then find the flaws in machines
Report



https://www.private-eye.co.uk/special-reports/justice-lost-in-the-post

US Supreme Court rejects X (Twitter) transparency bid
2014 disclose national security requests

LoanDepot hack

Mr. Cooper First American Fidelity National Financial
Stress text hardware security keys Report



https://freedom.press/training/blog/security-keys-meet-real-world/

https://venturebeat.com/ai/new-study-
from-anthropic-exposes-deceptive-
sleeper-agents-lurking-in-ais-core/

Al SIG

Copilot Windows 10



https://venturebeat.com/ai/new-study-from-anthropic-exposes-deceptive-sleeper-agents-lurking-in-ais-core/
https://venturebeat.com/ai/new-study-from-anthropic-exposes-deceptive-sleeper-agents-lurking-in-ais-core/
https://venturebeat.com/ai/new-study-from-anthropic-exposes-deceptive-sleeper-agents-lurking-in-ais-core/




Edge close

System - 3 results

Startup boost -
Get to browsing guickly. When this is on, it helps Microsoft Edge open faster when you start your device, Learn maore

Startup boost is turned off as the current profile is using one or more extensions that are conflicting. Turning on startup boost
anyway may not work as expected. Learn more

ﬂ\ Avast Online Security & Privacy Turn off

Continue running background extensions and apps when Microsoft Edge is closed -Z:.

Use hardware acceleration when available

Open your computer's proxy settings

WWW.investopedia.com/how-to-freeze-and-
unfreeze-your-credit-50/5527



https://www.investopedia.com/how-to-freeze-and-unfreeze-your-credit-5075527
https://www.investopedia.com/how-to-freeze-and-unfreeze-your-credit-5075527

Copilot.microsoft.com
Ctrl+U display page code

Ctri+F search “gpt4t®

gptdt

1" "GPT-4", "switchSPT4
A $20/mo value

On Windows 10 also
Windows SIG 14-Nov 12-Dec 9-Jan
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Impartant Notice: Your 401k Account Update and Annual Statement Information

. nmin

o __ Human Resource Policy

Dear =

« Your anrwal 401k contribution statement is now available for review
o Kndly use your smartphone camera 1o scan the OR code below and access yoor sccount

statement along with the current batance
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U.S. Cybersecurity and Infrastructure Security Agency
CISA

Known Exploited Vulnerabilities
6 new flaws

CVE-2023-38203 (CVSS score: 9.8) - Adobe ColdFusion Deserialization of Untrusted
Data Vulnerability

CVE-2023-29300 (CVSS score: 9.8) - Adobe ColdFusion Deserialization of Untrusted
Data Vulnerability

CVE-2023-41990 (CVSS score: 7.8) - Apple Multiple Products Code Execution

Vulnerability

CVE-2016-20017 (CVSS score: 9.8) - D-Link DSL-2750B Devices Command Injection
Vulnerability

CVE-2023-23752 (CVSS score: 5.3) - Joomla! Improper Access Control Vulnerability

CVE-2023-27524 (CVSS score: 8.9), a high-severity vulnerability impacting the Apache
Superset open-source data visualization software




Victim loss $100,000 sim swap

Traced value to wallet

Civil suit Federal court

Notice to defendant

Defendant thief or government?
“meaningful and timely communication”
Recent notifications via email

$100 bitcoin to wallet with OP RETURN
Recovery via courts not law enforcement
Romance scams, LastPass, ...

2013 loss, 2020 response




Physical gift cards
Online gift cards
Closed-loop

oop

narties involved

-Barcode

12345678901236041222233334444 Card Number
{last 18 dyits




Expiration date & fees
Neiman Marcus 1994

Mobile — phones

Virtual email/text

Gift Card collectors

Social aspects gift exchange
US jurisdictions limit or prohibit fees
Value not spent

Unsecured debt

Underspend Overspend
Secondary gift card market

Brute force card information
Monitor gift card balance, past & used numbers, ...




Seldom blocked by corporate networks
Familiarity to coders
NoREES

No domain to maintain
Reliable

_ittle new account vetting

_iving-off-trusted-sites




Facebook App iDevice & Android
All your browser history in one place
Facebook Mobile browser
Off by default

30-day history

Meta tracking

O Allow link history?

You'll see links to sites you've visited on
Facebook from the past 30 days in your
link history.

£+ When you allow link history, we may
use this information to improve your
ads across Meta technologies.
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< Events

See more

7 Help & support
= Settings & privacy

€ Settings

~ Link history

i Device requests
- Recent ad activity

@ Orders and payments
¢ Also from Meta

@ @ & o®
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l
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Link history

Recently visited Cle

Today
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Learn Tennis Now | Fairfield CT |

Fairfield Tennis | Fairfield Indo.

s e fal heldindoor tonnis co. ..

400 Willow Springs Dr, Heath,
TX 75032 | Shoot2Sell

hnes febare shoot 2sadl comydOo

Danny Matta | Start

nes vip.physcatheranpyniz com/

Tend | Look Forward to the

Dentist | Top Rated Dental Team >

It/ vowwe bliotend cor/Mutms.

X3 Bar Elite Variable Resistance

Training System

hos ' wwwoaagushomedicsl com

How to turn your link history in
Facebook on or off | Facebook... *
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Date: March 03+ 2023 Cane 0 S3AMOS. 10
wnmuw.mmmmmmﬂuow
within ths nant 24 howrs.

W are writing 1o notify yos that your Soctal Recurity Number is being
suspended dus to FTC s dlscovery of llegal setivity using your Meatity (o the
state of TEXAS,

Your cane s refarved to the Depar af Justize for p under the

ucnueu-un-n-umman.m.
o s ceds f i Act 3003 or

b Gt 1 Orvm Trnilohingd At 280 e tiea
T Gt 2 aney honaderivg = Moraf [V00

N wcm.mmﬁ&‘{maﬂ-ﬁ—lﬂ
pr g
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That were ogpesed y Berusily number 1o perpetynte o 814
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d Re Servies (IHR) frand

The Department attemptod 1o serve legal process ot your most recent known
1] Sat UB Masshals who paid & visit fowod (e house descrted.

If you 've recolved (his by ssnall, 11s because wo vw eshausted all sther mauns of

comtacting you, If you are | of the e,y shonid call the OI0 &t the
sumber showa below.

To plead yowrsell, you can contact the Office of Inspestor
General |Social Security Administration) at | #08.909.7667

Yol P,
@

IRR R I

PEABODY MA 01960-3511

Date: August 30, 2021

¥btra d like to inform you that there will
be an increase of $240.10% onthly benefits due to an increase in

the cost of living. 90 29eat and give us a call at I o
start receiving thi imrhediately.

If you don't wigh to e this increase, instructions on how to unenroll
from these ill be available by end of September.
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Sorry to interrupt your busy business.
WHAT HAPPEND?

. We have PENETRATE your network and COPIED data.

* We have penetrated your entire network for several months and researched all about your
You're high tech valuable business and your data was very crucial.
And finally, we have copied terabytes of all your confidential data and uploaded to seve

. We have ENCRYPTED your files.

Medusa Ransomware




Data sold Dark Web did not pay ransom
Multi-extortion strategy

/4 organizations

Living-off-the-land

Media-savvy Media team

Ransomware against ransomware




SEC

Mandiant

X formerly Twitter change to MFA with SMS
Organizations team change




Peer-to-Peer payment service
Registered in 32 states

"revolutionize 2024"

Elon Musk PayPal co-founder




Actively exploited
JSON Web token
CVE-2023-24955




Chinese manufactured drones
Use in US Critical Infrastructure
Capture data




And Android streamers
Hijacked to use in botnet

170,000 bots
Malicious site browsing Smartphone

Push app to SmartTV
Botnet & cyber crime

Political & terrorist broadcasts
Al generated video broadcasts
Register seized DNS domains
Then they Attack Back




Critical RCE Juniper SRX firewalls & EX switches
Lithium metal ion battery research

More efficient, more affordable, more
recyclability, more cycles, less explodey

LG washing machine

Used Percentage Period Traffic Daily Traffic
E " _ N . LG _Smart_Laundry2 open ~
4.68 % 175.60 MB 3.66 GB

300

Client Name: LG_Smart _Laundry2 open
Upload
3.57 GB

84.00 Bytes

Current Issues




GitLab zero-click account hijack vulnerability
Community & Enterprise editions
CVE-2023-7028 Critical 10/10

Chrome API low impact claim

Re constitute authentication cookies
Cerabyte low cost, high resilient storage
unlimited lifespan Ceramic nanolayers
YouTube vs Ad Blockers — scam ads

Adblock Adblock Plus version 1.1.2
Danish energy organizations cyber attacks
May 11 May 22-31 Zyxel firewall

Samsung Galaxy January security patches
Android 11 - 14

Wine bottle scams

British Library — not paying ransom

Readers PII

Google email rules next month - bulk mailers




X-Mode banned - selling phone location data

FTC first of its kind fail to place safeguards

location data from Muslim prayer apps, ...

Apple & Google banned in earlier days

FTC action

NSA director — Al helping/hurting critical infrastructure
SonicWall Firewalls exposures 178,000
CVE-2022-22274 9.4

CVE-2023-0656 7.5

US tops list access Origin Wukong quantum computer
Equifax data breach settlement

2017 140 million customers claim deadline passed

Apply compensation for expenses

Secret Service — fake antivirus renewal subscription emails
PixieFail vulnerabilities PXE boot

CISA & FBI warning

AndroxGh0Ost malware

Credential stealing Azure, AWS, Twilio, Office 365, ...




)

Amazon Simple
Email Service

GetSendQuota (SES)

scan & parse .ENV :

AWS

Management
escalate Conso|e

‘ CreateUser

AWS ldentity
and Access
Management
(IAM)




Character. Al

Historical figures

Helpers
Assistants
Fun & games

Splash

Song based on your input

Volley Games

20 question game

AWS AI for developers




We and 772 third parties process data to: store and/or access information on your device, develop and
improve products, personalise ads and content. measure ads and content, derive audience insights, obtain
precise geolocation data, and identify users through device scanning. Some third parties may process your
data on the basis of their legitimate interest. You may exercise your right to consent or object at any time by
selecting the Manage preferences link below. or through Outlook settings. By clicking the Accept all button,
you agree to the use of these technologies and the processing of your data for these purposes while using

Outlook. Privacy Statement

Manage preferences Reject all Accept all




The agreement allows these entities to do
the following:

Store and/or access information on the
user’s device.

Develop and improve products
Personalize ads and content

Measure ads and content

Derive audience insights

Obtain precise geolocation data
Identify users through device scanning




View list of advertising partners
Toggle for each advertising partner




Mail Telemetry

Name and contact data
Passwords

Demographic data

Payment data

Subscription and licensing data
Search queries

Device and usage data

Error reports and performance data
Voice data

Text, inking, and typing data
Images

Location data

Content

Feedback and ratings

Traffic data




Yeah, Mac too

Synch with Gmail, Yahoo, etc.
Passwords required Plain text

Proton Report



https://proton.me/blog/outlook-is-microsofts-new-data-collection-service

Copilot for
MAC, Linux, Android, iDevices
Useful Creepy




Businesses Copilot Windows 365
Removed 300-seat minimum
Copilot Pro - consumers $20/mo
Per User Family Plan

¥ ror Individualx F ror Organizations

Copilot Copilot for
Copilot Pro Microsoft 265

Foundational Capabilities

Web Grounding

Commercial Data Protection

Priority Model Access

Copilot in Outlook, Word, Excel, PowerPoint, and OneNote

Copilot in Teams

Microsoft Graph Grounding

Enterprise-Grade Data Protection >

o £ Copilot GPT Copilot
ErorLSRR e Buillcter Stuchio

Far Copllot Pro, access to Copilot in Word, Excel, PowerPoint, Outlook, and OneNote requires a Microsoft 365 Personal ar Family subscription
Commercial Data Protection applies when users are signed inta their work account using their organization’s Entra 1D




Windows 11 Paint

‘_
Cocreator

Descnbe what you'd like to create

About Paint
Paint 11.2311.29.0

Describe your idea




File  Edit  View

o ; 00000 C0OO0S (& |
. : @ X @ @00@ bo ’&|

Colors Cocreator Layers

Cocreator ereview
Describe what you'd like to create ®

A cat and dog holding hands and sitting
on a park bench. The dog is wearing a hat
and tie and the cat is wearing a bonnet.

Choose a style

n Digital Art

Explore variants

(i

[0 331 x 242px




Uber chief security officer
Convicted Federal court
SolarWinds security chief charged
New regulation

materially impactful data breach
4 business days public 8-K filing

Hackers call out victim company
Remote work — more documentation




Brave ads for Brave products




G ¥, Assistant
< . G 4. Bard

Hi! Hil

I’'m Assistant I'm Bard, a new
with Bard. | can experimental Al
help you be assistant on your
more creative phone.

and productive. | can help you

write, plan,
learn, and more.

Get started




Picture red shoes
Add “Blue”

What is this game,
How is it played?
Circle




45 billion attempts per day
Double last years

$15B/year 62,000 technologists
“more than Google or Amazon”
Why?

“"The fraudsters get smarter, savvier, quicker, more devious and
more mischievous.”

Russia sanctions, Al, Political climate

Who pays that cost?




Attempt to decouple Advertising & Privacy

Chromium engine

Topics API Protected Audience API Attribution Reporting API
Related Website Sets API Private State Tokens API

Attribution Reporting API Shared Storge API CHIPS API
Fenced Frames API Federated Credential Management API
TOPICS Protected Audience API

On-device ad auctions to serve remarketing and custom
audiences, without cross-site third-party tracking.




Short Message Service

cellular network

160-character limit

Multimedia Message Service

image and video

Low limit -> compression

Rich Communications Service

Wi-Fi and/or cellular

HD, read receipts, location sharing, group chat
iMessage features Apple <-> Apple Blue bubbles
Apple <-> Android Green bubbles

Apple “Want blue?, buy iPhone”

iMessage has all RCS features

EU regulations, customer demands

iMessage core service Digital Markets Act

So, iMessage for Android —or- RCS for iPhone




Galaxy S24 event
New smartphones
Galaxy Al

Live translate
Interpreter

Chat Assist

Note Assist

Transcript Assist

Circle to Search

/7 years of Software Updates
Galaxy Ring




Intelligence is finite and has upper bound
Calculators

Easy -> less |learned

HUGE energy expense

EMP




Recovery Seminar
https://vimeo.com/8822729747?share=copy
NOW, Your input, experiences, ...

Helpful < - > Harmful
Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, Presentations, classes
Cyber Security SIG meetings, NEWSBLOG

Internet

Questions, suggestions, comments?



https://vimeo.com/882272974?share=copy
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