
Sun City Computer Club
Cyber Security SIG

January 4, 2024

Questions, Comments, Suggestions welcomed at 
any time

Even Now



Audio Recording In Progress

SIG attendees are required to be members of the 
chartered club sponsoring that SIG.
Sun City Community Association By-law

 Audio recording of this session as MP4 file

 Audio recording available at link shown 
above

https://vimeo.com/899955799?share=copy


 Apple-commissioned Study   MIT

 2.6 billion personal records data breaches

 Apple Study PDF

 Apple Advanced Data Protection for iCloud

 End-to-End encryption

 Beeper

 Blue bubbles   Green bubbles

https://www.apple.com/newsroom/pdfs/The-Continued-Threat-to-Personal-Data-Key-Factors-Behind-the-2023-Increase.pdf


LLM trained on PII?



Current Issues

 First American Financial Corporation
2nd largest title insurance company
systems offline  cyber attack
Many real estate deals delayed

 Georgetown post office passport application
Stolen  in post office?
Passport documents, money
Driver’s license, birth certificate, SSN, etc.
https://www.fox7austin.com/news/georgetown-texas-post-

office-passport-application
 New York Times suit OpenAI, Microsoft

Copyright infringement
Fair Use

 Integris Health patients – extortion emails
“Here’s your data”   $50 bitcoin & Tor
Sell on Dark web January 5

https://www.fox7austin.com/news/georgetown-texas-post-office-passport-application
https://www.fox7austin.com/news/georgetown-texas-post-office-passport-application


Current Issues

 Wendy’s bacon cheeseburger   1¢

In App purchase



Bad Bad Android Apps

 Essential Horoscope for Android – 100,000 downloads
 3D Skin Editor for PE Minecraft – 100,000 downloads
 Logo Maker Pro – 100,000 downloads
 Auto Click Repeater – 10,000 downloads
 Count Easy Calorie Calculator – 10,000 downloads
 Sound Volume Extender – 5,000 downloads
 LetterLink – 1,000 downloads
 NUMEROLOGY: PERSONAL HOROSCOPE &NUMBER 

PREDICTIONS – 1,000 downloads
 Step Keeper: Easy Pedometer – 500 downloads
 Track Your Sleep – 500 downloads
 Sound Volume Booster – 100 downloads
 Astrological Navigator: Daily Horoscope & Tarot – 100 

downloads
 Universal Calculator – 100 downloads



Amazon Scams

 Delivery Lost

Provide info for us to track lost delivery

 Unauthorized purchase with your account

Give us bank info to refund that purchase

 Your account has problems/issues

give us personal info to correct errors

 Prime subscription price increase

Give us access to your PC to lower price



Scamio  AI Scam detection



Scamio

 AI chatbot

 Requires Bitdefender account

 WEB site at Bitdefender

 Up to date  daily, hourly







Scamio



Social Media Dangers

 Low Effort High Return   Billions of targets

 Norton Labs report

https://www.nortonlifelock.com/blogs/norton-
labs/social-media-phishing-lures

 Locked Account

 Copyright violation  Logon to fix

 Get Verified here

 Follower generation services

 Profile hacking services

 Two-Factor authentication interception

 FTC scam tips

https://consumer.ftc.gov/articles/how-avoid-scam

 Sun City Resources Computer Club, NRO Anti-Fraud

https://www.nortonlifelock.com/blogs/norton-labs/social-media-phishing-lures
https://www.nortonlifelock.com/blogs/norton-labs/social-media-phishing-lures
https://consumer.ftc.gov/articles/how-avoid-scam


Social Media 



Social Media Dangers

 Buyer Beware    Seller Beware
 Facebook Marketplace

 “I paid you with Zelle” (or similar)

 Check your Spam folder















Current Issues

 Microsoft disables ms-appinstaller protocol

Attackers using to install malware

MSIX file format

bypass Microsoft Defender SmartScreen

browser warnings executable downloads

 Copilot AI chatbot on iOS, Android

Privacy & security concerns

 New exploit OAuth2

Google accounts

Maintain valid sessions

Regenerate cookies

Despite password reset 

Despite IP address change

 Masepie malware – Russia hacks Ukraine & Poland



Top 10 Hacks 2023 (so far)

 MOVEit Mass Attack
 Cisco IOS XE Attacks
 US Government Hacked via Microsoft 365
 Citrix Bleed Attack
 Okta’s Customer Support Data Breach
 Western Digital Cyber Attack
 MGM Resorts Breach
 Royal Ransomware Attack Over the City of 

Dallas
 GoAnywhere Attacks
 3CX Software Supply Chain Attack



Google $5B settlement

 Google Chrome Browser

 Incognito mode

 Yeahbut sell ads & track web traffic



Current Issues

 Unprompted OTP codes?
Investigate

 iOS 17.2 7 fix Flipper Zero attacks
 Top 10 ways your email address gets to spammers

Data breaches
email harvesting
Dictionary attacks    Brute force
Use of CC vs BCC
Companies sell them
Spammers use Phishing
You gave it to them (sweepstakes, too good to be true)
Social Media
eMail targeting companies

 Online jury duty
 Operation Triangulation Results
 Google Chrome disables cookies (30 million users) 1%

Popup, eyeball, settings  



Protect eMail addresses

 Multiple email – fit for purpose

 Set do not show images

 Do not open attachments

 Don’t click (but links are made for clicking)

 Use, enable, update security suites

All platforms

 Direct access for any/all accounts

 Scrub information on Internet



Top Privacy & Secure Email services

 Proton Mail – Best for strong encryption
 StartMail – Private email hosted in The 

Netherlands
 Mailfence – A secure and customizable email 

service
 Tuta – Secure Email for Any Device
 Mailbox.org – Affordable private German email 

service
 Posteo – Reliable anonymous email service
 Runbox – Private email in Norway
 CounterMail – Swedish email with strong security 

features
 Kolab Now  – Swiss email, compliant with GDPR, 

HIPAA, and PCI
 Soverin – Basic private email service



Re-Secure Microsoft Account

 Privacy Tab



Re-Secure Microsoft Account

 Check valid email

& phone number



Re-Secure Microsoft Account

 Use Authenticator  



Re-Secure Microsoft Account

 Security tab



Re-Secure Microsoft Account



Current Issues

 Colorado Justices targets

 Maine secretary of state home swatted

 Xfinity last 4 of SSN

Government randomizing SSN 2011

35.9 million customers and prior customers

 PhoneCam



Current Issues

 EasyPark data breach

Millions

Were they park & when

 Sync smart phone to car

LE warrant – access phone data via car

 AirTag & stalking

Secret Sharing & error correction

 National Amusements hacked

Parent co of CBS & Paramount

Details unknown – even to National Amusements?

 iOS 17.3 Developer beta pulled today – boot loop

 January Android security update  Pixel devices



Windows DLL Search Order 

 Bypass Windows protections

 Windows WinSxS folder executables
 Legitimate binaries -> non-standard directories



iDevice Reply from lock screen

 iOS 8

 Swipe left

 Easy for you – no unlock first

 Easy for thief

 Settings > Face IS & Passcode

<passcode>

 Allow Access when Locked

 Consider Siri



Sites with OTP code

At top of notification 



SMTP smuggling



SMTP smuggling

 Simple Mail Transfer Protocol

 Fake sender addresses

 Bypass security measures



23andMe

 14,000 accounts

 Then 6.9 million accounts

 DNA relatives

 “not me, I don’t use 23andMe”

 A relative might …

 Change of terms of service

 23andMe response

https://www.documentcloud.org/documents/24252535-response-letter-to-tycko-zavareei-llp


Microsoft Edge browser with AI

 Microsoft Edge: AI Browser

 iOS and Android

 CHECK Settings



Microsoft Copilot

 GPT-3.5

 DALL-E 3



Microsoft Copilot



YAA Privacy browser

 LibreWolf
 Firefox fork
Removes embedded server links and other "phoning home" functionality.
Deletes all cookies and websites when closed.
Includes only search engines that respect privacy (such as DuckDuckGo).
uBlockOrigin is installed by default with custom filter lists and Tracking Protection 
set to Strict Mode.
Strips all tracking elements from URLs.
Enables a feature called dFPI (aka Total Cookie Protection).
Enables RFP anti-fingerprinting.
Displays user language as en-US to websites.
Disables WebGL (to further protect against fingerprinting).
Prevents access to OS-level location services.
Limits ICE candidate generation to a single interface.
Forces DNS and WebRTC inside a proxy when in use.
Trims cross-origin referrers.
Disables link prefetching.
Disables speculative connections.
Disables disk cache and clears temporary files when closed.
Disables form autofill.
Disables search and form history.





Browser Versions 4-Jan-2024

 Chrome 120.0.6099.200 (Official Build)
 Edge 120.0.2210.91 (Official build)
 Firefox 121.0 (64-bit)
 Brave Version 1.61.109 Chromium: 

120.0.6099.144 (Official Build)
 Tor 13.0.8 (based on Mozilla Firefox 

115.6.0esr)
 Vivaldi 6.5.3206.48
 DuckDuckGo 0.61.5
 Safari 17.2.1
 LibreWolf 121.0.1





Scams and Computer Safety

 Questions from January 3, 2024

 Bank & Credit Union bill pay?

Electronic if possible, otherwise paper check

 My check account has routing and account 
numbers. How are those protected?

Electronic transfers are traceable. Violations are 

investigated. Thus, the current trend for gift cards and cyber 
currency. Mask those account numbers if possible.



SCCCCyber@gmail.com

 Recovery Seminar
 https://vimeo.com/882272974?share=copy
 NOW, Your input, experiences, …

 Helpful < - > Harmful
 Awareness, Preparedness, Understanding

Computer Club, Help Center, SIGs, Presentations, classes
Cyber Security SIG meetings, NEWSBLOG
Internet

 Questions, suggestions, comments?

https://vimeo.com/882272974?share=copy
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