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Safer not Safe

E-postcard not e-mail
ADMINISTRATOR
Passphrases not passwords
Radio not wireless







Spectre and Meltdown (speculative execution) IoT
Centcom exposes AWS bucket

8 years - billions of posts

Microsoft patch office docs ALL versions
CryptoCurrency

BGP & DNS

Keeper

Mirai

Chrome “This was me”
chrome://settings/passwords

AOL and Verizon emails from gmail domain
Facebook Help “Foreign interference”
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Uber hack & cover-up
Car key relay box
https://twofactorauth.org
USB Key

Authenticator

SMS

WEB Session Replay Scripts & Data
iPhone battery



https://twofactorauth.org/

audienceinsights

What is it?

Audiencelnsights is a Web application offering analysis and statistics
based on anonymous data collection.

How information is collected?

Our partners’ websites and applications host our program that collects
information and sends it to our servers where it is stored and analyzed.

What is collected?

We collect only anonymous data through anonymous cookies and
technologies that record:

events related to your activity on the partner’'s website (such as the
number of pages viewed or your searches made on the partner's
website),

information provided by trusted partners that may include socio-
demographic data such as age range.

We do not collect any personal information. We do not know who you
are. We do not know your residential address, your email address, your
phone number or any other personally identifiable information about
you.

We do not collect sensitive information (such as medical condition, bank
account...).




he Adthink script contains very detailed categories for personal, financial, physical traits, as
well as intents, interests and demographics. It is hard to comment on the exact use of these
categories but it gives a glimpse of what our online profiles are made up of:

birth date, age, gender, nationality, height, weight, BMI (body mass index), hair_color (black,

brown, blond, auburn, chestnut, red, gray, white), eye_color (amber, blue, brown, grey, green),
education, occupation, net_income, raw_income, relationship states, seek_for_gender (m, f,
ransman, transwoman, couple), pets, location (postcode, town, state, country), loan (type,
amount, duration, overindebted), insurance (car, motorbike, home, pet, health, life), card_risk
chargeback, fraud_attempt), has_car(make, model, type, registration, model year, fuel type),
obacco, alcohol, travel (from, to, departure, return), car_hire_driver_age, hotel_stars
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uPnP on by default

60% of internet traffic is malicious
Web cams, microphone, speakers
Smart devices trigger phrase
Microsoft macro disable

“Problem with this site’s certificate”

IRS W2
Gift card bot
Windows fall creators update & ransomware




Inventory
New Devices
Old Devices
Smart Devices
Operating Systems
Applications
Accounts
Firmware

Settings
Contacts
Friends




Questions, suggestions, comments?

Chicken Little
Tortoise and hare
Each of us safer, all of us safer




