
Questions, Issues,

Concerns, Suggestions

Welcome at any time

Even Now



Sun City Computer Club
Cyber Security SIG

January 4, 2018 



SCCCCyber@gmail.com



Suggested Agenda

 Current Topics – Presenter and attendees

 Presentation

 Questions

 Any other business

 Questions, Issues, Concerns at any time







Vocabulary

 Safer not Safe

 E-postcard not e-mail

 ADMINISTRATOR

 Passphrases not passwords

 Radio not wireless





Current Topics

 Spectre and Meltdown  (speculative execution)  IoT
 Centcom exposes AWS bucket

8 years - billions of posts
 Microsoft patch  office docs  ALL versions
 CryptoCurrency
 BGP & DNS
 Keeper
 Mirai 
 Chrome  “This was me”
 chrome://settings/passwords
 AOL and Verizon emails from gmail domain
 Facebook Help “Foreign interference”





Current Topics

 Uber hack & cover-up

 Car key relay box

 https://twofactorauth.org

USB Key

Authenticator

SMS

 WEB Session Replay Scripts & Data

 iPhone battery

https://twofactorauth.org/


Current Topics



Audienceinsights.net



New Year 

 uPnP on by default

 60% of internet traffic is malicious

 Web cams, microphone, speakers

 Smart devices   trigger phrase

 Microsoft macro disable

 “Problem with this site’s certificate”

 IRS W2

 Gift card bot

 Windows fall creators update & ransomware



New Year

 Inventory
◦ New Devices

◦ Old Devices

◦ Smart Devices

◦ Operating Systems

◦ Applications

◦ Accounts

◦ Firmware

◦ Settings

◦ Contacts

◦ Friends



SCCCCyber@gmail.com

 Questions, suggestions, comments?
 Chicken Little

 Tortoise and hare

 Each of us safer, all of us safer


