Safer WEB Browsing

Part One




Audio Recording of this session

Use the link above to access MP4 audio
recording

Audio Recording in Progress

SIG attendees are required to be members of
the chartered club sponsoring that SIG.

Sun City Community Association By-law



https://vimeo.com/419396527
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¥® Dixie Normous Credit Card Security ™ =

Is your crecit card number in a hacker's database?

You can easily find out now! All you need to do is enter its information
nere and we will scan thousands of hacker databases to see if any they
have match yours.

Credit Card Number:

Expiration Date:

Your Zip Code:




FBI fraud reports up way up
Covid-19 domain registrations
Cyber attacks against healthcare

“"They” are sheltered at home and bored
and hungry

Ransomware -> fraud, scams, attacks




Safer not Safe

E-postcard not e-mail
ADMINISTRATOR
Passphrases not passwords
Radio not wireless




Any length

Any time

Any schedule

Timeliness

Pause and continue

Pause and look up for clarity
Skip over

Play again and again
Adjust video size

Adjust audio level
Available to new users Months from now




Presentations
SIGs
Newsletters
Wiki

Help Center
First Time

Classes




Bimonthly presentations Audio recorded
Classes
Computer and Information Security
Cyber War
Safer Browsing
Cyber Security News 196 Searchable

News -> timely




el

Q| More~

SCCCCyber

Tuesday, May 12, 2020

May Microsoft Patch Tuesday B schedule Windows patch
released today 12-May-2020

111 Vulnerabilities, 16 rated critical.
For our machines the patch installation took over an hour.

We are patch seekers. If you are a patch avoider, set your Windows Update

Windows Update

You're up to date
Last checked: Today, 12:08 PM

Blog Archive

¥ 2020 (31)
¥ May (2)

May Microsoft Patch Tuesday B
schedule Windows p...

Samsung smart phone vulnerability 0-
click

- April (14)
» March (3)
» February (3)
B January (4)

» 2019 (28)
» 2018 (57)
» 2017 (62)
» 2016 (16)




First job computing 1962

O years semi-conductor manufacturer
30 years Cyber engineer Major Oil Co.
Very early WEB experience

3 years Alyeska Pipeline

Major Cyber Security Certifications
Network of cyber professionals

Computer Club presentations
Cyber Security SIG
Windows SIG




Trust
Convenience

FOMO
Curiosity

Now any/everyone can have a voice




Connectionless
Not intended for current use
Query & Response
Client / Server
either can run code on the other

Any/everything apps, attachments,
audio, video

Interpreters/helpers
ActiveX, Java, scripts, shells




HTTP
HTML

Akamai, cloud

Increased use of third party services
What, me worry?

Information gives no indication of being

stolen
Information is cumulative




Name resolution
Own name, Hosts file, NetBIOS, DNS
Domain Name System

Distributed, hierarchical, caching database
No authentication
BGP

routing, No authentication




1-2-3-4
Steganography
Hash
Symmetric
Asymmetric




1-2-3-4
Algorithm
Key

Plain text
Cypher text




Esdracied Mezzage




One way

Fixed length output

Any length input

Message digests

E.g. MD2,MD4,MD5,SHA-1,SHA-2
Used for integrity, digital signing &

passphrases




plain text > algorithm + key > cypher text
cypher text > algorithm + key > plain text
Algorithm usually public

Key space is important larger is better
Reversible with the one key

Does not scale
E.g. RC4,SEAL DES,3DES,RC5,Rijndael

One-time pad
Cryptanalysis
Control




Confidentiality
Integrity
Authentication
Non-Repudiation




Public & private key

Intractable problem

Symmetric key exchange in presence of
advisory

Thousands of times slower

E.g. RSA, El Gamal, ECC

Public key distributed and verified via

Digital Certificate
Signing via digital sighature




Code signing

VPN

Confidentiality
Integrity
Authentication
Non-Repudiation

Disk and file encryption

IPSec
PKI
blockchain




Client hello

Server hello

Client validation and pre-master secret
Both sides use secret to generate session
key(s)

Web session proceeds with data in transit

encrypted with symmetric key(s)
HTTPS layered on SSL or TLS




Part of PKI

Binding of public key to entity

Verified and signed by certificate authority
Chain of trust

X.509




SSL TLS

Asymmetric used to exchange symmetric
key

SSL 3.0

TLS 1.0, 1.1, 1.2, 1.3




Your connection is not private

Attackers might be trying to steal your information from wrong.host.badssl.com (for
example, passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_COMMOMN_MAME_INVALID

This server could not prove that it is wrong.host.badssl.com; its security certificate is from

*.badssl.com. This may be caused by a misconfiguration or an attacker intercepting your
connection.

Proceed to wrong.host.badssl.com (unsafe)
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@D vrors s oacsicom

\ | 5
é Your connection to this site is not secure l

You should not enter any sensitive information an this
site {for example, passwords or credit cards), because
it could be stolen by attackers. Learn mare

<g§ JavaScript Block (default)
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Zertificate

General petails Certification Path

E Certificate Information

This certificate is intended for the following purpose(s):

= Ensures the identty of a remote computer
= Prowes yvour identty to a remote computer
s 2 16,8390, 1. 1199412.1.1

s 2 23.190.1. 2.3

= Refer to the certfication authority's statement for details.

Isswed to: . badssl.com

Isswed by: DigiCert SHAZ Secure Serwver 8

wallid from 3/Z22/20Z20 o 57172022

Is=uer Statement

| Ok

Ll




_ertiticate

Serneral Details Cerbdficaton Path

S == &0l = L
Fi=ld Walue
|:|'l.-'ersj-::-r'| W3
=] serial number Dafoscda37ac0bs41342f0ale. ..
|:|Sigr‘|at|_.|re algorithm sha25&sRS8
|:|Sigr‘|ature hash algorithm shazZss

I=ssu=r
|:|'l.|'alid from

=] valid to
[F | =1 abvis et

DigiC=ert SHAZ Secure Serwer ...
Sunday, March 22, 2020 F:Oo: ..
Tuesday, May 17, 2022 F:0O0:. ..

= himdae=l —rmrm | ar s = ewrs T

Edit Propertes. .. Copy to File. ..




_erbiticate

Genceral Details Certdficaton Path

Shioww: =l = e
Fi=ld Walue
|:|Signature algorithm shaZ5cR5A
|:|Signature hash algorithm shaZ25s

|:|Issuer

|:|'l.u'alid from

=1 walid to
Subiject

|:|Publi:: ke
=l e ahilie b=y maramebers

DigiCert SHAZ Secure Server ...
Sundaw, March 22, 2020 F:00:...
Tusesday, May 17, 2022 F:00:...

*= badssl.com, Lucas Garron T...

RSA (20498 Bits)

NS O
CH = =.badssl.com
O = Lucas Garronm Torrss
L = WWWalnhut Cresk
S = Calitormia
= LIS
Edit Propertes. .. Copy to File. ..




Dates Issue from Issue to
Signature algorithm Hash algorithm
Subject




Certificate =
T Details Certification Path
Certificaton path
Iil DigiCert
gl DigiCert SHAZ2 Secure Server CA,
Wiewe Certdficat=s

Certdficate status:

is certdficats is Ok

I oK I

—_— = = — - = — —_— = = -7 " — = = === == ET—- — XL - E - e - = — =




Microsoft, Apple, Mozilla, Android

ADMINISTRATOR rights & privilege
Past certificate chain compromises
Certificate Revocation Lists (CRL)

Malware can and does manipulate
certificate chains

Chain of Trust

Certificate binding of Public key to
IDentity




'ﬁ Options
G o &) Firefox  aboutpreferences#privacy g iIn 6O & @ 2= B >»

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name | Security Device
ePKl Root Certification Authority Builtin Object Token

~ COMODO CA Limited
COMODO ECC Certification Authority Builtin Object Token
Comodo A88 Services root Builtin ©bject Token
COMODO Certification Authority Builtin Object Token
COMODO RsA Certification Authority Builtin Object Token
COMODO ECC Domain Validation Secur... Software Security Device
COMODO RSA Domain Validation Secur... Software Security Device

COMODO RSA Organization Validation 5... Software Security Device

Edit Trust... Import... Export... Delete or Distrust...




certmgr - [Certificates - Current User\Trusted Root Certification Authorities\ Certificates] — O
File Action View Help
ol AN (H=RREREN * Mo
Gl Certificates - Current User Issued To - Issued By Expiration Date  Intended Purposes Friendly Mame
| Personal 5] AAA Certificate Services AAA Certificate Services 12/31/2028 Time Stamping, En...  Sectigo (AAA)

w || Trusted Root Certification Au

| Certificates
| Enterprise Trust

~| Intermediate Certification Au

| Active Directory User Object

| Trusted Publishers
~| Untrusted Certificates

| Third-Party Root Certificatior

| Trusted People

| Client Authentication Issuers

| 153 Trust
| Smart Card Trusted Roots

<

>

] AddTrust External CA Root

(=] AffirmTrust Commercial

(= Baltimore CyberTrust Root

) Baltimore CyberTrust Root

=] Certurmn CA

(= Certurn Trusted Metwork CA

(=] Class 3 Public Primary Certification Authority
(] COMODO ECC Certification Authority
(5] COMODO RSA Certification Authority
2] COMODQ RSA Certification Authority
(=] Copyright () 1997 Microsoft Corp.

(= DigiCert Assured ID Root CA

] DigiCert Global Root CA

= DigiCert Global Root G2

] DigiCert Global Root G3

(=] DigiCert High Assurance EV Root CA

(= DigiCert High Assurance EV Root CA
&|DST Root CA X3

=&/D-TRUST Root Class 3 CA 2 2008

(= |Entrust Root Certification Authority

) Entrust Root Certification Authority - G2
(] Entrust.net Certification Authority (2048)
(S Equifax Secure Certificate Authority

] GeoTrust Global CA

(=] GeoTrust Primary Certification Authority
(= GeoTrust Primary Certification Authority - G2
] GeoTrust Primary Certification Authority - G3
(=] GlobalSign

(=1 GlobalSign

] GlobalSign Root CA

(=] Go Daddy Class 2 Certification Authority
=1 Go Daddy Root Certificate Authority - G2

<

AddTrust External CA Root
AffirrnTrust Commercial

Baltimore CyberTrust Root
Baltimore CyberTrust Root

Certurn CA

Certurn Trusted Network CA
Class 3 Public Primary Certificatio...
COMODO ECC Certification Auth...
COMODO R5A Certification Auth...
COMODO R5A Certification Auth...
Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert Global Root G2

DigiCert Global Root G3

DigiCert High Assurance EV Root ..
DigiCert High Assurance EV Root ...
DST Root CA X3

D-TRUST Root Class 3 CA 2 2009
Entrust Root Certification Authority
Entrust Root Certification Authori..,
Entrust.net Certification Authority...
Equifax Secure Certificate Authority
GeoTrust Global CA

GeoTrust Primary Certification Au...
GeoTrust Primary Certification Au...
GeoTrust Primary Certification Au...
GlobalSign

GlobalSign

GlobalSign Root CA

Go Daddy Class 2 Certification Au...
Go Daddy Root Certificate Author...

3/30/2020
12/31/2030
5/12/2025
31272025
61172027
12/31/2029
8/1/2028
1/18/2038
1/18/2038
1/18/2038
12/30/1999
117972031
11/9/2031
1/15/2038
1/15/2038
11/9/2031
117972031
9/30/2021
11/5/2029
11/27/2026
12/7/2030
772472029
8/22/2018
3/20/2022
7/16/2036
1/18/2038
12172037
3/18/2029
12/15/2021
1/28/2028
/29,2034
12/31/2037

Tirme Stamping, En...
Tirme Stamping, En...

<All>

Time Stamping, Ser..
OCSP Signing, Serv...
Server Authenticati...
Server Authenticati...
Tirme Stamping, En...

<All>

Tirme Stamping, En...

Tirme Stamping

Server Authenticati...
Server Authenticati...
Server Authenticati...

Server Authenticati...

<All>

Server Authenticati...
Secure Email, Serve...
Server Authenticati...
Server Authenticati...
Server Authenticati...
Server Authenticati...
Secure Email, Serve...
Client Authenticati...
Server Authenticati...
Time Stamping, Ser...
Server Authenticati...
Server Authenticati...
Secure Email, Time ...
Server Authenticati...
Server Authenticati...
Server Authenticati...

Sectigo (AddTrust)
AffirmTrust Comm...
<Mone>

DigiCert Baltimore ...
Certumn

Certurn Trusted Met...
Veri3ign Class 3 Pu...
Sectige (formerly C...
<Mone>

Sectigo (formerly C...
Microsoft Timesta...
DigiCert

DigiCert

DigiCert Global Reo...
DigiCert Global Roo...
<Mone>

DigiCert

DST Root CA X3
D-TRUST Root Class...
Entrust

Entrust.net

Entrust (2048)
GeoTrust

GeoTrust Global CA
GeoTrust

GeoTrust Primary C...
GeoTrust Primary C...
GlobalSign Root CA...
Google Trust Servic...
GlobalSign Root CA..
Go Daddy Class 2 C...
Go Daddy Root Cer...

Trusted Root Certification Authorities store contains 63 certificates.




A 4 = 3

# Trusted credentials

SYWSTEM

(c) 2005 TURKTRUST Bilgi
iletisim ve Bilisim Guvenligi
Hizmetleri A.S.

TURKTRUST Elektronik Sertifika Hizmet
Saglavyicis

A-Trust Ges. f.
Sicherheitssysteme im elektr.
Datenverkehr GmbH

A-Trust-nQual-03

AC Camerfirma S.A.

Chambers of Commerce Root - 2008

AC Camerfirma S.A.

Global Chambersign Root - 2008

AC Camerfirma SA CIF
AB2T43287

—_ L—:I--ﬂ-

Android




806 Keychain Access

[%in Click te lock the System keychain.

Keychains
& login
&' Local Items
2 System
System Roots

Al Kind Expires Keychain
Apple Code Sighing Certification Authority . -;:et"-ti-ﬁcate F%eb- i-ﬂ, 2015, 2:19:19 PM Sys't-err-l B
Apple Root CA certificate Feb 9, 2035, 2:40:36 PM System
Apple Timestamp Certification Authority certificate Apr 5, 2027, 6:02:44 AM System
Apple Worldwide Developer Relations Certification Authority certificate Feb 14, 2016, 11:56:35 AM System
com.apple.kerberos.kdc certificate Jul 21, 2032, 3:37:07 PM System
com.apple.server.apns.alerts certificate May 11, 2016, 11:46:15 AM System
com.apple.server.collabd certificare Jun 12, 2016, 1:45:25 PM System
com.apple.server.scm_poller certificate Jun 12, 2016, 1:45:28 PM  System
com.apple_server.servermgr_xcode certificate Jun 12, 20L&, 1:45:26 PM System
com.apple.server.xcsbuildd certificate Jun 12, 2016, 1:45:26 PM System
com.apple. servermgrd certificate Feb 26, 2015, 9:55:28 AM System
com.apple.servermgrd.apns.calendar certificate May 11, 2016, 11:46:13 AM System
com.apple.servermgrd.apns.contact certificate May 11, 2016, 11:46:14 AM System
com.apple.servermgrd.apns.mail certificate May 11, 2016, 11:46:14 AM System
com.apple.servermgrd.apns.mgmt certificate May 11, 2016, 11:46:15 AM System
com.apple.systemdefault certificate Jul 21, 2032, 3:37:06 PM System
com.apple.xcs.credential certificate May 12, 2015, 10:48:35 AM System
DigiCert Secure Server CTA certificate Mar 8, 2023, 5:00:00 AM Systemn
DigiCert SHAZ Assured |D Code Signing <A certificate Oct 22, 2028, 6:00:00 AM  System
DigiCert SHAZ Secure Server CA certificate Mar 8, 2023, 5:00:00 AM System
Server Fallback S5L Certificate certificate Feb 18, 2018, 11:17:50 AM System
servername. yourdomain.com certificate Jul 11, 2015, 5:06:16 PM System
Software Signing certificare Jan 14, 2015, 3:02:56 PM Systemnm
Test Mac DigiServer Open Directory Certification Authority certificate Feb 20, 2019, 2:12:07 PM  System

Category
All ltems
Passwords
Secure Motes
My Certificates
Keys
Certificates

TYYYYYYYYY




Unable to remove any certificates
Ability to add Config Profile with
Added certificates

Administrator caution Does Not Apply




@ Qualys. ssL Labs

HOW WELL DO
YOU KNOW SSL7?

If you want to learn more about the
technology that protects the Internet,
you've come to the right place.

Books News Ll

Bulletproof SSL and TLS is 5

complete gude to deploying secure

BLLETPROOF
S5 AMD TLE

servers and web appiications. This

| book. which provides comprehensive
l 1 coverage of the ever-changing fisld of
SS5SLTLS and Web Pk, is intaenced for
==
IT security professionals, system

administrators, and dewelopers, with the main focus on
getting things done. MORE o

ssllabs.com

Projects Qualys Free Trial Contact

Test your server »

Test your sife’s certificate and configuration

Test your browser »

Test your browser's SS51L implermentation

S5L Pulse »

See how other web sites are doing

Documentation =
Leam how to deploy SSLITLS comectiy

About SSL Labs

SEL Labs is a collection of documents, toois and
thoughts related t0o S5L. {'s an attempt to better
understand how S5L is depioyed, and an attempi to
make it better. | hope that, in fime, S5L Labs will
grow into a2 forum whare S5 will be discussed and

improved.

SEL Labs is a non-commercial research effort, and
we welcome paricipaton from any individual and
organization interested in SSL

— Ivan Riztid, Qualys




Home Projects Gualys Free Trial Contact

Qualys. ssL Labs

You are here: Home * Projects = S5L Client Test

SSL/TLS Capabilities of Your Browser Other User Agents »

User Agent Mozilla’s.0 (Nindows NT 10.0; \Wing4; x84) AppleWWebki'537.38 (KHTML, like Gecho)
Chromef31.0.4044 138 Safari/537.36

Protocol Features

Protocols

TLS 1.2 fes
TLS 1.2 AC-
TLS 1.1 ACE
TLS 1.0 RCEy
S5L3 st
SEL2 Mo

Cipher Suites (in order of preference)

TLE_GREASE_TA(ax7ar’a)

TLE_AES_128_GCM_SHA256 (8x1381) Forwerd Sececy 128
TLS_AES_258_(3CM_SHA324 (Bx1387) Forward Secrecy 258
TLS_CHACHAZD_POLY1305_SHAZSS (B1363) Farward Secrecy 258
TLS_ECDHE_ECDSA_WITH_AES_125_(GCM_SHAZSS (8xcé2h) Fomwerd Secrecy 128
TLE_ECDHE_RSA_WITH_AES_ 128 GCM_SHAZ56 (Bxce2f) Forward Sececy 128
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA324 (Bxc@Zc) Forward Secrmcy 258

TLS_ECDHE_RSA WITH_AES 256 GCM_SHAZE4 (BxcB38) Forward Secrecy 258




Tails

LinuX
Virtual machines Linux
Live CD/DVD

Check for updates before each sensitive
session

New browser for each sensitive session
Clickjacking

Cross Site Scripting

Cross Site Request Forgery

“Private” sessions




Gotchas
Overlay Lock Icon
Overlay https://
Sites can and do revert to http
Browser extension to force https
Complete Window overlay




Methods

POST, GET, PUT, PATCH, DELETE
Response

1xx Informational

2XX success

3xX redirection

4xx client error

5XX server error

Referrer

Redirect

F12

Cookies

tracking, 3 party, super, flash, HTMLS5, etc.

Authentication cookie




Cookies

IP Address

History

Local logs

Browser User Agent string
Fingerprinting

Referrer

"I am not a robot”
Anything coders can think of ...




URL

https://mg.mail.yahoo.com/neo/b/launch?&filterBy=&fid=Inbox&fidx=1&ac=gfVcFbP06s0Z0XxbtXJqg5aW8I1 M-
&mailboxId=Vjl-C UFXi -EVMadxLtWRtp9zjHo-i8cY1FYymOmI8b9spZcwelZg2b-

HOchZfOJBOG-|4nkLovJSeSm65J6U1w& rand=1655841https://mg.mail.yahoo.com/neo/b/launch?&filterBy =&fid=Inbox&fi
dx=1&ac=gfVcFbP06s0Z0XxbtXJg5aW8I1M-&mailboxId=VjJ-C UEXi -EVMadxlLtWRtp9zjHo-
i8cY1FYymOmI8b9spZcwelZg2b-HOcYx2fOJ30GH4nklLov]SeSm65169qUlw&.rand=165584188&nsc88&nsc

Hidden Form Fields

<form action="myform.cgi">

<|nput type="file" name="fileupload" value="fileupload"
'fileupload" >

<Iabe| for="fileupload"> Select a file to upload</label>

<input type—"hldden" |d—"|paddr" name="ipaddr" value="<?php echo
$_SERVER['REMOTE_ADDR']; ?>">

<input type="hidden" |d—"referer" name="referer" value="<?php echo

$ SERVER['HTTP_REFERER']; ?>">
<input type="submit" value="submit">
</form>

Cookies



https://mg.mail.yahoo.com/neo/b/launch?&filterBy=&fid=Inbox&fidx=1&ac=gfVcFbP06soZ0XxbtXJq5aW8I1M-&mailboxId=VjJ-C_UFXi_-EVMadxLtWRtp9zjHo-i8cY1FYym0mI8b9spZcwe1Zg2b-H0cYx2fOJ3OGH4nkLovJSeSm65J69qU1w&.rand=165584188&nsc

DuckDuckGo
WolframAlpha
Startpage
Privatelee
Yippy

Hulbee

Gibiru

Disconnect Search
Lukol
MetaGer




Over a BILLION web sites
Over 4 billion users on Internet
If you can see them, they can see you




Credential Spraying
Facial Recognition Face covering




Extensions

Share o B

Extensions

o Quick access

% CineDrive
W This PC

o Retwork




File Explorer Options

File Explorer Options

-

Eemaeral = Search

Faolder wviewws

Tou can apply this wieww (such as Details or locons)h to
|_:_|EE| all folders of this type.

Apph to Folders Fes=et Foldaers

Audwvanced settimngs:

File=s and Faolders
Alvww ays show icons, newer thumbnails
Alvww ays show mernus
Dlisplay file icom am thumbnails
Dlisplay file size irmMfomation im folder tips
Dlisplay the full path im the title bar
Hiddenmn files and faolders
el ant o liddso files foldsos r”r‘ﬁ

) Show hidden files . folders. and driwves

Ide = nwes
Hide extensions for knowen file types
Hide folder meaerge conflict=s

Restore Defauh=

Canc=l Tl




Clear cookies & history before booking

See the top 10 in every state!

VPN to see less adds, reduce trackers
GDPR California

USE BROWSER TO UPDATE BROWSER




E Scottrade | TO Ame.

248 23 minutes

Adsand Trackers Blocked ~ HTTPS Upgrades  Estimated Time Saved




Mew tab Ctrl+T
M i Ctrl+MN
Mew private window Ctrl+5hift+MN

New private window with Tor

Brave Rewards

History

Ctrl+]

ra
La

Ctrl+P
Ctrl+F

Cop v

Settings
Report a Broken

About Brave

Exit




About Brave

@ Brave

Brave is up to date

Version 1.4.96 Chromium: B0.0.3987.132 (Ofhcial Build) (64-bit)

et help with Brave




Safari Updated with MacOS
Beta tester




New tab




Send feedback

; Repart

[ Like what you see?

crosoft News




X B

5] @ Edge | edge://settings/help

Settings

Microsoft Edge is up to date.
Version 80.0.361.66 {Official build) (64-bit)




About Google Chromes

Help center

Flewe tab
P = vl mic] oo

Pewe incogmito wwind owe

Histomy
Do loads
Boockmarks

oo

Primt...
Cast...
Firmnd...
Flore tools
Edit
Settings
Help

Exit

Ctrl+T
Chrl =
Cirl+Shift =Ml




Vivaldi Webmail :: Welcom

File

Edit

View
Bookmarks
Tools
Window
Help

C Gl webmail.vivaldi.net

Help F1
Keyboard Cheat Sheet  Ctrl+F1
Welcome Page

Community

Report a Bug
Check for Updates...

V About

) VIVALDI MAIL

LOGIN

Need an account? Register for a free account here!




-0- Pl

Meww tak Ctrl+T
Pelieww v mcd o Ctrl =+l
Mlews private wirndonwss Cirl+-Shift=T
Page

Zoroerm — 102 + =
Firmd... Ctirl+-F
Snapshot Cirl+5hift=5

Histormy
Dowen loads=s
Eocockrmarks
Extensions
M=

Synchronize...
Cewvelo per

Sethtings
Help
Update & Recowarny...

Excit Ctrl+5Shiaft-=X




Help

Tor Browser Manual

Keyboard Shortcuts

Troubleshooting Information

About Tor Browser




Extended Support Release

9.0.5 (based on Mozilla Firefox 68.5.0esr) (32-bit)
Restart to update Tor Browser

Tor Browser is developed by the Tor Project, a nenprofit working to
defend your privacy and freedom online.

Want to help? Donate or get involved!

uestions? Help the Tor Network Grow! Licensing Information




Chrome
Firefox
Opera
Safari
Edge
Vivaldi

Brave
Tor




Browsers

eMail accounts/addresses
Phone numbers Land Line
IDentities




Default browser vs OS browser




Private mode
InPrivate Window
Incognito window

Limits displayed history




B

Details

IP

Details

&3

Details

o

Details

Avast Online Security

Avast Browser Security and Web Reputation
Plugin.

Remave

IP Address and Domain Information

The Ultimate online investigation tool! See
detailed information about every IP Address,
Domain Name and Provider.

Remaove

ScriptSafe

Regain control of the web and surf more securely.

Remave

uBlock Origin

Finally, an efficient blocker. Easy on CPU and
memory

Remaove

Details

4r

Details

5

Details

Avast SafePrice | Comparison, deals, coupons

Find the best prices, deals and discount coupons
while shopping online with the price comparison
and coupon extension by Avast

Remove

MNetwork and Internet tools

Quick access to our enline tools ping, tracert,
domain search, dns blackhole list, dns lookup,
reverse ip and whois lookup.

Remove ®

Surfsafe - join the fight against fake news

Supercharge your browser to catch fake news.

Remove

Google Docs Offline

Edit, create, and view your documents,
spreadsheets, and presentations — all without
internet access

Remove @

Privacy Badger

Privacy Badger automatically learns to block
invisible trackers

Remove

Terms of Service; Didn't Read

Get information instantly about websites' terms
of service and privacy policies, with ratings and
summaries from the www.tosdr.org.

Remove @




Settings > Privacy > General

General

Change privacy options

Let apps use advertising ID to make ads more interesting to you
based on vour app usage (turning this off will reset your ID)

@ ) of

Advertiser ID Windows




System Preferences > Security & Privacy

> Privacy > Advertising

Geaenaral Filewvault Firawall

feminders
All Advertisers

*hotos B3 Limit Ad Tracking

Opt out of receiving ads targoted to your intorests in Apple
E Apps and your macOS dovices. You may still receive tho
—amera = sameo number of ads, but the ads may bo less relevant to

Yo
Aicrophone Reset Advertising ldentifier

swcocessibility

Adveartising in Apple Apps
Vioew the infarmation used by Applo to delivear more relavant
ads to you in Apple Mews, Stocks, and the macOS App
Storo. Your porsonal data is not provided to third partios.

ull Disk Access

wvutomation

| Wiew Ad Information |

wvnalytics

hdvertising | About Ad#erti_aing and Privac?.._.

Advertiser ID MacOS



Settings > Ads

Telekom.de = &} L=

. Ads

Opt out of Interest-based ads

Instruct apps ot to use your adweartisimnog 1D
to bulld profiles or show you interest-
based ads

Reset advertising 1D
SAds by Google

Your advertisimg ()] ]
efdGeeead-Tahbt-Aa4di2-be132-FfOAas56731fESO

<]

Advertising ID Android




Settings > Privacy > Advertising

- Verizon = B:57 PM

« Privacy Advertising

ALL ADVERTISERS
Limit Ad Tracking

Resel Advertising ldentifier...

Advertising ID 1IPhone




Clear cookies BEFORE purchase

LIVE Linux with USB tether

smartphone with Wi-Fi & Bluetooth OFF
TAILS

User Agent String

Finger Printing Browser, OS,

Avoid links use URL bookmark




2020 Census | United States Cens X 4

= = & 2020census.gov/en.html

United States* Partners Educators News & Events Help Q @ Englis TAKE THE
Census cENsUS

Get the How To Why Your Answers Privacy and
Facts Respond Matter Security

Shape your future.

START HERE.

TAKE THE CENSUS




uBlock Origin

Privacy Badger

ScriptSafe

Network and Internet Tools
Terms of Service; Didn’t Read
Avast

IP Address and Domain Information
SurfSafe




ES5T. IB48

GEORGETOWN GEORGETOWN
TEXAS TEXAS

o &

Sign into UMAX CSS
9 Sign in to UMAX CSS

iRl Wit yeurexising aceeunt Sign in with your existing account

We can't seem to find your account _
Your password is incomect

bad@mail.net

Don't have an account? Sign up now . -
= in Bon't have an account? Sign up Now

oL Yaur pa

Forgot your password?




A s message contans blocked images. Show images or Always show images

Show images in messages

" Abhways, except in spam folder

‘= Ask before showing external images

<~ Images

Do not show any images




LARGE part of WEB traffic

Adblockers and script disablers half effective
Host file

analytics.google.com

WwWWw.google-analytics.com

google-analytics.com

ssl.google-analytics.com

Windows c:\windows\system32\drivers\etc\hosts
MacOS

/private/etc/hosts




NOT for data segmentation or security
Same browser, same user, a profile
Work & Home

Club1 Club 2 Golf To Go Food ...

Separate history, cookies, bookmarks, site
blocks, extensions, add-ons, ...

Shopping, travel, price adjustments
Sync and Don't Sync







Vero
Terms of Service; Didn’t Read




nttps://isitdown.me
nttps://www.isitdownrightnow.com
nttps://down.com



https://isitdown.me/
https://www.isitdownrightnow.com/
https://down.com/

You won't believe ...
Top ten
Look for Ad badge

SuperBoost Wik Takes The
LIS by Stormm

- SuperBoost WikFi

ot A e et o Lawm el Now & ee iy e A1




HTTP over TLS
HTTP over SSL
Authentication
Confidentiality
Integrity




Attempt to detect human
Slow down automated registration “bots”
I'm not a robot




Client <> Proxy <> Server
“Transparent”

Policy Based Routing

Analyze downloads Virtual Machine
ADMINISTRATOR rights & privilege
Hard to detect

Manipulation of certificate store




294 32 minutes

Adsand TrackersBlocked HTTPSUpgrades  Estimated Time Saved

Brave Browser statistics




1 PC

Dial up modem with acoustic coupler
Dial up modem sharing phone line
Internet with tablets, multiple PCs

Very expensive entry costs
Many servers, facility space, staff,

Build and run my web business for
$1.00/mo




Browser wars
Brave, Lynx
Add-ons and extensions

uBlock Origin, NoScript, uMatrix, AdBlocker
MultiFactor Authentication

Maintain state

URL, Hidden form fields, cookies

Proxy

TOR
Business Practices IRS - Phone Bank - PIN




VVMs

Live CD/DVD/USB

Sandbox

Search Engine

Hover Over

Multiple Browsers

Multiple security configurations
VPN

Tiny URL expansion

Popups

Certificate warnings

Drive By

Sites with user supplied WEB content
EULA

Deliberate mistakes

Become informed, aware, suspicious




Search engines

Browser indicators

Hover Over

URL inspection
Professionalism

Surveys & Account creation
Google Transparency Report
Lynx

F12

BBB

Intent & AutoFill

Security Images

Multi Factor Authentication




Update Update Update Update
3-2-1 Backup

Security Suites Defense in Depth
MultiFactor authentication

https

VPN

Deliberate mistakes on Data Entry
Awareness




Questions, suggestions, comments?




