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Want to view slides on my screen?

Want to adjust volume to my liking?

Want to pause, rewind, review?
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https://vimeo.com/830382588?share=copy
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Scope of the Problem

1.1
million reports

Federal Trade Commission • IdentityTheft.gov

January – December 2022
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Scams



Government Imposter Scams

• Scammers call, email, etc.

• Use threats

• Request personal information  

or money

• Demand gift cards, wire  

transfers or cryptocurrency
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Avoid Government Imposter Scams
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• HANG UP!

• Do not trust caller ID

• Check with the real government agency

• Never pay by gift card, wire transfer, cash, or

cryptocurrency

• Report imposter scams to FTC at ReportFraud.ftc.gov
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“You Won” Scams

Have you ever been a “big winner”?

• You get:

– A call

– An email

– A card

• You’ve won:

– A prize

– Asweepstakes

– The lottery

– A trip
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• They’ll ask for:

– Fees

– Taxes

– Customs duties

• They’ll want:

– Your credit card

number

– Your bank account

number

– You to add money to  

prepaid cards

– You to wire money
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“You Won” Scams



Avoid “You Won” Scams

What you can do:

– Keep your money to yourself

– Keep your information to yourself

– If in doubt, check it out

– Never wire money to anyone

Federal Trade Commission • IdentityTheft.gov



Romance Scams
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Romance Scam Video
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Avoid Romance Scams

• Don’t send money or gift cards

• Research the person

– - Reverse imagesearch

- Check blog posts about romance scams

• Talk to your family or best friend

• Report Romance Scams at ReportFraud.ftc. gov
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Red Flags – Tech Support Scams

• Scammers pretend to be a well-known  

company.

• Scammers attempt to scare you.

• Scammers ask for remote access to your

computer.

• Scammers try to take your money.
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Tech Support Video

Federal Trade Commission • IdentityTheft.gov



Avoid – Tech Support Scams
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Avoid – Tech Support Scams
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• Hang up!

• Never give control of your computer to someone who calls you  

out of the blue.

• Never give your credit card information to someone who calls  

you out of the blue.

• Do not call the number in the pop-up warning.
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Avoid Identity Theft



Avoid Identity Theft: Offline

• Guard your Social  

Security number

• Shred financial

documents

• Don’t share personal  

info when someone asks

• Keep your info safe at  

home

• Check the mail as soon  

as you can

• Monitor your accounts

and financial statements

• Get your free credit  

report: 

AnnualCreditReport.com

• Consider a credit freeze
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http://www.annualcreditreport.com/


Avoid Identity Theft: Online

• Use strong passwords

• Use multifactor  

authentication

• Keep your security

software up to date

• Keep your operating  

system updated, too

• Don’t click links in  

emails or texts that  

come out of the blue

• Before you pay: is your

connection secure?
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AnnualCreditReport.com

Watch for

• Incorrect name, address,  

SSN

• Unknown accounts

• Unknown balances on  

current accounts

• High volume of inquiries  

from companies you have  

not contacted

Action steps

• Review your report from

each credit bureau

• Contact them to fix any

mistakes (Learn more:

ftc.gov/credit)

• Suspect identity theft?  

Take action at 

IdentityTheft.gov
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http://www.ftc.gov/credit
http://www.identitytheft.gov/
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Recover From Identity Theft



Federal Trade Commission • IdentityTheft.gov



One-stop Resource

• Streamlined process to report and recover

• Personal recovery plans for more than 30 types of identity theft

• Online consumer guidance

• Create an Identity Theft Report

• Customized sample letters

• Reports shared with other law enforcement agencies
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Resources



Unwanted Calls & Texts

• Register all of your telephone numbers

at DoNotCall.gov or 1-888-382-1222

• Forward suspicious text messages to  

SPAM (7-7-2-6)

• Use the call blocking technology on  

your phone for calls and text messages
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Learn more: ftc.gov/idtheft

Order FREE publications: ftc.gov/bulkorder
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Spot Scams – and Stay In Touch

Learn how to avoid identity theft  

and other scams:

consumer.ftc.gov

Sign up for Consumer Alerts:

ftc.gov/consumeralerts
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SPANISH: ReporteFraude.ftc.gov
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Questions & Discussion
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Thank you!



This Slide Intentionally Blank







AGENCY OVERVIEW

Fair, Lawful, & Healthy Credit Environment

• Protect & safeguard consumers fromabusive,
deceptive lending practices

• Educate consumers & creditors on rights,responsibilities

OCCC Consumer Assistance Helpline 800-538-1579

• Regulate & license certain non-depository institutions










































































	Slide 1
	Slide 2: Audio Recording with Closed Captions Available
	Slide 3: Scams & Identity Theft
	Slide 4: Scope of the Problem
	Slide 5
	Slide 6: Scams
	Slide 7: Government Imposter Scams
	Slide 8: Avoid Government Imposter Scams
	Slide 9
	Slide 10: “You Won” Scams
	Slide 11: “You Won” Scams
	Slide 12: Avoid “You Won” Scams
	Slide 13: Romance Scams
	Slide 14: Romance Scam Video
	Slide 15: Avoid Romance Scams
	Slide 16: Red Flags – Tech Support Scams
	Slide 17: Tech Support Video
	Slide 18: Avoid – Tech Support Scams
	Slide 19: Avoid – Tech Support Scams
	Slide 20: Avoid Identity Theft
	Slide 21: Avoid Identity Theft: Offline
	Slide 22: Avoid Identity Theft: Online
	Slide 23: AnnualCreditReport.com
	Slide 24
	Slide 25: Recover From Identity Theft
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30: Resources
	Slide 31: Unwanted Calls & Texts
	Slide 32
	Slide 33: Spot Scams – and Stay In Touch
	Slide 34
	Slide 35: Questions & Discussion
	Slide 36: Thank you!
	Slide 37: This Slide Intentionally Blank
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76

