Windows SIG

October 12, 2021
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress

SIG attendees are required to be members of the
chartered club sponsoring that SIG.

Sun City Community Association By-law

Sig leader — anyone?

Topic Suggestions — plea(se)

Your suggestions future presentations
In person meetings



https://vimeo.com/630410251

Ever want to be a
presenter??




81 vulnerabilities 3 critical
3 previously disclosed
1 Actively being exploited




About Windows >

am Windows10

Microsoft Windows
Version 21H1 (0S Build 19043.1266)
(@ Microsoft Corporation. All rights reserved.

The Windows 10 Home operating system and its user interface are
protected by trademark and other pending or existing intellectual
property rights in the United States and other countries/regions.

This product is licensed under the Microsoft Scftware License
Terms to:

JP]




About Windows

am Windows10

Microsoft Windows
Version 21H1 (05 Build 19043, 1288)
{© Microsoft Corporation. All rights reserved.

The Windows 10 Home operating system and its user interface are
protected by trademark and other pending or existing intellectual property
rights in the United States and other countriesfregions.

This product is licensed under the Microsoft Software License
Terms to:

HP
HP

QK




Windows Update

m Updates available
w Last checked: Today, 1211 PM

2021-10 Cumulative Update for NET Framework 3.5 and 4.8 for Windows 11 for x64 (KB5005537) Installing - 12%

2021-10 Cumulative Update for Windows 11 for x64-based Systems (KB5006674) Downloading - 2%




< Settings

0 '\Nindows Update
You're up to date
Last checked: Yesterday, 12:23 PM
Check for updates

View optional updates

o This PC doesn't currently meet all the

system requirements for Windows 11

Get the details and see if there are things you can do
in the PC Health Check app.

Get PC Health Check

X



About Windows

o Windows 11

Microsoft Windows
Version 21H2 (05 Build 22000.194)
(€ Microsoft Corporation. All rights reserved.

The Windows 11 Pro operating system and its user interface are protected
by trademark and other pending or existing intellectual property rights in
the United States and other countriesfregions.

This product is licensed under the Microsoft Software License
Terms to:

iPi
org name




—

About Windows

=m Windows 11

Microsoft Windows
Version Dev (OS Build 22471.1000)
© Microsoft Corporation. All rights reserved.

The Windows 11 Pro Insider Preview operating system and its user interface
are protected by trademark and other pending or existing intellectual
property rights in the United States and other countries/regions.

Evaluation copy. Expires 9/15/2022 1:05 PM

This product is licensed under the Microsoft Software License
Terms to:

user name
org name

OK




About Windows X

= Windows 11

Microsoft Windows
Version 21H2 (05 Build 22000, 258)
© Microsoft Corporation. All rights reserved.

The Windows 11 Pro operating system and its user interface are protected
by trademark and other pending or existing intellectual property rights in
the United States and other countries/regions.

This product is licensed under the Microsoft Software License
Terms to:

1Pl
org name




I0S 15.0.2

Chrome 94.0.4606.81
Chromium browsers
LibreOffice OpenOffice
Zzoom

so far




86 Updated Apps




J0%

Library

@




Extensive research
Visual

Teams

Rounded corners
Theme -> Theme




Windows 10 21H2

WPA3 H2E support

Cloud Trust — passwordless
GPU support for Windows Subsystem for Linux
Windows 11 waver unsupported hardware

Lack of future security updates

Microsoft

Windows 10 - you must we won't
Windows 11 — you can't we want




Windows Update > Update history

Security Intelligence Update for Microsoft Defender Antivirus - KBZ267602 (Wersion
1,349 200800

Sugcuaalielhy Installas a6 TOSS 00T

Security Intelligence Update for Microsoft Defender Antivirus - KBZ267602 (Warsion
1.348.2003.00

Successlully ihatalled on 1005 2021

Security Intelligence Update for Micrasoft Defender Antivirus - KBZ267602 (Version
13497199109

Succerusfully installed on 10572021

Security Intelligence Update for Microsoft Defender Antivirus - KB2Z267T602 (Version
1.349.1984.0)

Successtully installed on 1005 20217

Socurity Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version
1.349.1945.00

Guccewalully inatalled oo YA 202

Security Intelligence Update for Microsoft Defender Antivirus - KBZ226TE802 (Mersion
1.349.1925.07)

Succrssfully installec an TOSA4A2021

Security Intelligence Update for Microsolt Defender Antivirus - KB2267602 (Mersion
1.349.1913.00

Succe g.f.lu.li:.. immatalbed on 10/4,2021

Security Intelligence Update for Microsoft Defender Antivirus - KB2Z2E7602 (Version
1.3491884,0)

Succassfully installad an 104372021

Security Intelligence Update for Microsoft Defender Antivirus - KB2267802 (Version
1.249.1850.04

St wanliully inatalled an 10370210

Security Intelligence Update for Microsoft Defender Antlvirus - KB2267602 (Version
1.348.1819.0)

Successfully inatalled an W27 2021




@ Windows Update

~ | Updates available
™ | Last checked: Today, 11:24 PM

Update for Microsoft Defender Antivirus antimalware platform - KB4052623 (Version
4.18.2109.6)
Status: Installing - 0%

Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Mersion
1.349.2033.0)
Status: Pending install

View optional updates




@ Windows Update

Updates available
™~ | Last checked: Today, 11:34 AM

Windows Malicious Software Removal Tool x4 - v5.94 (KEE90E30)
Status: Installing - 0%




Windows 11 - general release
Your experience?
Calm

CPU upgrade vs system upgrade**
Windows 10 support to continue

Windows File Explorer memory leak

Slow UDP Search Bar AMD CPU 3-15%
W 10 Task Bar Start Menu False “this PC”
Oracle VirtualBox Co6 c Co c browser
Task Bar stuck at bottom

Spectre and Meltdown

CPU predictive execution flaws new silicon

Intel Generation8 AMD

TPM + Secure boot + certain CPUs > security

Beta program - CPUs that crash more than 7 times




Settings Menu

Local accounts

Widgets

Edge browser (Firefox et al fight back)




Windows 11 Start Menu



Not able now to move to side or top
Move to left
Task Manager click now gone

— .

Winhdowll1l Task Bar
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| [ Registry Edi
(File Edit View Favontes Help
Comy

Modify...
Maodify Binary Data..

Permissions..

Copy Key Name

Find.. Ctri+F
Find Next
i }_. mxr-- —

V.E:q:lum
_-ukdeh‘l

Saarﬂulode

» © AutoplayHandlers
" BamThrottling

s © BannerStore
» T BitBucket

7 CabinetState
» T CD Burning
:-' CLSID
» 7 Desktop
>' . Discardable
» . Featurelsage
» = FlleExts

» 7 HideDesktoplcons

rosoft\Windows\CurrentVersion\Exploren Advanced

[ e e
Key REG_DWORD
REG_DWORD
String Value REG_DWORD
Binary Value REG_DWORD
DWORD (32-bit) Value REG_DWORD
CQWORD (64-bit) Value REG_DWORD
Multi-String Value REG_DWORD
Expandable String Value ~ REG.DWORD
TiShowSuperHidden | REG DWORD
REG_DWORD
ﬁmnpemm REG_DWORD
| BiStart SearchFiles REG_DWORD
| ¥ StartMenulnit REG_DWORD
| MiStartMigratedBrowserPin  REG_DWORD
P¥StartShownOnUpgrade  REG_DWORD
34 TaskbarAl REG_DWORD
| 4 TaskbarAnimations REG_DWORD
| # TaskbarAutoHidelnTableiM.. REG_DWORD
| #4|TaskbarDa REG_DWORD
84 TaskbarGlomLevel REG_DWORD
W TasicbarSd REG_DWORD
 Bi{TeskbarSizeMove | REG_DWORD
f-ﬂTasibarSmallli:m REG_DWORD
| Eﬁrasmzsuuunmn REG_BINARY
| 7 webView REG_DWORD

Data
00000000 (01
(xD0000001 (1)
(00000000 (0)
(00000000 (0}
000000003 (3)
(00000001 (1)
000000001 (1)
0x00000001 (1)
£x00000000 (0)
(x00000000 (0)
0x00000001 (1)
(0000002 (2}
(00000004 (13)
(00000001 (1)
(00000001 (1)
0x00000001 (1)
(H0000001 (1)
(00000000 (0}
(x00000001 (1)
00000000 (0}
(00000001 (1)
(00000000 (0}
(00000000 (0)
b3 23 ¢B 60 00 00 00 00
0x00000001 (1)




Edit View Favorites Heip

Computer\HKEY_CURRENT_USER\Software\MicrosoftyWindows'CurrentVersion\Explorer\Advanced

BackgroundAccessApplications. || Name Type Data
Edit DWORD (32-bit) Valuse X REG_DWORD 0x0D0000D1 (1)
REG_DWORD 0x0D0D0000 (0)
Value pame REG_DWORD (0000000 (0)
ke & REG_DWORD 000000003 (3)
\ Value data Base REG_DWORD 0200000001 (1)
i O Hexadecimal REG_DWORD Ox00000007 (1)
| Decimal REG_DWORD 0x00000001 (1)
i REG_DWORD 0x00000000 (0)
| M ok Cameat | (1 REG_DWORD 0¥00000000 (0)
' — REG_DWORD 0XD0000001 (1)
[0 Explorer l 74 Start_SearchFiles REG_DWORD 0x00000002 (2)
f Accent | 78 StartMenulnit REG_DWORD (x0000000d (13)
v~ Advanced | phistartMigratedBrowserPin  REG_DWORD 0x00000001 (1)
B sz siStantshownOnUpgrade  REG_DWORD 0x00000001 (1)
; AutoplayHandlers =
D FaThvottiig 4 Taskbar | REG_DWORD 0x00000001 (1)
8% BannerStore T-';_jTasmarAmmahnns REG_DWORD 0x00000001 (1)
+ B RitBuicket 2| TaskbarAutoHidelnTabletM.. REG_DWORD Ox00000000 (0)
= CabinetState %4 TaskbarDa REG_DWORD 0x00000001 (1)
» T CD Burning 1| TaskbarGlomLevel REG_DWORD Ox00000000 (0}
» 21 CLSID 14l TaskiarSd REG_DWORD 0x00000001 (1)
» 7 Desktop B TaskbarSizeMove REG_DWORD x00000000 (0)
*. Discardable 14| TaskbarSmallicans REG_DWORD 0x00000000 (0)
» T FeaturelUsage 1 TaskbarStateLastRun REG_BINARY b5 &3 ¢8 60 00 00 00 00
» 2 Filebats £ WebView REG_DWORD 000000001 (1)
> B HideDesktopicons B Taskbarsi REG_DWORD Dx00000000 (0)




Settings -> Personalization -> taskbar

Personalization > Taskbar

:52 Pean nee i

s (e el oo

Systerm =3 !.::u::n ey oard
Alveays 5henw T

Blustooth & devices
Taskibar cormner owerfiow
Mebtwork S intermnet o o hide icors that g

Perscnalization
Taskbar behaviors
Ta r aligamens, badging

Apps

Accounts Taskbar alignment | Left

=
L4 ]
-
o
-k
=
»

Timme & language Center
< 9 Automatically hide the taskbar

H

Gaming

u Show badges (unread messages counter) on taskbar apps
Accessibifity

Privacy & security

@ ¢

Windows Upodate

B Hower ar click an the far cormer of mmokbar 10 show the desktop

i Gethelp

;':' Give: feedback




Widgets

Snap Layouts
Multiple Desktops
Folders in Start Menu

= = Smttingm=

Persomnalization =

.I‘--!--", Show roecently added app=

Show recently opened iterm= in Start, Jump List=s,
saricd Files Exgalearesyr

E Feslclesrs
Thmnos Moliders mppoar o

P orr

= Gaet help
xz Give feasdback




Clock App - focus

Welcome to focus sessions

Achieve your goals and get more done with focus sessions. Tell us how much time you
have, and we'll set up the rest. After each focus period, you’'ll get a short break. This will
help you recharge and get ready for your next task.

Get started




(] Cclock - O

Il

RO; ;
= B Daily progress Vd
2 Ready, set, focus!
N Achieve your goals and get more done

with focus sessions. Tell us how much time Yesterday Daily goal Streak

= you have, and we'll set up the rest,

° 0 1 0

@ At minutes hour days

30

mins Completed: 0 minutes

You'll have no breaks.

-|.-';'; Praaks

P Start focus session

© Spotify

You need the Spotify app to enhance
your focus sessions with music and
podcasts.

- A = — - =TT S - ——




Settings

R Jokin Jaiikinsn Personalization > Taskbar

jerkinsonjpationt ok com

Touch kovboard
Find a setting Always show teuch keybezrd foon

= }-"i'fual touchpad

a vt baal teuchoad lon

System
Bluetooth & devices
Taskbar camer overflow

- Choase which icans may apoear in the @skaar corner - all othess will aopear in the taskkar comer overtlow menu
Metweork & intemet 5 May ppoed skas 5 : 5

Personalization laskhar behaviors
Taskbar allanmost b ity v e, and multiple displays
Apps

Aessuns Taskbar alignment

Time & language | | Automaticaliy hide the taskbar
Gaming
n Show badges (unread messages counter) on laskbar apps
Accessibility

Privacy & securizy

Windows Update Show recent searches when | hover over the search icon

n Select the far corner of the laskbar to show the desktop

Get halp

Giva feadback

omm e 28 =

Taskbar Shift Left




laskbar behaviors

Taskhar al-_:|"|rnr'-|l. I'..'|-7.||;|ir-:|. automatically bide, and rr'.4||i[_:-|r' .'Il':F-l.'i:,".

Taskbar alignment




Teams
Laptop RAM power
Separation of security updates




REMEMBERS layout(s)

) Multiple displays

Choose the presentation mode for your displays

Remember window locations based on monitor

.
connection

Minimise windows when a monitor is disconnected

Detect other display Detect

Connect to a wireless display

Secondarv Monitor




Android subsystem
Android store

Xbox




= — Settings

System > Power & battery

47% 1=

Battery levels View detailed info
(=)
100%:
50%
1:00 PR 7:00 PM 1100 AN 7:00 AD 1:00 PR
Power

[ 3 Screen and sleep

On battery power, turn off my screen after 5 minutes -
When plugged in, turn off my screen after 10 minutes t
On battery power, put my device to sleep after 5 minutes ft
When plugged in, put my device to sleep after 5 minutes -

Power mode
.:;":'5. Optimize your device based on power use and Best performance
(ST formance

-




% Powershel
Type 'help' to get help.
PS C:\Users\ricke> winget

Windows Package Manager v1.8.11451
Copyright (c) Microsoft Corporation. ALl rights reserved.

The winget command line utility enables installing applications and other packages from the command line.

usage: winget [<command>] [<options=>]

The following commands are available:
install Installs the given package
show Shows information about a package
saurce Manage sources of pachages
search Find and show basic info of pachkages
list Display installed pachages
upgrade Upgrades the given pachage
uninstall Uninstalls the given package
hash Helper to hash installer files
validate Validates a manifest file
settings Open settings
features Shows the status of experimental features
expart Exports a list of the installed packages
import Installs all the pachages in a file

For more details on a specific command, pass it the help argument. [-7]
The following options are available:
—v,——version Display the version of the tool

==infao Display general into of the tool

More help can be found at: https://aka.ms/winget-command-help
PS C:\Users\ricke> |




More stable
Still Windows 10




Chromebook Chrome OS Parallels
Apple platform







None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccwindows@gmail.com




