
Sun City Computer Club
Windows SIG

August 10, 2021
Questions, Comments, Suggestions welcomed at 
any time

Even Now



 Audio Recording of this session
 Use the link above to access MP4 audio recording

 Audio Recording in Progress

 SIG attendees are required to be members of the chartered 
club sponsoring that SIG.
Sun City Community Association By-law

 Sig leader – anyone?
 Topic Suggestions – plea(se)
 Your suggestions   future presentations
 Cyber OK?
 In person meetings

https://vimeo.com/585537957


Microsoft Patch Tuesday



Microsoft Patch Tuesday

August 10, 2021—KB5005033 (OS 
Builds 19041.1165, 19042.1165, and 
19043.1165) (microsoft.com)

https://support.microsoft.com/en-us/topic/august-10-2021-kb5005033-os-builds-19041-1165-19042-1165-and-19043-1165-b4c77d08-435a-4833-b9f7-e092372079a4


Microsoft Patch Tuesday

 TCP/IP Remote Code Execution Vulnerability

CVE-2021-26424

Hyper-V triggered by IPv6 ping

 Windows Update Medic Service

CVE-2021-36984

No user interaction, low attack complexity

Actively being exploited

 Print Spooler

CVE-2021-36936

Patch to all versions, even Windows 7

 Windows LSA

CVE-2021-36942

Remote exploit, no user interaction, NTLM authenticate



Edge AutoPlay





Yeah, BUT Windows 11



 Layered Group Policy feature
Types of devices allowed

 Parallels Desktop 17
Windows 11 on Intel and M1 based MACs

 Oeclassic  
Outlook Express Windows live Mail replacement

Recent certificate registration

based in Croatia

Free version, then credit card

 Outlook client    Outlook WEB    Outlook extension

Active development by Microsoft



OneNote Desktop – Kill OneNote 
on Windows 10



Windows 11 get yours here

 NO   Please  NO



Vipre



Windows Update



Core Isolation – Memory Integrity







Summer of SAM

 Recent research has revealed that Microsoft Windows 10 and 11 versions may have left or changed 
permissions on the SYSTEM and SAM hives in the Windows registry such that any local user can access the 
information stored in these registry hives. The SAM hive contains hashes of users on that windows system! 
Including the Administrator account(s). 

 The discovery is hitting security news sites today (July 20, 2021) so attackers are or will soon be aware.

 The above commands will indicate if your versions of Windows has the misconfiguration. Most users are 
reporting the problem has existed since Windows 10 version 1809.

 While Windows is running these hives are locked.

 BUT Volume Shadow Copy has read these hives and abusers CAN read those volume copies.

 Methods to read the contents of these hives and obtain hashed passwords and other security configuration 
settings involve some knowledge that attackers have.

 The hive permissions, the still unpatched (third time) Print Spooler vulnerability kinda makes a bad period 
for Microsoft.



Summer of SAM workaround ??

 Disable Shadow Volume copies?



Missing from Windows 11

 Internet Explorer – finally
 Timeline
 Live Tiles -> Widgets
 Start Menu Groups
 Quick Status  Lock screen feature
 Taskbar locked to bottom of screen
 Tablet Mode
 Cortana
 Windows S Mode
 Skype -> Teams
 Task Manager via right click on Task Bar

CTRL + Shift + Esc
CTRL + ALT + Delete
Search





Quick Settings & Notifications

 Windows 10



Quick Settings & Notifications

 Windows 11



Quick Settings & Notifications



 Office 365 virtual refresh  - toned down?

 Windows 365  $31/mo.

 Windows 10 21H2

 Microsoft Store  Business and Education





Microsoft Office 365 style

 macOS

 Windows 11  Office Preview

 Windows 10









Direct Storage

 Windows 11 feature
 Gaming technology  
 Xbox series X Xbox series S
 DirectX 12
 NVMe SSD
 Non-Volatile Memory Express Solid-State Drive

 Direct access to GPU
 Large world loads/saves
 Smaller “chunks”



Windows Update Update

KB4023057: Update for Windows 10 
Update Service components
 Summary

 This update includes reliability improvements to 
Windows Update Service components in all 
editions of Windows 10, version 1507, 1511, 
1607, 1703, 1709, 1803, 1809, 1903, 1909, 2004, 
20H2, and 21H1. It may take steps to free up 
disk space on your device if you do not have 
enough disk space to install Windows updates.





PUP PUA defense settings

 Settings -> Update & Security -> Windows Security





Edge Super Duper Secure Mode

 edge://flags





PowerTools



Device Security



Trusted Platform Module 2.0



Hypervisor Protected Code Integrity  (HVCI)
Virtualization-Based Security



Core Isolation



Windows 365







 Azure Virtual Desktop (AVD)



















Windows 365

 Virtual desktop service 

 Part of Microsoft 365

 Cloud PC Dedicated to a user

 Fixed price – No consumption pricing

 Not Azure



Windows 365 sizes





Windows 365 LibreOffice





Windows 365

 Fast Internet download (1.3Gb/s – 230 Mb/s)

 Work on large content

 MINIMAL PROTECTIONS

 Account & Passphrase

 Easy to take over

 It’s just out there



Windows 11 Start Menu



Windows 11 Start Menu - Search



Windows 11 Start Menu - Pinned



Windows 11 Srart Menu – All Apps



Windows 11 Start Menu - Recommended



Windows 11 Start Menu - Account

 Change account settings

 Lock PC

 Sign out

 Switch user



Windows 11 Start Menu - Power



Start Menu right click

Windows 10                        Windows 11



Windows 11 Start Menu 
Personalization



 None of us are as experienced as all of us

 Awareness, Preparedness, Understanding

 Participate

 Topic Suggestions

 Questions: scccwindows@gmail.com


