Windows SIG

July 13, 2021
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress

SIG attendees are required to be members of the chartered
club sponsoring that SIG.

Sun City Community Association By-law

Sig leader — anyone?

Topic Suggestions — plea(se)

Your suggestions future presentations
Cyber OK?

In person meetings



https://vimeo.com/575012102

117 Vulnerabilities
6 Publicly Disclosed
13 Critical

4 Exploited
Average CVSS 8.03
Maximum CVSS 9.9
KB5004237

Windows Malicious Software Removal Tool
KB890830




Sacurity Intelligence Update for Microsoft
1.343.929.0)

Successfully installed on 7A2/2021
Security Intelligence Update Tor Microsoft
1.343.922.0)

Successfully installed on 7/12/2021
Seclurity Intalligence Update for Microsoft
1,343.8B59,00

Successtully Installed on ¥/12/2021
Security Intelligence Update for Microsoft
1.343.835.0)

SuccessTully installed on 7/12/2021
Securty intelliigencs Update for Microsoft
1-343.798.0)

Successiully installed on 7/711,/2021
Socurty Intelhgencs Update for Microsoft
1343 755.0)

Successfully installed on 7102021
Securnty Intelligence Update for Microsoft
1. 343, 72900

Successfully installed on 71072021
Security Intelligence Update Tor MIicrosolt
1.343,.686.0)

Successtully installed on 7/9/2021

Security Intelligence Update fTor Microsoft
1.343.618.0)

successtully Installed on ¥/8/2021

Security Intelligence Update for Microsoft
1.343.557.00

Successully installed on 7/7/2021

Dietferidcay

Cretercher

e e mcler

D fericer

Defericer

Cretfoncor

Cretfemncler

Draefender

Drefercher

Dreferriciesr

Antivinus

Antivirus -

Antivirus -

Arntivirus -

Artiares

Antivirus

Antiviris

Antivirus -

Arnilivirus -

Antivirus -

EB2267602

EB2267602

KB2267602

KEB2267602

KB2267602

EB2267602

EB2Z67602

KB2267602

KB2267602

ER22G7602

Varsion

(Vershon

MWersion

(Version

(Voersion

(Version

{(Version

(Wersdhon

{ZVeErgion

(Wersion




Microsoft Print Spooler vulnerabilitie(s)
Elevation of Privilege (EoP)

ALL versions of Windows

Remember Administrator caution ?
PoC published after a patch

Bug elevated Remote Code Execution

(RCE)




Disable / Stop print Spooler service
Run > msconfig

Bl system Configuration

General Boot  SEMVICES  Startup  Tools

Service Manufacturer

Shell Hardware Detection Microsoft Corporation
Microsoft Storage Spaces SMP Microsoft Corporation
Microsoft Windows SMS Router ... Microsoft Corporation
SMMP Trap Microsoft Corparation
Windows Perception Service

Secure Socket Tunneling Protoc,..  Microsoft Corporation
State Repository Service Microsoft Corporation
Windows Image Acquisiion (WIA)  Microsoft Corporation
Storage Service Microsoft Corparation
[ Spot Verifier Microsoft Corpaoration

Status Date Disabled

Running
Stopped
Stopped
Stopped

Running
Running
Running
Running
Stopped

Mote that some secure Microsoft services may not be disabled.

[ Hide all Microsoft services

Enable all Disable all

Help




CMD Run as Administrator

C:\Usersiduck>sc query Spooler

SERVICE_NAME: Spooler
TYPE : 118 WIN32 OWN_PROCESS (interactiwve)
STATE 4 RUNMNIMNG
(STOPPABLE, NOT_PAUSABLE, IGMORES_SHUTDOWM )
WIN32 EXIT_CODE : e (exe)
SERVICE_EXIT_CODE : @ (8x8)
CHECKPOINT ]
WATT_ HINT I axe

C:WUsershduck»sc config Spooler start= disabled

C:\Usersiduck>>sc query Spoocler

SERVICE_MNAME: Spooler
TYPE : 118 WIN32_OWN_PROCESS (interactive)
STATE 1 STOPPED
WIN32 EXIT CODE : 1877 (8x435)
SERVICE_EXIT_CODE : @ (8&xa)
CHECKPOINT D exe
WATT_HINT D exo




Microsoft Translator
Universal cross site scripting
3-June first report

24-June patch

$20,000 reward




Re-check after any office updates
Set for office subscription, WEB Office,
Office 265

Similar for Office replacements - LibreOffice

/@
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File -> Options

e @ Help keep your documents safe and your computer secure and healthy.

Display
Proofing Security & more
Save Visit Office.com to learn more about protecting your privacy and security.

Language Microsoft Trust Center

Fase of Access Microsoft Word Trust Center

Advanced

The Trust Center contains security and privacy settings, These settings help keep your -
Customize Rikbon computer secure. We recommend that you do not change these settings. Trust Center Settings...

Cuick Access Toolbar

Add-ins

Trust Center




Macro Settings

Disable all macros without notification
® [izable all macros with notification
Disable all macros except digitally signed macros

Enable all macros (not recommmended; potentially dangerous code can run)







2owershell 7.2.8-preview.7
Copyright (c

)} Microsoft Corporation.
ttps://aka.ms/powershell
ype "help’ to get help.

25 C:\Windows\System32>»

‘lame

2SVersion 7.2.8-preview.7

’SEdition Core

GitCommitId 7.2.8-preview.7

s Microsoft Windows 18.8.19843
latform Win32NT

>SCompatibleVersions {i1.e, 2.8, 3.8, 4.8.}
SRemotingProtocolVersion 2.

serializationVersion

dsManStackVersion

ry the new cross-platform PowerShell https://aka.ms/pscoreb
S C:\Users\john> %PSversionTable

ame
SVersion 5.1.19841.1823
SEdition Desktop
SCompatibleVersions {1.e8, 2.8, 3.8, 4.8...}
uildVersion 16.8.19841.10823
LRVersion 4.8.38319.42868
SManStackVersion 3.
SRemotingProtocolVersion 2.
al-

erializationVersion .8.1

S C:\Users\john>

PowerShell




10:257

Open tabs

You don't have any open tabs




Task Manager

CTRL+SHIFT+ESC

CTRL+ALT+DEL - useful

Right click empty space on task bar
Win + R taskmgr

Resource Monitor

Performance > Open Resource Monitor

r C: _CP D9s >
10:53 AM Aemony TE%

3/9/2021
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12 Task Manager

File Options View

Processes Performance App history Startup Users Details Services
Last BIOS time: 2.6 seconds
N
Name Publisher Status Startup impact
. Cortana Microsoft Corporation Enabled Not measured
@ Microsoft OneDrive Microsoft Corporation Enabled High
@ Windows Security notificatio... Microsoft Corporation Enabled Medium
. Windows Terminal Preview Microsoft Corporation Disabled None
. Your Phone Microsoft Corporation Disabled None




& Task Manager
File Options View

Processes Performance App history Startup  Users Details Services

899% 26% 1%
MName —PU Memorny Disk

| @ Heavyload 81.2% 108 MB 0.1 MB/s

4 WM Provider Host (2) T14.1% 12.5 MB 0 MB/s
System 2.0%5 0.1 MB 0.1 MESs
Desktop Window Manager 0.5% 63.7 MB 0 MB/s

- Task Manager 0.8%5 28.0 MB OMESs
PicPick (32 bit) 0,42 37.3 MB 0 MB/Ss
Windows Explorer (3] D.3% 33.1 MB 0 MBs=

. Service Host: Local Service (Mo MNetwork) (5) D.2%% 11.0 MB 0 MB/=
Systern interrupts .19 omME OMESs

4 WM Provider Host 0% 2.4 MB 0 MBYs
Vhlware Tools Core Service 0% 3.5 MB O MBSs

. Service Host: Local System (18] 0% 279 MB 0.2 MB/=

| Service Host: Remote Procedure Call (2) 0% 6.5 MBE 0 MB/=s

Local Security Authority Process (3) 0% 6.5 MB 0 MBYs

Windows Drrver Foundation - User-mode Driver Framewo... 0% 2.2 MB 0 MEI.."':-_

| Fewer details

Task Manager process Tab




1B Task Manager
File Options View
Processes Performance App history Startup Users Details Services
h 18% 86% 2% 0% 3%
Mame Status CPU | Memary Disk | Network GPU | GPU engine | Power usage Power usage t..
A

Apps (16)
> @ Brave Browser (13) 0% 1214MB OMB/s 0 Mbps 0% Very low Very low
» @ Firefox (B) 0% 3298ME 0.1 MB/s 0 Mbps 0% Very low Very low
> @ Google Chrome (9) 01%  2597MB  0.1MB/s 0 Mbps 0% Very low Very low
> M Malwarebytes Tray Application 0% 41 MB 0 MB/s 0 Mbps 0% Very low Very low
H e Microsoft Edge (31) 03% H451MB 0 MB/s 0 Mbps 0% GPUD-3D  Verylow WVery low
> e Microsoft Edge (22) T6% 363 MB 0 MB/s 0 Mbps 0% GPUD-3D  High Very low
> & Microsoft PowerPoint (32 bit) 0%  29.6MB 0 MB/s 0 Mbps 0% Very low Very low
» ﬂ Microsoft Word (32 bit) 0%  224MB 0 MB/s 0 Mbps 0% Very low WVery low

0 Opera Internet Browser (22) 02% 43435MB OMB/s 0 Mbps 0% GPUD-3D  Verylow Very low




1 Task Manager
File  Options  View

Processes Performance App history Startup Users Details Services

% 8% ¥ 2% 0% 3%

Name Status CPU| Memory Disk  Network GPU | GPUengine | Powerusage | Powerusaget..
&| Desktop Window Manager 05% 3732MB OIMB5s  OMbps 21% GPUD-3D  Verylow Very low A
) Oﬂ}peralntemetBruwser(lZ] 03% M20MB  OIMB/s 0.1 Mbps 0% GPUD-3D  Very low Very low
) eMicrosoﬁEdgetﬂ] 0% 2690MB  OIMB/s  OMbps 0% GPUO-3D  Verylow Very low
(| System 13%  0IMB  0IMB/s  OMbps 0% Low Very low
> [iE] Malwarebytes Service 00% 2573MB  OIMBSs  OMbps 0% Very low Very low
> [0 Anti Malware Service 0% 2363MB  OIMB/s  OMbps 0% Very low Very low

] Xbox Game Bar (3) 0%  27MB  OIMBSs  OMbps 0% Very low Very low




Processes Peformmancs App history  Startup  Users  Details  Services
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File Monitor Help
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Yeah but
Browsers have performance monitors




brave




&2 Browser Task Manager

Task Memaony 3 Metwork Process ID Profite
Browser Ti S5 208K
5P Process afil 178,620K

Metwork Service 16.620K

Starage Serace A B 376K
Utility: Audio Senice 7.324K
Litility: Collections Entities Service 2008

Start Tir
Tak: Calendar - Ginger and John lenkinson - Outhook i 113,928

LEEEEEN

Persaonal

Subframe: hitps:/Fskypecom w0 Metwark 24,900K

Personal

o o o 0o o 0o o o O

{

] Pracess 1D

Service Worken httpsy/mad yahoocom/desktop_sw.is GDI handles

Personal

Talb: Brave Search USER handies

Takb: MNew tab
Image cache
Prerender: Mew tab
Soript cache
Dedicated Worken
css b
Dedicated Worker cEens
Tobs cnm.com bresking rews ot DuckDuckGo GPU memory 3B ASEK J Personal
Tak: Sun City Texas Community Assocation Member Facilities Home SQLive memory 36 872K g B Personal
Extension: Malwarebytes Browser Guard Mall debug port 50.012K ¥ Personal
Extension: Blur 1 " 41,236K Personal
JavaScnpt memory
Extension: uBlock Orgin I3 848K Personal
Idie wake upt
Sendice Worken httpsyfouticoklive com/mailiOfsw.js 65 208K
Hard faules

Process pricnity

Keepalnee count




@& Mew Tab = n CMM - Breaking Mews, Latest || = L Sun City Texas Community As o == [
~ A ¥ e z T A o
o [ {al L F] httpsifwwa sctexas.arg/cubfsoripts/mamfac/memfacasp IMFCOIDE = Cr () il w F é‘ (83

Q | ¥ < Maore Tools

K_,_ sun Clil}’TBX.HS Custamize Toolbar..,

; : i Brawser Taals
Web Developer Tools Ctrlw Shift+]
Task Manager
Remote Debugging
Browser Conzole Ctrl+Shift+)
Responsive Design Mode Ctriv Shift+ b
Evedropper
Page Source Cepf+Li

Extensions for Developers

COMPUTER CLWH

WELCOME
THE ANNUAL REPORT OF THE CYBERCENTER CLOSURE
COMPUTER CLUB IS NOW DATES

- = A

Firefox Task Manager




@ NewTab X m CNN - Breaking News, Latest [l X (' Sun City Texas Community sz X ;) Task Manager

C o O aboutperformance

Name
() Task Manager
@ NewTab
y ) Blur (donottrackplus@abine.com)
B CNN- Breaking News, Latest News and Videos
wr Krebs on Security - In-depth security news and investigation
Latest tech news, how-tos, and deals | Komando.com
8 Privacy Badger (jid1-ManxodsBPnSXQ@jetpack)
B Schneier on Security
3 ScriptSafe (scriptsafe@protonmail.com)
. Sun City Texas Community Association Member Facilities Home

9 uBlock Origin (uBlock0@raymondhill.net)

Type
Tab
Tab
Add-on
Tab
Tab
Tab
Add-on
Tab
Add-on
Tab
Add-on

omne &g s

‘ Energy Impact
| Low (0.17)

‘ Memory ‘
179 MB
19MB
127KB
8.5MB
2.1MB
24 MB
132KB
19MB
125K8
35MB
157KB




Mew Tab [~ ]

c (;-t'}- ﬁ) P & F I = @ im

& Safe Browsing - Ga, (i) amass —Automate.. &) Micrasalt Patch Tue,, Change this one set,, @ Don Meaw fab Ctrl+T
Mew window Ctrlel

hlew jncognito window Ctrl+Shift=M

Histary
Dowrnloads
Bockmarks
Zoom ::
Brint,.. Cirl«p
Cast.,
Eird
Save page as... More tools

Create shortcut Edlit Copy Paste

Marme window,,,
Settings

Clear browsing data Ctri+Shift=Del Halp

E=xtengions

Exit

Jask manager Shift~Esc

Develaper tools Crel+ Shift=|
Enable iAosSTvisTET SNeS o




€ Task Manager - Google Chrome x

Task Memar footprint Metwork Process ID | ™

Browser Task 111,164K . 8306

Profile
GFU Process ) 146,024K ) 1540
Memary footprint
Utility: Netwaork Service CPU 14, 068K ] 2872
Utility: Storage Service CPU Time 8,520K . 11148
Start Time
Utility: Audio Service 7.508K ] 21648
MNetwork
Spare Renderer Process ID 14,252K ] 10660
Tab: Home / Twitter GOl handles 112,280K . 2804
USER handles

Tab: New Tab 27.492K ! 12120
Image cache

¢
»
»
»
»
»
L J
(@)

Extension: Microsoft Defender Browser Protection Script cache 31,608K ] 3884
Extension: uBlock Origin €55 cache 38452K . 12532

GPU memory

Extension: Blur . 48 882K ] 4424
5Qlite memory

a

23

Extension: Avast Online Security MaCl debug port 48,304K ] 10052

JavaSeript memary

e
"

Extension: Surfaafe - join the fight against fake news 16,606K ] 12004

Idle wake ups

Hard faults

Process prionity







- I
| Memory 88%
Dhick 247
i f'- etwork 0% 1:13 PM

T 7/10/2021 L.

Task Manager — Svstem Tra




nttps://downforeveryoneorjustme.com
nttps://down.com
nttps://www.isitdownrighthow.com



https://downforeveryoneorjustme.com/
https://down.com/

Pick and choose
Best for ?77?

Settings

Ganaral Split tur“ll’lE'ir‘lg

PRl S e e Choose which apps use VYPHN-protected connections.

Eill-Switeh
Disable WPH for selected apps

Split tunneling

Advanced

E Wi alali

My Account

Discover our othar producis

Help Centern

Créily meleciecd appn Lde & secufe YWPKN canneciion

Logout




Dale Cockle has an eMail list he sends
Microsoft Windows tips, news, and
information to.

If you would like to join his list

Send your request:

k5jic@tstar.net



mailto:k5jic@tstar.net

MWInTO] WinT 1 Compatibility Checker

(Win10] Ws) - Windows 11 Revamped For Apps
(Win10] Even More Win11 (Links Only)

(WinT0] More WIin11 (Limks Only)

(Win10] Wsl - Microsoft Windows Gets Fresh Start
(Win10] Windows 11 is a free upgrade

M'WWiainT O] Windows lcons from Wer 1 to 11

Wi 10] Windows 11 Confirmmed

(Win10] End of support Oct 14, 2025

MWInTO] More on Win 11 Story

MWiIinT0] Mews and Interests Taskbar Widget

MWWin 107l Microsoft's Windows 11

(Win10] Copy and Mowe Files with File Explorer
MWin1 0] Securely deleting files

(Win10] Escape from "5S" Mode

(Win10] How to go back to wver 20HZ2 from Z2TH1
(Win 10] Chrome Crashes After 21TH1 Update
(Win10] MS dropping MSIE Support on many versions on June 15, 2022

MWWiInTO0] upgrade from 10 Home to 10 Pro for free




search.brave.com

Brave search endgine - Beta



https://search.brave.com/

Stealing your cookies... bye,bye!




@ POC FACEBOOK XSS ACCOUNT TAKEOVER CVE-2021-34506 & ad

Watch later - Ehare

Vansh Devgan (Mayank Sharma)

Qe L



Microsoft Translator
Universal cross site scripting
3-June first report

24-June patch

$20,000 reward
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The last version of windows (sic)
64-bit, 4GB RAM, 64GB storage
No 32-bit support

Windows 10 support end Oct 14, 2025
Windows 11 lure

SHA256hash

B8426650c24a765c24083597a1eba48d9164802bd273b678c4fefe2abda60dcb

Beware Insider ToS




UEFI, secure boot capable

TPM V2.0 or greater
Home edition — Microsoft account & Internet

Microsoft store 12% fee or no fee
Apple App store & Google Play 15-30%
Android apps Amazon’s Appstore

App store Updates moved to Library icon







Automatic HDR (High Dynamic Range)

e

a SOEF = Auto HDR= 753

13

Xbox features




Direct storage

Large game worlds loaded from speedy drives
Xbox game pass




Windows widgets

Windows Teams

Snap layouts

Rounded comers

Feature updates one per year
“Holiday Season” release

Trusted Platform Module (TPM V2.0)

Firmware attacks

Modern CPUs, Secure boot, virtualizations
Spectre & Meltdown




https://aka.ms/GetPCHealthCheckApp

=]
ﬂ This PC can't run Windows 11

Whiile this PC doesn’t meel the systern requirerments to
mun Windows 11, yvou'll keep getting Windows 10



https://aka.ms/GetPCHealthCheckApp

Snap layouts

Snap groups

Taskbar teams

Teams update

Widgets

Enhanced touchscreen, pen, voice
Xbox

Design/Interface

Android App integration

Virtual desktop improvements
Smaller security updates
10-day roll-back




Windows 10
4.4,0-19041

Windows 11
4.19.128




Windows Security > Virus & threat
Protection > Device Security

Device Security

8 Device security {.} Security processor details

Secunty that comes builk into your device, )
Sl Information about the trusted platform module (TPM).

= 2 ;
=z Core isolation
Virtualization-based saourity proteds the core parts of your device S pECIfI cations
Core eolation details
Manufacturer Intel {INTC)

Manufacturer version 11.8.50.3399

- Specification version 2.0
{3 Secunity processor P

Your security processor, calied the trusted platficom modude (TPM], is PPI specification version 1.3
iRk encryption for your device. TPM specification sub-version 1.16 (9/21/2016)

B PC client spec version 1.00
Secumity processor details

% Secure boot Status

device starts up. o Attestation Ready
Storage Ready

L eam maore




I % Trusted Platform Module (TPM) Management on Local Computer
" File Action View Window Help

== |m H
'-’_# TPM Manager| By | Management on Local Computer Actions

TPM Management on Loca... =
L TPM Management on Local Computer
Configures the TPM and its support by the Windows platform n Prepare the TPM...

n Clear TPM...

Owerview View
Windows computers containing a Trusted Platform Module (TPM) provide enhanced securty features. This Mew Window from Here
snap-n displays infformation about the computer's TPM and allows administrators to manage the device.

@ Refresh
Status EH Help

The TPM is ready for use.

Awailable Options

Y¥ou may clearthe TPM to remove ownership and reset the TPM to factony defaults.

TPM Manufacturer Information

Manufacturer Name: |IMTC Manufacturer Version: 11.8.50.335¢ Specification Version:




Intel Platform Trust Technology (PTT)
AMD Ryzen fTPM

Can add?

FOLLOW STEPS




TPM 1.2 and 2.0

Crypto-processor

* Platform integrity. Makes
sure the boot process is
correct.

* Disk encryption. The

Random number generator.
RSA/ECC key generator,

HMAL generatar.
SHA-1/5HA-256 hash generator
Signature engine

Versatile memory:

*  Platform Configuration Registers
(PCR)
Artestation Identity Keys [AIK].
Storage Keys.

encryption key used for dis

encryption is fully or

partially defined by the SRK. f‘mlmﬂf memory:

Endorsement Key (EX). A private key from a key

* Password protection. The pair. A user wishing to send a message to this

storage of the user’s
password in the chip.

TPM uses the public key to encrypt. Public key is
also stored on TPM

Storage Root Key (SRK). Used to encrypt disk
',.'I_I_]I'.‘]Hl}".




Trusted boot environment
Endorsement key pair

Storage Root key pair

RSA (usually)

Used to encrypt AES key for encryption
Return of Coppersmith Attack

week RSA prime number generator

Estonia e-ID
Static ID -> Mobile devices




Dual screen devices Windows 10X
Task Bar icons centered

Cleaner Tray

New Start button and menu







More photo editing capabilities
More organizational features
Web and Android

Personal OneDrive accounts







Other Updates (32)

2021-06 Cumulative Update Preview for .NET Framework 3.5 and 4.8 for Windows 10 Version
21H1 for x64 (KE50035357)

Successtully installed on 6/23/2021




.NMET Framework 3.5 and 4.8

The June 21, 2021 update for Windows 10, version 2004, Windows Server, version 2004, Windows 10,
version 20H2Z, and Windows Server, wversion 20H2, and Windows Version 21H1 includes cumulative
reliability improwvements in .MNET Framework 3.5 and 4.8. We recommend that you apply this update as part
of your regular maintenance routines. Before you install this update, see the Prerequisites and Restart
requirement sections.

Quality and reliability improvements

WPF - Addresses an issue affecting a DataGrid contained in an outer ScrollViewer.

- Addresses a crash due to ElementMNotAvailableException in a ListWiew with custom data-
item automation peers.

CLRS - When the process is not under high memory pressure it tends to favor doing BGCs owver
doing full compacting GCs. This is usually desirable but if the app behavior changes
dramatically, it could cause much of the fragmentation in older generations (ie, gen2 and
LOH) to be unused. You can collect GC ETW ewvents which tell you how much fragmentation
there is in gen2 and LOH and wverify if wou are in this situation.

Winforms - Addresses an issue in Property Grid control to prevent incorrect data read in some
scenarios in 64 bit processes.

- Addresses an issue where System.Drawing double frees allocated memory when failing to
get printer settings.

ClickOnce - Addresses a regression introduced in previous updates. We now honor WinTrust policy
setting "lgnore timestamp revocation checks” setting when validating timestamps in
ClickOnce manifests.

1 Windows Presentation Foundation (WFPF)}

> Common Language Runtime (CLR)
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Widget icon on Task Bar




Your device ran into a problem and needs to restart.
We're just collecting some error info, and then you can

restart.

100% complete

For more information about this ssue and possihle fes, visit

nitps Swwa windiows, com/stopoode
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Match Windows theme

Word, Excel, PowerPoint, OneNote
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Android Open Source Project (AOSP)
Intel Bridge Technology
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