Windows SIG

June 9, 2020
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording of this session

Use the link above to access MP4 audio
recording

Audio Recording in Progress

SIG attendees are required to be members of
the chartered club sponsoring that SIG.

Sun City Community Association By-law



https://vimeo.com/427461766
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« AL CLUBS Computer Club

CLUB ADMINISTRATION

EDUCATION

Click here to take a virtual tour of our facilities.

LAB INFORMATION

LAB MONITORS

MALWARE HELP

MEETINGS

MEDIA CONVERSION

MEMBERSHIP

Be One of Us

SPECIAL INTEREST
GROUPS (51G5)

m 2020

OUR WIK]I FOR ONLINE
HELP

Lab Hours:
Saturday — 9 a.m. - noon

Welcome to the
website of the
Sun City Texas
Computer Club.

Phone — Cyber Center: 512-868-9780

Monday though Friday ~9 a.m. -3 p.m.

( SPECIAL INTEREST GROUPS = )

* Online Computer Help through Our Wiks

Computer Club /
Photography Club
Cooperation

Sun City meeting space
availability diminishes every
year, In the spirit of neighborly
cooperation, and to maximize
the use of the facilities
allocated to the Computer
Club, the Board has welcomed
the Photography Club for
periodic classes and meetings
in our facilities.

Contact
cdubofficial@sctxcompciub.org
for more information.
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Sun City Texas

m Microsoft

Your Windows 7 PC is out of support

———————— —
Windows SIG

ALL CLUES

Mission Dedicated to the

( WINDOWS MEET :,r:) understanding and proficiency of the m

NOTES Microsoft Windows operating systems.
Note: All

n Eost Freecul:a ft':!em bers of the Sun City meetings are
omputer (E] 88 now audio
Information & Questions send an recorded
; ind @ : )
Sl to et Next Meeting
Meetings
Second & Fourth Tuesday March 10 9:00
of each month - 10:30
Activities Center, Annex Activities

09:00 - 1030 Center Annex
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February. 24 Meeting Notes [ Downlood | Wew
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March 11 Meetifig Notes | Download | Vi 1
March 24 Meeting Notes [ fOownlood | View ]
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are 23 Mesting Notes [ Downlood | Wew ]
* t ]
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2018
| Isruary 23 Maeting Nates [ Downbood | View | |
S Februaiy 27 Meeing Notes [ DoWnfood | Vidw
) 8
[ Maren 27 Masting Notes [ Downlaad | Ve 1 |
a |
[8 apriiz4 meeting Motes [ Downiood | View ] |

r-"1 htay 22 Mesting Hotes [ Downiood | Vied ] |
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Questions,
any time
Ewen Mowr

Audio Recording in Progress

SIG attendees are reguired to be members of
the chartered club sponsoring that SIG.

Sun City Community Association By-law

vage Green link
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Log in Pricing Solutions ~ Watch~ Enterprise

« Windows 10X

» Can’t boot this Server 2008 R2
» Can‘t shut this Win 7

« Can’t shut this Win 10

Suggested

Still using Firefox?
Microsoft Edge is here

Windows News

Sun City Computer Club N e AL e
Windows SIG 02252020 audio

More

Sun City Compute

i___\,‘ John Jenkinson #.u

S Clitw Camnnite
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«ams  Cyber Security SIG Meeting Notes

2020

Meeting Notes Archive 2019

lanuary 2 Cyber Security SiG Presentanon with audio [ Download | View ] | aszimi
( Cyber Security Mews Arch

Meeting Notes Archive 2018 fanuary 16 Cyber Security 5IG Presentation with-audio [ Downfood | View ] |
@ February 6 Cyber Security 51G Presentation with audio [ Downfood | View ] |
February 20 Cyber Security SIG Presentation with-audio [ Download | View ] | 1

March 5 Cyber Security S1G Presentation with audio [ Download | Wew ] |

February 20 MUG re-Presentation [Downlogd | View ] | 7
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Tuesday, June 2, 7120

Firefox version 77 released today 2-June-2020

s miozilia orglen

Posled by fobn Jeskinson & 17-14 P No commesis ™ @.

Sumday, May 31, 2020
eBay Chick-fil-A Citibank what are you doing?

A LOT of porl scanding occurs on the Infemet A LOT

The Inteme! accesses things via an IP address and the por: at fat [P address.

To get an HT TP weld page you iy to connect bo the IP address on port 80. {A standard port
nuemder bt it can be changed)

S0 porl scznning ines all the 1P addresses and all of the 65536 TCP ports and all 65536 LDP
pogis.

This takes a kol of time 2nd many "senices” nun these porl scans and publish the resulis. I you
watch a mewty connected PC fo the Intemet t iakes a few seconds until it will be porl scanned.
Firewalls, router setfings, Windows Defender, 1P tables. and many ather defenses biock hese
Scans.

it has come o Bght recently that eBay, Citbank, Chick-fil-& nd many oiher sites will SCan your
devices 1o find open poris ANSIDE your home netsori and send the resolis back o 1hat sie. Now!
all those sites know more 200Ut your networn; definses and network capabiifes han you,

An explanztion: Fraud detection. host of the repored posts connect 10 eMole B002SS SEMices
Hke Teamviewsr WNC. eic Criminals use these senvices bo commil fraud. Use a wser's open
eBay connection io buy fems using the user's credentials.

Posied by Jobn Jenkinsan 28324 P Fo comesents Hﬁ :'j_

Blog Archire
¥ 2020 {35)
¥ ame (1)

Firedon version 77 released today 2-

June-2030

¥

May (5}
April {14}
March (8)
February {3}

Jznuary (4)

-
L
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» 2018 {57)




Can watch anytime - your schedule
Any length Any time

Avoid conflicts — your schedule
Midnight, weekends, holidays
Timeliness

Can watch on any device SmartTV
Presentation can be any length
Presentation can be any frequency
Ability to pause, replay

Get up and leave - I won't know
Your environment you chair, your home
Your beverage

COVID-19 isolation




COVID-19 isolation

Food and Drink - not permitted on-site
Can be (re)viewed after the presentation
Infirm we come to you

Adjust your volume and video sizing
Topical delivery

View from the summer home

No tracking via registration
Split presentations - topical or detailed
Drinking game




RESIDENT HOME

My Prafile

My Preferences
Account Statements
Resident Directory
My Neighborhood

My Memberships
CA CALENDAR

COMMUNITY
ASSOCIATION INFO

DEPARTMENTS &
HOURS

Year Eff Exp Type

20201/1 12/21 Full Membership
Computer Club
2020171 12/31 Full Membership

My Memberships

Payment

Paid in Full

Paid in Full

Additional

(W iDevices SIG

[ Internet of Things

(@ First Time

[ CyberSecurity

™ Windows SIG

(@ Hearing Solutions SIG
W Malware Help

@ DNA SIG

W Genealogy SIG

(™ VectorVest




Your input is desired, needed, requested,
2020 meeting schedule — ANNeX

SIG leader?

Special Interest GROUP
Sign in Check in

Then this happened







Chrome, Edge TAB annoyance
Windows Terminal

Pktmon

lists network interfaces
Check network traffic




EN  Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreé

PS C:\Users\john> pktmon help
pktmon { filter | comp | reset | start | stop } [OPTIONS | help]
Monitor internal packet propagation and packet drop reports.

Commands
filter Manage packet filters.
comp Manage registered components.

reset Reset counters to zero.
start Start packet monitoring.
stop Stop monitoring.

format Convert log file to text.
unload Unload PktMon driver.

help
Show help text for a command.

PS C:RUsersijnhnb|

sktmon




Administrator; Command Prompt

C:\WINDOWS\system32>pktmon start --etw -p @ -1 real-time
Active measurement started.
Processing...

16:11:19.223872400 PktGroupId 281474976710657, PktNumber

dge 1, Filter 1, OriginalSize 79, LoggedSize 79
08-00-27-14-82-F7 > 52-54-80-12-35-82, ethertype

A? accounts.google.com. (37)

16:11:19.223894900 PktGroupId 281474976710657, PktNumber

dge 1, Filter 1, OriginalSize 79, LoggedSize 79
08-00-27-14-82-F7 > 52-54-80-12-35-82, ethertype

A? accounts.google.com. (37)

16:11:19.223899200 PktGroupId 281474976710657, PktNumber

dge 2, Filter 1, OriginalSize 79, LoggedSize 79
08-00-27-14-02-F7 > 52-54-80-12-35-82, ethertype

A? accounts.google.com. (37)

16:11:19.223901400 PktGroupId 281474976710657, PktNumber

dge 1, Filter 1, OriginalSize 79, LoggedSize 79
08-00-27-14-82-F7 > 52-54-80-12-35-82, ethertype

A? accounts.google.com. (37)

16:11:19.223912600 PktGroupId 281474976710657, PktNumber

dge 2, Filter 1, OriginalSize 79, LoggedSize 79
08-00-27-14-02-F7 » 52-54-88-12-35-02,

A? accounts.google.com. (37)

16:11:19.223914900 PktGroupId 281474976710657,

ge 1, Filter 1, OriginalSize 79, lLoggedSize 79
08-00-27-14-82-F7 » 52-54-808-12-35-82,

A? accounts.google.com. (37)

16:11:19.224123700 PktGroupId 562949953421313,

ethertype
PktNumber
ethertype

PktNumber

1, Appearance 1, Direction Tx , Type Ethernet
TPvA (0x0800), length 79: 16.0.2.15.50541 > 4.
1, Appearance 2, Direction Tx , Type Ethernet
IPvA (0x0800), length 79: 16.0.2.15.50541 > 4.
1, Appearance 3, Direction Tx , Type Ethernet
IPv4 (0x0800), length 79: 16.0.2.15.50541 > 4.
1, Appearance 4, Direction Tx , Type Ethernet
TPvA (0x0800), length 79: 16.0.2.15.50541 > 4.
1, Appearance 5, Direction Tx , Type Ethernet
IPv4 (0x0800), length 79: 16.0.2.15.50541 > 4.
1, Appearance 6, Direction Tx , Type Ethernet
IPv4 (0x0800), length 79: 16.0.2.15.50541 > 4.

1, Appearance 1, Direction Tx , Type Ethernet

Component 39, E

.2.1.53: 45212+

Component 17, E

.2.1.53: 45212+

Component 17, E

.2.1.53: 4512+

Component 18, E

.2.1.53: 45212+

Component 18, E

.2.1.53: 45212+

Component 9, Ed

.2.1.53: 4512+

Component 39, ER




Microsoft Windows 10 version 2004
Previous Feature updates 1903, 1909

Previous employ 3 requirements people
One developer

4 Testers

2 documenters

2 QC people

Alpha test
Beta test
Field test




Settings > Update & Security > Windows
Update

Your systems(s) may not be eligible

16 million combinations

About 30 minutes Surface Pro 4

.NET Framework 3.5 & 4.8

Adobe Flash security update

Surface Firmware x2
Bluetooth




Sandbox update at invocation
But not Edge

Security suite update/upgrade
MalwareBytes

Postpone update?

Media Creation Tool

Explicit restore point
User file backup




Faster

Bluetooth Settings -> Notifications
Passphrase Face, Fingerprint, PIN
Potentially Unwanted Programs (PUP)
Potentially Unwanted Apps (PUA)




Windows Security

Il

o)

P 8 D

Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

Security at a glance

See what's happening with the security and health of your device

and take any actions needed.

(é

Virus & threat protection
Mo action needed.

3

Firewall & network

protection
No action needed.

o

Account protection
Mo action needed.

App & browser control
The setting to block potentially

unwanted apps is tumed off,
Your device may be vulnerable.

Turn on




Reputation-based
protection

These settings protect your device from
malicious or potentially unwanted apps, files, and
websites.

Check apps and files

Microsoft Defender SmartScreen helps protect
your device by checking for unrecognized apps
and files from the web.

A Check apps and files is off. Your ~ Dismiss
device may be vulnerable.

@ off

Reputation-based
protection

These settings protect your device from
malicious or potentially unwanted apps, files, and
websites.

Check apps and files

Microsoft Defender SmartScreen helps protect
your device by checking for unrecognized apps
and files from the web.

@ o




SmartScreen for Microsoft Edge

Microsoft Defender SmartScreen helps protect
your device from malicious sites and downloads.

A SmartScreen for Microsoft Edge is  Dismiss
off. Your device may be vulnerable,

@ off

SmartScreen for Microsoft Edge

Microsoft Defender SmartScreen helps protect
your device from malicious sites and downloads.

@ on




Potentially unwanted app blocking

Protect your device from low-reputation apps
that might cause unexpected behaviors.

The setting to block potentially ~ Dismiss
A\ unwanted apps is turned off. Your
device may be vulnerable.

@ ) off

Potentially unwanted app blocking

Protect your device from low-reputation apps
that might cause unexpected behaviors.

@ o




SmartScreen for Microsoft Store
apps
Microsoft Defender SmartScreen protects your

device by checking web content that Microsoft
Store apps use.

SmartScreen for Microsoft Store  Dismiss
A\ apps is off. Your device may be

vulnerable.

@ off

SmartScreen for Microsoft Store
apps
Microsoft Defender SmartScreen protects your

device by checking web content that Microsoft
Store apps use.

@ on




Yet more emoji/kaomoji

Name your desktops

Desktop 1 Desktop 2

More meaningful names

DirectX 12 Ultimate Dbetter graphics
Segment Heap to Edge

Notepad improvements

Cortana chat-based
Narrator




Game Bar enhancements - maby
Frames per Second - maby
GPU temperature - maby




Windows 10 May 2020 feature update
Looooooong time to release QC ?
Seekers Windows Update

Avoiders Windows Update

Settings

@ Windows Update

@ Pause updates for 7 days

Visit Advanced options to change the pause period




Windows Update

~ | You're up to date
=8 Last checked: Today, 11:17

Check for updates

Feature update to Windows 10,
version 2004

The Windows 10 May 2020 Update is on its way. We're offering
this update to compatible devices, but your device isn't quite
ready for it. Once your device is ready, you'll see the update
available on this page, There's nothing you need to do at this
time.

Learn more

Warning to wait




Linux kernel




WSL 2
Lightweight Virtual Machine (VM)
Linux kernel performance & compatibility
Native Linux kernel calls - not API
Virtual ext4 filesystem

Helpful <> Harmful

Too much virtual?? Revert WSL 1




m Disk Cleanup for WIRNDOWS (1)

Disk Cleanup

ﬁ You can use Disk Cleanup to free up to 33.2 GB of disk
space on WINDOWS (C:).

Files to delete:

. Downloaded Program Files 0 bytes
% Tempaorary Intemet Files 504 MB
] | Windows emor reports and feedback di... F.17 MB
] | | DirectX Shader Cache 16.0 MB
] |_| Delivery Optimization Files 160MEB .,

—

Total amourt of disk space yvou gain: 855 MB
Description

Downloaded Program Files are ActiveX controls and Java applets
downloaded automatically from the Intemet when you view certain
pages. They are temporarily stored in the Downloaded Program
Files folder on your hard disk: .

Qﬂean up system files View Files




For small disk systems
AND
Be sure

Be real sure




Disk Cleanup in Search Bar

Disk Cleanup o

. Disk Cleanup is calculating how much space you will be
-.:_" able to free on WINDOWS (C:). This may take a few
minutes to complete.

Calculating. ..

[
Scanning: Update package Backup Files




~= Disk Cleanup for Local Disk (C:)

Disk Cleanup More Options

&s ‘ﬂ You can use Disk Cleanup to free up to 22.8 GB of disk
- space on Local Disk (C:).

Files to delete:

[] | Language Resource Files

" *IPrevious Windows installation(s) 22.1 GB
[1 = Recycle Bin 170 MB
[] | Temporary files

0 bytes
| Thumbnails 17.0 MB

0 bytes ~

L

Total amount of disk space you gain:

222 GB
Description

Files from a previous Windows installation. Files and folders that
may conflict with the installation of Windows have been moved to
folders named Windows.old. You can access data from the
previous Windows installations in this folder,

Cancel




(= Settings

@ Recovery

Reset this PC
If your PC isn't running well, resetting it might help. This lets you

choose to keep your personal files or remove them, and then
reinstalls Windows.

Get started

Go back to the previous version of Windows 10

This option is no longer available because your PC was updated
more than 10 days ago.

Get started

Learn more

Advanced startup

Settings

@ Recovery

Reset this PC

If your PC isn't running well, resetting it might help. This lets you
choose to keep your personal files or remove them, and then
reinstalls Windows.

Get started

Go back to the previous version of Windows 10

If this version isn't working for you, try going back to an earlier one.

Get started




g Task Manager
File: Cptians Yiew ile Options View

Processes Performance - App history 5100 Users Details Servces Processes - Performance  App history S18rUp Lsers Details Services
p istory oy

Last B305 fime; 3.1 secands Lt B305 e 3.1 saconds

Hisher 1atys Serfun mpact Name Pubdisher A rpsct

Mirasoft Corparation Not measured B cotsns Micrasaft Comperation Not measured

& Microsoft OneDrive Micrasatt Corparation High & Micrasoft Onelirive Micrasoft Comporation High
W Registry Cleaner VIFRE Securty W Registry Cleaner WIPRE Security
W SBAMTray Application ThreztTradk Secundy, Ine.  Er High ﬁ SEWMTray Application ThreatTrack Secuity, inc High

@ Windows Security nobificato.. Microsaft Corporation i Low 'ﬂ? Wirdows Security nobficatio.. Microsoft Comperation Lorw

Feser details Fewer details




@ View update history

Uninstall updates

Recovery options

Update history
v Feature Updates (1)

Feature update to Windows 10, version 2004
Successfully installed on 5/28/2020

See what's new in this update



it Home

Systern

Display

Sound

MNotifications & actions

Forous assist

Power & sleep

Battery

MNotifications & actions
MNotifications

Gel notifications from apps and other senders

8 On

Shover notifications on the lock screen
Showy reminders and incomimg Vol P calls on the lock screen

Allow notifications to play sounds

N E E S

Show me the Windows welcome experience after updates and

occasionally when | sian in to highlioght what's new and suagested

Kl

Suggest ways | can finish setting up my device to get the most out
of Windows

Get tips, tricks, and suggestions as you use Windows

<

Get notifications from these senders




What's new

15 tips

Check out our latest tips!

Explore what's new

Work remotely Learn remotely Pick a good workspace

8 tips B tips 5 tips

AR R )




i Microsoft To Do

Join my meeting Set an alarm for 4 PM

Who is my next meeting with?|

Cortana can help you prepare for
mMmeetings

When you need to know who's in your next meeting, just ask Cortana
for help. Try, "Who's my next meeting with?"

=5 L A g Tip 1 of 15 Lﬂ_i?



Separate app Cortana
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ORERA} A Dangerous | www.eicarorg/download/eica.. ¥z o] U © .

This site has been reported as unsafe
Hosted by www.eicar.org

Microsoft recommends you don't continue to this site. It has been
reported to Microsoft for containing harmful programs that may try
to steal personal or financial information.

More information

Microsoft Defender SmartScreen

European Institute for Computer
arch EICAR




None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate




