Windows SIG

June 8, 2021
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress

SIG attendees are required to be members of the
chartered club sponsoring that SIG.

Sun City Community Association By-law

Sig leader — anyone?

Topic Suggestions — plea(se)

Your suggestions future presentations
Cyber OK?



https://vimeo.com/560609594

50 Vulnerabilities 2 Publicly Disclosed
5 Critical 6 Exploited
9.4 Max CVSS score

“ Micrasoll Palch Tuesday by Marphies Labs -

Windows Malicious Software Removal Tool x6d - w5.90
(KBS90330)

Successtully installed on &6/8/2021

2021-06 Cumulative Update for Windows 10 Version 21H1 for
x¥b64-based Systems (KB5003637)

Successfully installed on 6/8/2021




General availability
Check the seek
Removed features
Microsoft Edge the non-chromium version
XDDM-based remote display driver
the 2000-era one
Deprecated

Personalization roaming
WMIC tool

Windows Management Instrumentation Command Line




Install language features

Preferred language

Pycckuid

Optional language features
Install language pack

I:l Set as my Windows display language

Choose a different language

Install




ENG  English (United States)
US keyboard

PYC Russian
Russian keyboard

Windows kev + Space bar
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US keyboard

Russian
Russian keyboard

Language preferences
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Description

The Windows Terminal is a modern, fast, efficient, powerful, and productive terminal application for users
of command-line tools and shells like Command Prompt, PowerShell, and WSL. Its main features include

multiple tabs, panes, Unicode and UTF-8 character support, a GPU accelerated text rendering engine, and
custom themes, styles, and configurations,
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Ever wonder?

”:I Untitled - Notepad

File Edit Format View Help
MNew Ctrl+ M
Mew Window Ctrli+Shift+ M
Open... Ctrl+ O
Sawve Ctri+5

Sawve As... Ctrl+5Shift+5

Page Setup...
Print... _tri+P

Exit

Underline Shortcut




Settings > Ease of Access > Keyboard
Off by Default

o Keyboard

Keys

Change how keyboard shortcuts work

Underline access keysfyhen avallable |
@ on




Alt + E
Alt + P

‘ Untitled - Notepad

File Edt Format Wiew Help

/ Undo
Cut

Search with Bing..

imd. Chri+F
md Mext F3
Find Previous Shift«F3
Replace... Ctrl=H

Ga To.. Ctri+G

Select All Cirl+ &
Time/Date F5

Ln1, Col 1 100% Windows (CRLF)




TOP STORIES >

& The New York Times - 23m
Manchin vows to block Democratic
vating rights bill and preserve filibuster

€ UsSA TODAY -41m
Will COVID-19 in the US ever end? Mot
entirely. experts say

WP The Washington Post- 13m
The U.S. avoided tormado fatalities in
May

-~ BestLife .5 hours

This One Thing Could Cause "Major
Conflict’ for Harry & Meghan, Say
Sources

45 < Manage interests

GEORGETOWNMN, TEXAS
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See full forecast
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BY Microsoft
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Microsoft “event” June 24

Join us June 24th at 11 am ET for the #MicrosoftEvent to see wh
https:/t.co/kSQYIDZSyi pic.twitter.com/Emb5GPHOfO

— Windows (@Windows) June 2, 2021

e







User Experience

Bridges

IOS code Android Apps

Hosted WEB Apps

Desktop Apps as Store apps

Microsoft Store

Developers host @CDN & no packaging
ARM 64-bit emulation

Sun Valley visual




Package information

Microsoft Store
CMD, PowerShell, Windows Terminal

App Installer

Microsoft Corporation * Utilities & tools

& Share

Microsoft App Installer for Windows 10 makes sideloading Windows 10 apps easy: Just double-
click the app package, and you won't have to run PowerShell to install apps. App Installer
presents the package info like app name, publisher, version, display logo, and the capabilities

More

Free




winget
Fackage Manager

ight () Microsoft

command line UCLLITY en ins ] g SppLliC -1 L packages Trom The command line.

command> ] [<optionss]

ying commands are avallable

Installs
Shows information about
source Hanage
search Find and
list Dlsplay
upgrads UpErades
uninstall
ER
validate
settings
features SOl M 5 : 3 sperimeantal {
axport - ! F the installed packages

packages in a file

features

The following
=\, = =VErsion
==3nfo

ommand-helf




Microsoft Windows [Version 10.8.28236.1000]
(c) 2028 Microsoft Corporation. All rights reserved.

‘\Users\denelony




£Y Windows PowerShell

PS C:\users> winget search

Tzip.Tzip
AcroSoftware,CutePDFWritep
AdamMiskiewicz. GraphiQL
Adobe . AdobéAcrobatReaderDC

CutePDF Writer

GraphiQL

Adobe Acrobat Reader DC '
Adobeﬂlg1talEd1tlnns
Brackets Y Adobe ,Brackets

AdoptOpenJOK 14.0.1+47. 1 (xﬁﬂ) AdoptOpenJDK.Open

File Converter (64 blt), AdrianAllard.File

1Passuord Aglleﬁlts 1Passwo

Cerebro . ' llexandrSubbutzn

Corretto 11.0.7.10.1 (x64)  Amazdn.Corretto

Kindle AmazoniKindle % -

Ferdi \"Amlneﬂuuaflk Ferdi _ .
Resource Hacker ' . AngusJohnson Resouﬁmacker
Anki ’ “Anki. Anki '

AntiMicro ; 'Antlﬂlcrn.ﬂptiﬂlcru

iTunes Apple.iTunes. =

Arduino IDE 3. Arduino{Ardu%po'

~ Adobe. AdnbenlgltalEdlpun? y

 Version

2020009, 20063

4,5.11
1.14.2
14.0,1

¥1.2.3
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December 3, 2020, Presentation

SETTINGS

Add a Device

& MHotes Account Sattings

Reminders
Daevice 5

Alarms & Timers

oy This Phone

@ skills & Games

See More

L3  Settings
L) Activity

B Help & Feedback
Voios Responses

<

Recognized Woi

Guest Connact

Woice Purchasing

n Sidewalk

Higtary

Workouts

Amazon Sidewalk

Amazon Sidewalk

SETTINGS

4 AMAZON SIDEWALK

Coming Soon! Amazon
Sidewalk

Amazon Sidewalk is a shared network t
wark better. Sidewalk can help
stomatically connect
can also extend
rage for Sidewslk-enab chewi
Ring smast lights and pet and object
trackers, 50 they can stay connected and
continee to work ¢ lorger
esSidowalk uses a srmall portion of your
rret bandwidth to provide thesa services
to you and your neighbors.

Thi= setting will appty to all of your supported
Echo and R/ L ket to your
AIMEron ac L. e an update this setting
atany time.

Amaron Sidewalk




Bi-directional sharing heavily-encrypted
low bandwidth 900 MHz LoRa & Bluetooth

Go Live June 8

Enabled by default

Echo, Ring, Floodlight cams, Spotlight cams
Alexa Settings > Account Settings > Amazon sidewalk

Ring > Control Center > Sidewalk
Low bandwidth signaling App
AirTags




Message

Encrypted
Message

Gateway

Internet




COMB Combination of Many Breaches
4Billion accounts AND passwords

8.4 Billion

Credential Stuffing

PassPhrase vs Passwords

Change Often

Multi Factor Authentication

Authentication cookie
Different passphrase foe EVERY site
Password Managers




Search Engine — DuckDuckGo - Google
review password managers

-ree vs. pay

| ocal vs. cloud

Recovery methods

Which passwords to store?

Passphrase hint for financial sites

Computer Club class
Blur
Auto Fill




None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccwindows@gmail.com




