Windows SIG

May 9, 2023
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress

SIG attendees are required to be members of the chartered
club sponsoring that SIG.

Sun City Community Association By-law

Sig leader — anyone?

iDevices

Topic Suggestions - plea(se)

Your suggestions future presentations
In person meetings



https://vimeo.com/825243585?share=copy

Ever want to be a
presenter??




May 2023 Schedule B
49 vulnerabilities 6 Critical 2 exploited




Windows Update

EI Updates available
Last checked: Today, 1:.29 PM

Windows Malicious Software Removal Tool x64 - v5.113
(KBS90830)
Status: Installing - 0%

2023-05 Cumulative Update for Windows 10 Version 22H2 for
xb4-based Systems (KB5026361)
Status: Downloading - 100%

Windows 10




m Updates available to install
L [) Lastchecked: Today, 12:35 PM

2023-05 Cumulative Update for Windows 11 Version 22H2 for x64-based Systems (KB5026372) Install

Install all

Windows Malicious Software Removal Tool 164 - v5.113 (KB890830)




May 9 Microsoft announces
Microsoft 365 Copilot Early Access Program
Limited and Paid
Semantic Index for copilot
Whiteboard
DALL-E for Images

Grammarly style tips email
Summarize page content




A Sawech

:

° Copilot Mwws  Chat Abour TACs  ‘What's maw

i

Cogoe NV MW

Ray Tnsks 141 °
Lodaa wil serad the vt it of MM

Both Dves

Tharis tor Soyssg Shin pevite praview. AS your COplot 59 Rare 10 Mg you withh cutting-edge Al Incnaiogy thal
Thashy, thet woads te e

synthetdws info from acrom doct and metdagm 1o g you summacien, help ytu answer butineid Goestions, and gucidly
Mowe dealt consent. [ Bace 10 Melp but G0 ke mistabes—sb please Chack content for aecuracy and thare your leshack

| irvemat it the Lheet e

ie {8 3 g fo @

Riacty 10 exgtone? Semct On of the 1GgoRItcns Lalow 10 got e

= / =)

Sumnvarice Create Ak

WL e, g, «2
Gyt | wrssd b peet 2 wyve

l

Summanze key points from (e} Deatt nast steps om (meetag) What ace the goals for,
Copilot
b Catch up on unmad dhats Create SWOT batod on e What happened  (meeting)!

Umiliano Caballos Summanze emas from (peron) Drah a congrats note about. Who & (persan)?

Mase '::f"" Yol €A ATaays s T Dot Guide f0f SugoeMIons by selecting this atton 9

Onear Krogh

Yo' Thasks! lewe & sce

Dakcty Full 148 A

Wi | e Smre e e

0 Lasvbert verte ey
s s 1 S ey Beth ! M

Team Design Temgplate Atk & vtk Questen or make & reguml
ta Loty dot i @ bearitares

o BQuoO=C o ® - vom

\.—)



Marceting Bemrstorm
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§ Spring event planning v

@0®

Spring event planning

Just had an exciting meeting! Let's use this gage 1o capture our plars for the customer

spprecation event this Speing!
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2 Carlos
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1 @ Kat

5] Due date
@) Fri, Moy 26
) Mon, June 19

) Wed, hune 25

* June 21 a5 per pur meeting with the leadership team This
is 3 bity Gt fo bur team o let's make sure we get it done well before the due date




Menu button to left corner
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Taskbar behaviors

Taskbar allgnment




Enhanced Security Mode

Search results / Enhanced security - 1 result

Never use enhanced security for these sites

No sites added

Always use enhanced security for these sites

No sites added




Disable just-in-time JavaScript compilation
Hardware enforced Stack Protection
Arbitrary Code Guard




Turn off annoying notifications

Settings

Brad Chacos
Ak« taf.ul~

System
Blustooth & devicet
Netwoek & wemat

Petsonalizaton

Accessibiity
Privacy & security

Windows Updato

System > Notifications

Cl Nosficatons

‘D Focus assist
Notifications from apps and other senders
SO by Most recent

Privacy
Banse

OrneDrive

Google Chrome




Turn Off Microsoft Ads (tone down?)

e Privacy & security > General

fd Lot apps show me personaiized ads by asing my advertising 1D
S )

Let wobsites show me Socally relevant content by accessing my language
Ine

Systemn

Biuetooth & devices
Network & intevnat Let Windows improve Start and sesech resudts by tracking app bunches
Perscnalgation

Apps Show me suggested comtent in the Settings app

Settings > Privacy & security > General
Show me suggested content in Settings app




Personalization > Device usage

L Semngn

Brad Chacos
e

System

Suetooth & devces
Network & intermat
Persoralization
Apprs

Accounts

Time & language
Gaming
Accessibility

Privacy & securey

Windows Upcate

Personalization > Device usage
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Declutter taskbar

€ Sethngs

e Beod Chacos Personalization » Taskbar
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» Dark Mode
» Transparency effects

SeTings

(7| Brad Chacos Personalization > Colors
N v N N ram

Q ACCent color

Some Suggested Settings




Optimize startup apps

Settings > Apps > Startup
Task M.a_na__ger Startup

.

“ aeina

. Apps » Startup

Startup Apps
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Multiple Displays

Arrange

Choose Primary

Bt i

Syatern
Bluwtooih & devices
Metwork & (ntermel
Parsonalization
Appis

AcEaunts

Time & language
Gaming
Accessibility

Privacy i wecurity

et 9nENCO]

Windows Updnte

System > Display

it elinpubony Con e hmmge the sertings for e Beag disg

w)  Multiple displays
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| Mrake s oy iy display

B hen ey window locatians baved o

B Minimize windaws when 4 manitar I disconnected
B tase cursor movemaent between displays

Detect other display

Connect to a wirsless display

Brightness & color

Reightness
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Text & icon adjust size
Settings > System > Display => scale
Settings > Accessibility > Text size

Zatiren

ceevia System > Display
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CTRL + Scroll wheel




Taskbar All Displays
Some Displays
Presentations Screen Sharing




App Start options

Search

WIN + Icon position e.g. 1, 2
Start




File Explorer tabs

Windows 11 2022 Update + October Update
File Explorer preview pane EEET

Large icons
Medium icons

Small icons

System Folder
List

System Folder

Details -
System Folder

= Tiles
System Folder

Content
System Folder

Compact view System Folder

Show > v [ Navigation pane

47372023 12:16 PP
Show or hide the preview pane.

4/1/2023 10:58 AN /
Preview pane

3/30/2023 3:54 PN
Item check boxes
File name extensions

Hidden items




Game Mode

Prevents windows updating during game
Shuts down background processes
Enables screen recording




Do Not Disturb
Tone down notifications

Seatings

Mark Hachman System > Notifications

cathatn Bom apyp

Do not disturt
System &

Bhalific atiors wil b smul dinezthy bo o

Bluetosth B devices

T 2 z
Naotwerk & intornes Turn on do not disturt sutomratically

Perscnaizaban
During these times
Apps
Accourts
Time & languoage
Gaming
Accessbility

° Y n duplicating your dsplay (priory nattication banners are also higden)
Privecy & security

Windows Update ' When ploying a game

When using ar app m ful-screen mode (priority notification banners sre alsa hidden)

For the first hour after & Windaws feature ucdate

Set priority notifications




Activate windows by hover over
Control Panel > Ease of Access Center

Mouse pointers

Change the color and size of mouse pointers.,

D Regular (_» Regular Black (_y Regular
White [E I N I Inwerting

3 Large White %‘ I {3 Large Black E I (_» Large

Inwerting

i) Extra Large I (3 Extra Large I (3 Extra Large
White EBlack

Inwerting

Contral the mouse with the keyboard
[ Turn en Mouse Keys
Use the numeric keypad to mowe the mouse arcund the screen.

Set up Mouse Keys

MPMake it easier to manage windows

[ Activate a window by howering owver it with the mouse

[ Prevent windows from being automatically arranged when mowved to the edge of the screen

See also
Mouse settings

Learn abowut additional assistive technologies online

Other programs installed

These pregrams are available on this computer. Running more than one at a time might cause conflicts.

Voice Access

] woiceaccess




Move Windows
WIN + arrow key(s)
Night Light

System > Display > Night light

Show warmer colors on your display to help you sleep
O Off until sunset (9:00 PM)

Strength

Schedule night light

o Turn on location services 1o schadule Might Hght at sunset,

o Set hours

@ Gethelp

Turn on now

on @D ~

Location setuings




Task Manager on the quick
Ctrl + Shift + Esc
Recommendation
Start Task Manager as Administrator at startup
Search by most recent installed apps

= Filter by:  All drives v ™ Sortby: | Name (A to 2)

104 apps found Name (Z to A)

Size (Small to large)

Other TIPS




Presentation? <« project =
Win + P

(W2 ] PC screen only

@03 Duplicate

| @8] Extend

(3 Second screen only




Yo vonte apps a

Widgets settings

t updates from yo

Get tips for Widgets

Widget taskbar behaviors

Personalized feed

Manage interests

Language and regi

= on the taskbar

jenkinsonjp

Give feedback
Privacy dashboard

Privacy statement = Terms of use







WAV

Lacking in detail

Previously available in Microsoft Download Center
Windows 11 Pro, EDU, and Enterprise

Windows 10 Pro, EDU, and Enterprise
Windows Server 2022

Windows Server Core 2022
Windows Server 2019




LAPS supports Azure Active Directory (in private preview currently, public preview coming soon)
Retrieves stored passwords via Microsoft Graph.

Creates two new Microsoft Graph permissions for retrieving only the password "metadata" (i.e., for security monitoring apps) or the sensitive cleartext password itself.
Provides Azure role-based access control (Azure RBAC) policies for authoring authorization policies for password retrieval.

Includes Azure management portal support for retrieving and rotating passwords.

Helps you manage the feature via Intune!

Automatically rotates the password after the account is used.

New capabilities for on-premises Active Directory scenarios
Password encryption: Greatly improves security for these sensitive secrets!

Password history: Gives you the ability to log back into restored backup images.

Directory Services Restore Mode (DSRM) password backups: Helps keep your domain controllers secure by rotating these critical recovery passwords on a regular basis!
Emulation mode: Useful if you want to continue using the older LAPS policy settings and tools while preparing to migrate to the new features!

Automatic rotation: Automatically rotate the password after the account is used.

New features for both Azure AD and on-premises AD scenarios
Rich policy management is now available via both Group Policy and Configuration Service Provider (CSP)

Rotating the Windows LAPS account password on demand from Intune portal is very useful when, for example, handling a possible breach issue.

Dedicated event log is located under Applications and Services. See Logs > Microsoft > Windows > LAPS > Operational for improved diagnostics.

Neva/I PowerShell module includes improved management capabilities. For example, you can now rotate the password on demand using the new Reset-LapsPassword
cmdlet!

Hybrid-joined devices are fully supported.




USB issue
Needs WSL V2 & Windows Updates

uname —-a
Linux kernel 5.10.60.1 or higher




Al can (and does) mimic “the familiar voice”
No “Hello” for answering phone
No “Yes”
NoO voice answer
No answer at all
Limit who can see social media posts
who can see photos, videos, ...

Facebook, LinkedIn, Twitter, Instagram
Turn off preview
Turn off display images in email




Future?

Detects present, absent, not interacting
_ocked automatically when unattended
Privacy concerns




Privacy & security > Presence sensing

The settings on this page do not prevent you from utilizing wake and lock features with presence sensing. Some desktop apps might not appear on
this page or be affected by these settings. Learn more about presence sensing

% Presence sensing access On Q

Anyone using this device can choose if their apps have presence sensing access when this is on

Let apps access presence sensing
on @D v

Choose which apps can access presence sensing

i

@ Recent activity

A
See which apps have accessed presence sensing in the last 7 days 32 requiests

Settings Accessed 3/21/2023 | 2:01:25 PM
Settings Accessed 3/21/2023 | 2:01:25 PM
B) settings Accessed 3/21/2023 | 2:01:25 PM




Windows window arranger
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Edge to add AVIF format to Edge browser
Image encoding AV1 video codec
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Widget settings

“ At 1

T 34 L P =
et Lps for widgets

Add Widgets

o Family Safety

oM Watchiist

O Tips

Personalized feed

W Weather

6 Cutlook Calendar

“niv

~

Give feedback

<y dashboard

Privacy statéement « Terms of use




Start Menu

Pinned Apps List

File Explorer

... => options > View

Folder Options

General View  Search

Folder views

You can apply this view (such as Details or lcons)to
all folders of this type.

Apply to Folders Feset Folders

B Use Sharing Wizard {Recommended)
When typing into list view
() Automatically type into the Search Box
0 Select the typed ttem in the view

I~ Mavigation pane

[ Mlways show availabilty status

[] Expand to open folder

[] Show all folders

B Show libraries

Restore Defaults

Cancel Apply




Settings > Personalization > Device usage

Personalization > Device usage

Select all the ways you plan to use your device to get personalized tips, ads, and recommendations within Microsoft experiences. More
about device usage

) Gaming

Play and discover games, keep up with new releases

Qe Family

= Connect with family members, edit safety settings, give everyone their own profile on this device

Creativity
Bring your ideas to life with photos and videos

School
Take notes, write essays, collaborate on projects

Entertainment
Watch videos, browse the web, connect on social media

Business
Track expenses, manage your business, chat with customers




Settings > Privacy & security > General

Privacy & security > General

Let apps show me personalized ads by using my advertising ID

Let websites show me locally relevant content by accessing my language list

Let Windows improve Start and search results by tracking app launches

Show me suggested content in the Settings app




Settings > Privacy & security > Diagnostic & feedback

Privacy & security > Diagnostics & feedback

Diagnostic data . .
. . . ’ Sending required data
Helps to improve Windows and keep it secure, up to date, and working as expected

You're sending required diagnostic data
As a part of using Windows, your device sends Microsoft a limited set of data that is necessary to keep your device and operating system
secure, up to date, and working as expected.

Send optional diagnostic data

Help Microsoft improwve your Windows experience and fix problems more quickly by sending us

additional diagnostic data. This includes data about websites you browse, how you use apps and features,
and enhanced error reporting.

Your device will be equally secure and will cperate normally even if you choose not to send optional

diagnostic data.

Improwve inking and typing

Send optional inking and typing diagnostic data to Microsoft

Tailored experiences
Let Microsoft use your diagnostic data for personalized tips, ads, and recommendations

View diagnostic data
View your data in the Diagnostic Data Viewer

Delete diagnostic data
Clear diagnostic data that Microsoft has collected about this device




Settings > Personalization > Lock Screen
Slideshow or Picture

Personalization > Lock screen

Ad relief?




Windows 11 requirements
Gaming performance
Taskbar change

No Timeline

Start menu change

Not enough new features
Support until 2025

Computer Club Wiki
Windows 11 Unsupported
Windows 11




Windows 10 22H2




Reverse other keys actions

Ctrl + Z — undo Shift+ Ctrl + Z - redo

Space - scroll down Shift + Space scroll up

Ctrl + Tab — next tab Shift + Ctrl + Tab - previous tab
Alt + Tab — next app Shift + Alt + Tab - previous tab
Ctrl + T - open new tab Shift + Ctrl + tab - re-open last tab

Scroll sideways

Shift + mouse scroll key
Highlight Text

Shift + Right Arrow or Left Arrow 1 character
Crtl+Shift+Right or Left arrow 1 word
Shift+End entire line cursor to end
Shift+Home entire line cursor to beginning

Shirt+Page Up or Page Down cursor screen up/down




Cut & Paste
Shift+Delete cut
Shift+Insert paste




Still in beta
Android Marshmallow or newer




None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccwindows@gmail.com
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