Windows SIG

March 9, 2021

Questions, Comments, Suggestions welcomed at

any time

Even Now




Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress
Topic suggestions - please

SIG attendees are required to be members of the chartered
club sponsoring that SIG.

Sun City Community Association By-law

Sun City WEB site changes
Apologies for lack of zoom meeting
Sig leader — anyone?



https://vimeo.com/521606624

Dale Cockle has an eMail list he sends
Microsoft Windows tips, news, and
information to.

If you would like to join his list

Send your request:

k5jic@tstar.net

sctxwindows.com



mailto:k5jic@tstar.net
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[Win10] Best AWV software for 2021

[Win10] Harden Microsoft Edge

[Win10) If Your PC Computer Crashes

[Win10] Photos App Too Slow - Here's a Fix

[Win10] Re: 2107116 Windows Tips

[Win 10] Eject and Claose CO/yDWD Drives

Fwd: WWin10] Use SFC and DISM to Repair Wind ows

[Win10] Disable Edge's Default Copyw/Paste Featurs

[Win10) How to set up mnew PC

[Win10) Finally fixing Chrame’'s most annoying issue

[Win10] Bug using chkdsk

[Wim 10] Autoruns

[Win10) Group your taskbar shortcuts

[Wirn10] "Rare’ Windows Key Shortouts

[Win10] File Explorer Tricks

[Win10) BMS Mew way to upgrade

[Win10] Disabkle Edge's Mew Copy and Paste Feature

[Win10) Signing Cut Instead of Restarting

[Win10) Recowvery Rewvisited: Mew way to perform clean installs
[Win10 20H2] Restore Control Panel aon Desktop Context bMenu
[Win10) Taskbar Search

[Win10) How to Minimize the File Explorer Ribbomn

[Win1d) Time to restore Copy to & Mowve to back aon your Right-click bMenu
[Win10) MMicrosoft kicks off rollout of 20H2

[Win 13] [C25] Office welb apps in Start menu

[Win10) October 2020 Update is Coming Soon

[Win10) Accessories: What's im it for youw 7

[Win1d) all About Version UWpdates

[Win10) PC waon't start after an update




Windows Update

~ | Updates paused
~u Your device won't be up to date while updates are paused.
Updates will resume on 2/15/2021

Resume updates




L= Settings

@ Windows Update

Updates available
Last checked: Today, 12:03 PM
Security Intelligence Update for Microsoft Defender Antivirus - KBE2267602 (Version

1.333.49.0)
Status: Downloading - 100%

Windows Malicious Software Removal Tool x64 - v5.87 (KBE820830)
Status: Downloading - 100%

2021-01 Update for Windows 10 Version 20H2 for x64-based Systems (KB4589212)
Status: Downloading - 0%

2021-03 Cumulative Update for Windows 10 Version 20H2 for xb4-based Systems
(KB5000802)
Status: Downloading - 0%

Microsoft Windows Update




Windows Update

Restart required
Your device will restart outside of active hours,

2021-01 Update for Windows 10 Version 20H2 for x64-based Systems (KB4589212)
Status: Pending restart

Find a setting

2021-03 Cumulative Update for Windows 10 Version 20H2 for x64-based Systems (KB5000802)
Status: Installing - 74%

astartnow  Schedule the restart




Then .NET
https://patchtuesdaydashboard.com/

122, 14 critical, 5 exploited, 2 previously disclosed

88 Microsoft Patch Tuesday by Morphus Labs + @ & | ©reb2s,202121:00:00t0 a few secondsage = @ = &

Filter + 22 Changelog

# of Vulnerabilit... Publicly Disclos... iti Exploited Average CVSS B... Max CVSS Base

Bl Y | e > [N

Vulnerabilities ¥ CVSS



https://patchtuesdaydashboard.com/
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Windows Update

~ | Updates paused
Il Your device won't be up to date while updates are paused.
Updates will resume on 3/12/2021




" Are you sure you
know how to

upload the files
to the cloud?




Back up your files with OneDrive

gl e mety
backid ug

Default at hew system setup




-* (Get Started
° Get Skype

& File EAer

@ Settings

M B
L) Power

i= Al apps

o ’

- o
Microsoft Edge | Photos

y

SETTINGS

Devices

\

Y

Accounts Time & language

Default saved files location




SYSTEM

Display

MNotifications & actions

Apps & features

Multitasking

Tablet mode

Power & sleep

Storage

OfMine maps

Default apps

About

Save locations

Change where your apps, documents, music, pictures and videos
are saved by default.

MNew apps will save to:

Mew documents will save to:

This PC (C)

New music will save to:

This PC (C:)

MNew pictures will save to:

This PC (C3)

Mew videos will save to:




< Settings
m Change where new content is saved

Changes where yvour apps, documents, music, pictures, wideos and
maps are saved by default.

Mew apps will sawve to:

WINDOWS (T}~

MNew documents will sawve to:

= WWINDOWS (C)

Mew music will sawve to:

g WINDOWS (C:) -~

Mew photos and wvideos will save to:

=l WINDOWS (C)

Mew mowies and TW shows will sawe to:

CH | WINDOWS (C:)

Changes where wvou store yvour offline maps

oL WINDOWS (C:)

Cdy Get help




Save As
@ Recent

‘ OneDrive - Personal

P
E@ This PC
'%H Add a Place




Freview

Save to Onelnve

1 Download




OneDrive
iCloud
Dropbox
Google Drive
SkyDrive
Amazon Drive

Etc.




& Microsoft OneDrive

Getting better together

We'd like you to share optional diagnosiic and usage data. It's how we continue to
improve. Mone of this data includes your name. file contents, or information about
apps unrelated to OneDrive & Office. Learn more

Do you want to send optional data about OneDrive & Office to Microsoft?
O Send optional data to help improve these apps

@ Don't send optional data

VTl AW Tl sl el Dl = ol el W B o WYl Il 70 " O T




Choose privacy settings for your device

Microsoft puts you m control of your privacy. Choose your seftings, then select "Accept’ to save them. You can change these settings at any
time.

Location Speech recognition
Windows and apps can't use your locaton 1o provide things like focal  You can’t telk to Conana or &pps from the Store.
weather, directions, and And My Dewice :E

; . I O

@) of

Diagnaostics Tallored experiences with diagnastic data
Af the basic level vou'll be sending Microsoft less data to help fixermors  The tips you get will be more genenc and recammandations may be
you- enoourter fess relevant to you

® ) Basic @ ) of

Relevant Ads Sefect Learm mose” for mfo on e shove setfings: o Windoes
The numbser of ads you s2e won't change, but they may be ss relevart  Delender SmartSoreen works, and the related data transters and ey

0 you

@ o

| Aooepd




Microsoft account

Useful for sharing

Visiting Family ?

Selective sharing

Cached credentials for power/internet outage
Workgroup, Homegroup, Domain

Things you do are Microsoft known
How else?




Full Rights & privileges
Sought by malware

Used by malware
By now, many many things tied to account name

Create new local account — obscure name
Promote the new account

Demote the current administrator account
https://scccecyber.blogspot.com/search?g=Ilocal+account



https://sccccyber.blogspot.com/search?q=local+account

Start > Settings > Devices > Printers & scanners
Select printer > Manage
Properties > Sharing tab
Optional Change Name




Homegroup, Workgroup, Domain
File and Printer Sharing

Metwork and Shanng Center
4 == + Control Panel » All Control Panel ltems » Metwork and Sharing Center w | 0 Search Control Panel
. i : . ) 2
P B View your basic network information and set up connections

View your active networks

Change adapter settings

Change advanced sharing Brink- Router2
settings Private network

Access type: Internet
HomeGroup: Available to join
Connections: E Etherner 2

Click on h Change your networking settings

'ﬁ. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Homebroup | :'__.
Infrared Diagnose and repair network problems, or get troubleshooting information,
Internet Options

Troubleshoot problems

Windows Firewall




*& Control Panel\All Control Panel ltems\Network and Sharing Center\Advanced sharing settings

&« v *& <« All Control Panel ltems » Metwork and Sharing Center * Advanced sharing settings w (W] Search Control Panel pel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use, You can choose specific options for
each profile.

Private ()

Guest or Public (current profile) ey

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

(1 Turn en network discovery
(® Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network,

(® Turn on file and printer sharing
() Turn off file and printer sharing

All Networks




Settings

mr HP Officelet 4650 series

Manage your device

This dewvice has a few different functions. Pick one to manage
settings for that Tunction,

| HP Officelet 4650 series

PFrinter status: 1 le e HP CHTieelet A650D series Properties b~ o4

Open print gueues Gereral  Sharing | Ports  Advancsd  Color Managemesnt  Seeurty  Devies Settings

.~ » == E W woaw share this printer, anly users on your network with a8 usermnarme
Print a test page - and password for this computer can print to it. The printer will not

be available when the computer sleeps. To change these settings,
Run the troubleshooter us® the Plabwork amncd Sharing Genkerk

Prnter properties | ®RChange Sharing Optiens |

Shkhars thas
HFrhinmTing prefersences L S HP 3850

Hardware I._‘rl:'ifﬁﬁ‘rllf.':':'- Render primt jobs on client computers

Diriwers
I 11 T e weltly weer
TR = F=L T T =] | e mE e




Settings

@ Printers & scanners

Add printers & scanners

+ Add a printer or scanner

Printers & scanners

i

E : HP ePrint + JetAdvantage




Settings

@ Printers & scanners

Add printers & scanners

Refresh
O

Searching for printers and scanners

Show Wi-Fi Direct printers

The printer that | want isn't listed




Settings

o Printers & scanners

Add printers & scanners

Refresh

O
Ig] DIRECT-72-HP 1200 Neverstop
Printer

DIRECT-F2-HP ENVY 7640 series
Printer

Ig] DIRECT-A5-HP ENVY Photo 7800
Printer

The printer that | want isn't listed




s Add Printer

Find a printer by other options

(@) My printer is a little older. Help me find it.

() Select a shared printer by name

Example: “Wcomputernamelprintername or
http:/computername/printers/printername/S. printer

() Add a printer using a TCP/IP address or hostname
(1 Add a Bluetooth, wireless or network discowverable printer

(3 Add a local printer or network printer with manual settings

Browse...




Settings > About

< Settings

@ About
Your PC is monitored and protected.

. See details in Windows Secu rity

Device specifications

' HP ENVY Desktop
Device name DESKTOP-VOQRR2ZK




Primt
Total: T sheset of paper

Primter

HF O fficelet AS50 s=eries orm Ogi-..
Feadhy

HEF =2=FPrimt + JetfAdwvantags
Feadhyy

F=oa
Re=adhyy

HEP Officelet AS50 s=eriaes on gimngaSr
Re=adchy

Sodd a primter




Enable File Sharing with care
Use Cloud, drop box, eMail, etc.

Check SMB settings
GRC | ShieldsUP! — Internet Vulnerability Profiling



https://www.grc.com/shieldsup

..."-'. Gibson Research Corporation - pata rRecovery LB B | Search | -

Home » | SpinRite v | Services » | Freeware v | Research » | Other v |

Welcome to ShieldsUP!

If you have not visited for some time, please note that:

= Our new Perfect Passwords facility is used by thousands of pecple every day to generate ultra-high-
quality random passwords for securing Wikl and other services.

s Qur weekly Security Now! audio podcast has covered every security issue you might have. These
mp3 audio files are freely downloadable, and since we have transcripts of every podcast, you can use
our sitewide search to find any podcast by keyword.

If you are new to this site and our services:

Please take just a moment to read and consider these three points:

Your use of the Internet secunty vulnerability profiling services on this site constitutes your FORMAL PERMISSION for us to conduct
these tests and requests our transmission of Intermet packets to yvour computer. ShieldsUP!! bemignly probes the target computer at
vour location. Since thesa probings must travel from our server to your computern, yvou should be cartain to have administrative
nght-of-way to conduct probative protocol tests through any and all equipment |ocated between your computer and the Internet.

NO INFORMATION gained from your use of thess services will be retained, viewed or used by us or anyone &lse in any way for any
purpose whatsoever.

If vou are using a personal firewall product which LOGS contacts by other systems, you should expect to see entries from this site's
probing IP addresses: 4.79.142.192 -thru- 4.79.142.207. Since we own this IP range, these packets will be from us and will NOT
BE ANY FORM OF MALICIOUS INTRUSION ATTEMFT OR ATTACK on your computer. You can use the report of thesr amval as handy
confirmation that vour intrusion logging systems are operating correctly, but please do not be concerned with their appearance in
vour firewall logs. It's expected.




.-". Gibson Research C‘orporution - Data Recovery =l EEl B Search |

Home v | SpinRite v | Services » Freeware » Research » Other » |

Iuelcls V)=

Port Authority Edition — Internet Vulnerability Profiling

by Steve Gibson, Gibson Research Corporaiion

Greetings!

wWithout your knowledge or explicit permission, the Windows networking technology which
connects your computer to the Internet may be offering some or all of your
computer's data to the entire world at this very moment!

@ For orientation and background, please examine the page links provided below for important
information about Internet vulnerabilities, precautions and scluticns.

@ First time users should start by checking their Windows File Sharing and Common Ports
vulnerabilities with the "File Sharing” and "Common Ports” buttons below.

& For crientation and information about the Port Authority system, click the Home or Help icons in
the titlebar . . .

Click here to check your router now...

GRC's Instant UPNnP
Exposure Test

ShieldsuUP!l Services

[ File"Sharing | Common Ports ] All Service Ports | Messenger Spam Browsar Headers ]

You may select any service from among those listed above |, . .

[ User Specifiad Custom Port Probe Loolkup Specific Port Information ]

Or enter a port to loockup, or the ports for a custom probe to check, then
choose the service. Your computer at IP 74.192.158.167 will be tested.

Please see Explain this to me! below for
information about Windows File Sharing




/

".._1 Gibson Research Corporation - pata Recovery & N

Home v | SpinRite v | Services v | Freeware v | Research v | Other v |

-

Port Authority Edition — Internet Vulnerability Profiling
by Steve Gibson, Gibson Rescarch Corporation

Universal Plug n'Play (UPNnP)
Internet Exposure Test
This Intemet probe sends up to ten (10) UPNP Simple Service Discovery Protocol (SSDP) M-SEARCH UDP
packets, one every half-second, to our visitor's current IPv4 address (74.192.158.167) in an attempt to
solicit a response from any publicly exposed and listening UPNP SSDFP service. The UPnP protocols were

never designed to be exposed to the public Internet, and any Internet-facing equipment which does so

should be considered defective, insecure, and unusable. Any such equipment should be disconnected
immediately.

Your equipment at IP:

74.192.158.167

Is now being queried:

THE EQUIPMENT AT THE TARGET IP ADDRESS
DID NOT RESPOND TO OUR UPNnP PROBES!

({That's good news!)

| sSearch | &




Date modified Type

l’EDE‘l D54 AP File folder

Open

Open in new window
Pin to Cuick access

Open in Windows Terminal

Scan with VIPRE...
Exclude frorm VIPRE scans

Give access to ~— Remowe access

Restore previous wersions a1 Specific people...

Include in library
Scan with Malwarebytes
Pin to Start

PowerRename

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties




3B Metwork access

Choose people to share with

Type a name and then click Add, or click the arrow to find someone,

Permiszion Level

Chwner

Read «

I'm having trouble sharing
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Consider alternatives
Segment Wireless
Consider alternatives




Prlvate WiFi network

Network Properties

Nv.-_-twanN.:mE Nv.:tlnlorklcun N:mnrkLucahnn:

& network location identifies the type of network that a computer is
connected to and automatically sets the appropriate firewall settngs for
that location.

Location type
®) Mot configured

() Private

() Public

User permissions
(@) Mot configured
i) User can change location

(") User cannot change location




1 Mame

shared folder

Date modified Type

3/9/2021 9:54 AM File folder

shared folder Properties

General Sharing  Securty  Previous Versions

Metwork File and Folder Sharing

shared folder
Mot Shared

Metwork Path:
Mot Shared

Advanced Sharing

Set custom permissions, create multiple shares, and =et other
advanced sharing options.

¥ Advanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

Tao change this setting, use the Network and Sharing Center.




Advanced Sharing

Share this folder

Add Remove

Limit the number of simultaneous users to:

Comments:

Caching




Share with MACs

Share with Linux

Network Attached Storage
Dual port Disk

Disk connect disconnect
Compatible format

SIDs for security




Task Manager

CTRL+SHIFT+ESC

CTRL+ALT+DEL - useful

Right click empty space on task bar
Win + R taskmgr

Resource Monitor

Performance > Open Resource Monitor

r C: _CP D9s >
10:53 AM Aemony TE%

3/9/2021

A E&[l]@ Jx




12 Task Manager

File Options View

Processes Performance App history Startup Users Details Services
Last BIOS time: 2.6 seconds
N
Name Publisher Status Startup impact
. Cortana Microsoft Corporation Enabled Not measured
@ Microsoft OneDrive Microsoft Corporation Enabled High
@ Windows Security notificatio... Microsoft Corporation Enabled Medium
. Windows Terminal Preview Microsoft Corporation Disabled None
. Your Phone Microsoft Corporation Disabled None




& Task Manager
File Options View

Processes Performance App history Startup  Users Details Services

899% 26% 1%
MName —PU Memorny Disk

| @ Heavyload 81.2% 108 MB 0.1 MB/s

4 WM Provider Host (2) T14.1% 12.5 MB 0 MB/s
System 2.0%5 0.1 MB 0.1 MESs
Desktop Window Manager 0.5% 63.7 MB 0 MB/s

- Task Manager 0.8%5 28.0 MB OMESs
PicPick (32 bit) 0,42 37.3 MB 0 MB/Ss
Windows Explorer (3] D.3% 33.1 MB 0 MBs=

. Service Host: Local Service (Mo MNetwork) (5) D.2%% 11.0 MB 0 MB/=
Systern interrupts .19 omME OMESs

4 WM Provider Host 0% 2.4 MB 0 MBYs
Vhlware Tools Core Service 0% 3.5 MB O MBSs

. Service Host: Local System (18] 0% 279 MB 0.2 MB/=

| Service Host: Remote Procedure Call (2) 0% 6.5 MBE 0 MB/=s

Local Security Authority Process (3) 0% 6.5 MB 0 MBYs

Windows Drrver Foundation - User-mode Driver Framewo... 0% 2.2 MB 0 MEI.."':-_

| Fewer details

Task Manager process Tab




1B Task Manager
File Options View
Processes Performance App history Startup Users Details Services
h 18% 86% 2% 0% 3%
Mame Status CPU | Memary Disk | Network GPU | GPU engine | Power usage Power usage t..
A

Apps (16)
> @ Brave Browser (13) 0% 1214MB OMB/s 0 Mbps 0% Very low Very low
» @ Firefox (B) 0% 3298ME 0.1 MB/s 0 Mbps 0% Very low Very low
> @ Google Chrome (9) 01%  2597MB  0.1MB/s 0 Mbps 0% Very low Very low
> M Malwarebytes Tray Application 0% 41 MB 0 MB/s 0 Mbps 0% Very low Very low
H e Microsoft Edge (31) 03% H451MB 0 MB/s 0 Mbps 0% GPUD-3D  Verylow WVery low
> e Microsoft Edge (22) T6% 363 MB 0 MB/s 0 Mbps 0% GPUD-3D  High Very low
> & Microsoft PowerPoint (32 bit) 0%  29.6MB 0 MB/s 0 Mbps 0% Very low Very low
» ﬂ Microsoft Word (32 bit) 0%  224MB 0 MB/s 0 Mbps 0% Very low WVery low

0 Opera Internet Browser (22) 02% 43435MB OMB/s 0 Mbps 0% GPUD-3D  Verylow Very low




1 Task Manager
File  Options  View

Processes Performance App history Startup Users Details Services

% 8% ¥ 2% 0% 3%

Name Status CPU| Memory Disk  Network GPU | GPUengine | Powerusage | Powerusaget..
&| Desktop Window Manager 05% 3732MB OIMB5s  OMbps 21% GPUD-3D  Verylow Very low A
) Oﬂ}peralntemetBruwser(lZ] 03% M20MB  OIMB/s 0.1 Mbps 0% GPUD-3D  Very low Very low
) eMicrosoﬁEdgetﬂ] 0% 2690MB  OIMB/s  OMbps 0% GPUO-3D  Verylow Very low
(| System 13%  0IMB  0IMB/s  OMbps 0% Low Very low
> [iE] Malwarebytes Service 00% 2573MB  OIMBSs  OMbps 0% Very low Very low
> [0 Anti Malware Service 0% 2363MB  OIMB/s  OMbps 0% Very low Very low

] Xbox Game Bar (3) 0%  27MB  OIMBSs  OMbps 0% Very low Very low




Processes Peformmancs App history  Startup  Users  Details  Services

cPu i -
0% 145 GHE CPU Intel(R) Care(Th) i7-7T700 CPLU @ 3.60GHz

biiratiin
Mamary
13,7415.9 GB {B&%)
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I

sk 1 (C: D)
S50
1%

Ethvermet
Virtunilics Fogt-0..
= 0D Khps

Ethernet
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O i 0 Khpy

Ethernet
Ethminat 2
O it O Kibvpa

GPU O
Int=liR} HD Graphil.,
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o Tl =4 il e i F : B
5023 245235 Vimialcstion Ersabstech
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©n
File Monitor Help

= Memory  Disk M etk

R CPL Lissgs = 4ame MMaxim
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] image i Daseriptian Status Frreads

L] swehost, exe (BeastDvRLIsers.., 504 Hast Process far Windows Ssrvi,,. Running 19

[] system El MT Kernel & Syitem Furming 313

[L pErfmon. s 23=22A Rewaurce and Ferformance kan... Running 17

A, B 1356 CreskTop Window Ranager AL g 15

_] axplarar. axs B344 Windaows Explarar PRurnning 102

POVYERPRT, EXE 20740 Ficrosoft PowerPaint Running 25

Tazkmgr.axa 21 &84 Task Manager Running 18
System interrupts 2 Dreferred Procedure Catls and .., Running

SDMHelper.exs ke 1 Oftice SDX Helper Terminated
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System Fupagefile.syve (Pages File) 1,062 AT AAT
Syitem Civpagerile.sys (Page File) o 345 a3
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AT B Fispagefiie sy¥s (Page File) 175, B9 o
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- 1 Kinps Metwaik /00 W o Hetwark Litilization

TRt
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mesddges . #xe 11&00 dfw 2Bz 250N 1%, 18 100, net 207 n 2nmn
swEkasl exe [ulesve -p) LAt 83 114,128,723 137 145 78
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Resource Monitor







None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccwindows@gmail.com




