Windows SIG

March 8, 2022
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording of this session
Use the link above to access MP4 audio recording

Audio Recording in Progress

SIG attendees are required to be members of the
chartered club sponsoring that SIG.

Sun City Community Association By-law

Sig leader — anyone?

Topic Suggestions — plea(se)

Your suggestions future presentations
In person meetings



https://vimeo.com/686094401

Ever want to be a
presenter??




92 Vulnerabilities

3 Critical

3 Previously disclosed
1 Being exploited
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Windows Update

m Updates available
&/ Last checked: Today, 12:01 PM

2022-03 Cumulative Update for Windows 11 for x64-based Systems (KB5011433) Downloading - 0%

Windows Update

Updates available
™~ | Last checked: Today, 12:03 PM

2022-03 .NET Core 3.1.23 Security Update for x64 Client (KB5012418)
Status: Installing - 0%

2022-03 Cumulative Update for Windows 10 Version 21HZ for x64-based Systems (KE5011487)
Status: Downloading - 1%




Windows 11

Windows 11 21H2 22000.527
21H2 22000.556

Windows 10 21H2 19044.1566
21H2 19044.1856

Windows 11 Beta 21H2 22000.527

21H2 22000.556
Windows 11 Dev 22H2 22567.200




Windows 11 Beta KB5011493
Windows 11 Insider KB5012432
Windows 10 KB5011487

.NET Core 3.1.23 KB5012418




Firefox and other Mozilla products Security Advisory March 7, 2022 John Jenkinson ‘
Published * Mar 7 < 0m 05

C Chrome update 15-Feb-2022 John Jenkinson '

Published * Feb 15 <: o®m 7




SOME HP laptops
Hotkey driver

RAM exhaustion

Start > Device Manager

% Device Manager

File Action View Help
< wp | o7 | (G | | B2 B X
~ M ENYA-PC

iy Audio inputs and outputs
0 Bluetooth

0 Computer

wse Disk drives

I8 Display acapters

- DVD/CD-ROM drives

e Human Interface Devices
“m |IDE ATA/ATAPI controllers

# IEEE 1394 host contrallers
= Imaging devices 1

.. HID Keyboard Device Update driver 3 z
£ HID Keyboard Device | Uninstall device l/
“ Mice and other pointing
I Monitors Scan for hardware changes
B Network adapters
B’ Other devices
Il Portable Devices
= Print queues

Properties

Opens property sheet for the current selection.




Amazon Appstore
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https://www.microsoft.com/en-
us/p/microsoft-defender-
preview/9p6pmztm93ir#activetab=pivot:
overviewtab



https://www.microsoft.com/en-us/p/microsoft-defender-preview/9p6pmztm93lr#activetab=pivot:overviewtab

Hello, Cora

Security tip

Stay safer by
staying up-to-date

Keeping your device, and your apps, current
with the latest updates is one of the most
important things you can do to prevent
malware,

Tell me more Dismiss

This device

@ Protected

Device details

Other devices

D Cora’s Android
l;] Family Desktop

£ Cora's MacBook

i

/

View all (4)

© Protected
© Protected

@ Protected

Security history

Protect all your devices

Get security alerts and status reports
from anywhere when you install
Microsoft Defender.

Add devices




-

[ Microsoft Defender Preview Device Protections

< Back

This device Other devices

@ Protected
Last threat scan Files scanned Threats found

Yesterday 41969 0

Virus & threat protection settings @ Active
We're always keeping an eye out for files and appfications that might be harmful.

Virus & threat protection updates @ No updates
We'll notify you about important updates to help fand off thraats,

Ransomware Protection @ No action neaded
We'll back up your files to OneDrive so scammers can't hold them for ransom.

Security history @ No threats
See aleris, notifications, and threat activity for this device.

Security settings
You can change your settings in the Windows Secunty 3pp.

- O 0

( Manage in Windows Secumy)

0 x|




—
Microsoft Defender Preview

DEVICE PROTECTION

Your Surface Pro 4 is protected

Microsoft Defender and Windows Security work
together to help keep your device safe.

J
4 i

Go to dashboard




& =  Seftings

System

LAPTOP

Last checked: 2 hour ago

I"lp 2
,) | \deaPad a Windows Update
o R ’ Rename
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InControl

https://www.grc.com/incontrol.htm

Introducing "InControl”

Control Microsolt's autometic unwanted | Control Microsolt's automatic urwanted
InControl updating and upgrading of Windows 2 InControI updatng and upgrading of Windows
Version 1.0 Freewars by Steve Gibson (@S5G | Version 1.0 Freeware by Steve Gibson (@SGarc) = Wl
OS upgrades are not under YOU are in control of OS
your control on this system! upgrades on this system
This system may be upgraded / updated without your permession Operating system upgrades are under your controf on this system
If you wish to take control of this system’s updating and upgrading Security updates will be recevad and mstalled as usual But all
press the “Take Control” button below to take control feature updates and OS upgrading are undar YOUR control
Eor more information see the InControl web page Far more information see the InControl web page
See GRC's InConfrol web page st hifps figre com/incantiol him See GRC's InControl web page of hifps.figre comfincantrol bim
for & ull explanasan of the use and operation of this reewsre Lty for & full explanakon of the use and operation of this freawars ity
Vetsion /Aedesza Venion / Release '
[10][21H2 | [ Taecowa | £t [o][2112. [ ReesseCornd | £t

e Neverl0 —> Neverll —> StayPut —> UnderControl —> TakeControl —> InControl.

e 82kb of x86 assembly code.

e No setup or install.

e Manages six different Registry key values to get Windows Update under control.




General

Display

Proofing

Save

Language
Accessibility
Advanced

Custormnize Ribbon
CQuick Access Toolbar
Add-ins

Trust Center

[ ] )
Customize how documents are saved.

Save documents

[ AutoSave files stored in the Cloud by default in Word m
Save files in this format: Word Document (*.docx)
[+] Save AutoRecover information every | 10 minutes

[+] Keep the last AutoRecovered version if | close without saving

ChUsers\john\AppData\Roaming\Microsoft\Word,

Browse...

AutoRecover file location:

| Don't show the Backstage when opening or saving files with keyboard shortcuts

] Save to Computer by default \

Default local file location: ChUsers\john\Documents',

Default personal templates location:

Offline editing options for document management server files

Saving checked out files to server drafts is no longer supported. Checked out files are now saved to the Office
Deocument Cache.
Learn more

Server drafts location:  |Ch\Users\john\Documents\SharePoint Drafts'

Preserve fidelity when sharing this document: @ Acct.docx

[ Embed fonts in the file @

_J E

Cache Settings




File

| Processes

Options  View

Performance App historny

| Mame

Startup  Users Details

Publisher

Senvices

Status

Last BIOS time:

Startup impact

10.2 seconds |

- Cortana

Delayed launcher
- Intel® Graghics Command ...
bicroenft Defendes
. Microsoft OneDrive
Wicroso
- Microsoft To Do
Realtek HD Audio Universal ...
Bl skype
W Windows Security notificati...
- Windows Subsystern for An...

- Windows Terminal

Microseft Corporation
Intel Corporation
IMTEL CORP

Microsoft Corporation
Wicroso

Microsoft Corporation
Realtek Semiconductor
Skype

Microsoft Corporation
Microsoft Corp.

Microsaft Corporation

Dizabled

Enabled

Dizabled

Dizabled

Enabled

Dizabled

Enabled

Disabled

Disabled

Mot measured
High

Mone

High

“ot measured

s

Fewer details

OneDrive




AutoSave default
OneDrive
Office restart

Re Check after Office updates




Cyber Security SIG News Archive
Feature updates

Experience Packs
Windows 10 not forgotten




Annual Updates




Windows Intune disk wipe function
Leaves Windows.old folder
And turns off Bitlocker

Are you sure you want to wipe DESKTOP-ROPV95A

Factory reset returns the device to its default settings. This removes all
[] Wipe device, but keep enroliment state and associated user account

D Wipe device, and continue to wipe even if device loses power. If you sele




Reset

Free up storage space
Settings -> System -> Storage




Remove Unwanted Programs
Expired, Bloatware, 32-bit, unknown
Settings -> Apps -> Apps & Features

@ B Bl




Defragment Hard Drive
NOT SSD
Defragment & Optimize Drives

BBy Optimize Drives

Yeou can cptimize your drives to help your computer run moere efficiently, or analyze them to find cut if they need to be
cptimized. Only drives on or connected to your computer are shown.

Status

Dirive Media type Last analyzed or o... Current status

= Acer {C:) Solid state drive 2,20/ 2022 3:14 PM QK (3 days since last retrim])

(O] Hard disk drive 2/20/2022 3:14 PM OK (0% fragmented]

0 P Vo lume{d4841859...  Unknown Mewer run O ptimization not awvailable (CD-ROM wolu...

[ Adwanced View » Analyze '!rOptimize

Scheduled cptimizaticon
O "y Change settings
Driwves are being analyzed on a scheduled cadence and optimized as nesded.

Frequency: Weekly




Disable some Visual Effects

Accessibility > Visual effects

Always show scrollbars

4 Transparency effects
***  Make some window backgrounds slightly transparent

=@  Animation effects




Advanced System Settings

Performance Options
visual Effects  Advanced Data Execution Prevention

Select the settings you want to use for the appearance and
performance of Windows on this computer.

© Let Windows choose what's best for my computer
() Adjust for best appearance

() Adjust for best performance
() Custom:

B Animate controls and elements inside windows
B Animate windows when minimizing and maximizing
B Animations in the taskbar

B Enable Peck

B Fade or slide menus into view

B Fade or slide ToolTips into view

B Fade out menu iters after clicking

[ Save taskbar thumbnail previews

[C] Show shadows under mouse pointer

B Show shadows under windows

B show thumbnails instead of icons

B Show translucent selection rectangle

B Show window contents while dragging

B slide open combo boxes

B Smooth edges of screen fonts

B Smooth-scroll list boxes

B Use drop shadows for icon labels on the desktop




New Hardware
SSD
Add Memory




ENG 4:20 AM
& IN Q? 2 2/20/2022

Windows 11




Bluetooth
Settings > Devices > Bluetooth & other devices

Bluetooth & devices > Devices

* Bluetooth
Bluetooth is turned off

Add device Add device




Disable Startup applications
Task Manager Startup Tab

by Task MManager

File Options Wi

Processes Perforrmance App historny Startup Users Cretails Services

Publisher Status

zZ
u
3
1l

Last BIOS time:

Startup impact

10.2 seconds

Cortana Microsoft Corporation Crisabled
Drelayed launcher Intel Corporaticon Enabled
Intel ® Graphics Command ... IMNTEL CORP Drisabled
Picrosoft Defender Prewiews Picrosoft Corporation Enabled
PAicrosoft Onelrive Picrosoft Corporation Enabled
Plicrosoft Tearms Microsoft Disabled
Picrosoft To Do Microsoft Corporation Crisabled
Realtek HD Audic Universal ... Realtek Semiconductor Enabled
Skype Skype Drisabled
Windows Security notificati... Picrosoft Corporation Enabled

Windows Subsysternm for An... Picrosoft Corp. Crisabled

BR¢BREI)EREN

Windows Terrminal Picrosoft Corporation Dhisabled

Mot rmeasured
High
Mone
Mot rmeasured
High
Mot rmeasured
MNone

L o

Fewer details




Collapsed state shows critical Expanded state allows for
status icons only. easier touch interactions.

Windows 11 Features?




11:11 AM

AT day Angeia's Brthday

RIOAM  Aresaration

WIOAM  Lunch fyme

m
Sl emissions by 20307 Mow big goals
Wil help tackde climate change

TOP STORIES (D Bosmans wwser 2 hown
The US Postal Service revealed its first The global chip shortage s set to
Pness e - Bew mal wruck i over 3O yedrs - and drag on. 4 experts predict how long
The US Postal Service revealed its A Quant’s Take on Innovation: B uhoemary 1 e :‘:‘:d“u“mmn‘m“’“‘
first new mail truck in over 30 "Data Can Only Take You So Far' A Quant's Take on Innovation: Dats Can

years - and some will be electric Only Yake You So Far Q@ v

) b | 8OuO = @00 -

What Insiders see before. What Insiders will see with
dynamic content.

Windows 11 Features?




Formulas update
Excel Formula Tutorial

https://templates.office.com/en-
us/Formula-tutorial-TM16400656

Multi Line formula bar

Argument Assistance

=C2*VLOOKUPR(B2,5FS2:5RS4, MONTH(TODAY()), FALSE)

E F G 3 1 J | K L M N O P (=} R |
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Retall 1.2 1.4 1.6 1.8 2.0 2.2 24 2.6 2.8 3.0 3.2 3.4
Finance 1.8 2.1 24 2.7 3.0 3.3 3.6 3.9 42 4.5 a8 5.1
Energy 24 28 3.2 3.6 40 44 A48 5.2 5.6 6.0 6.4 6.8

Function Arguments

MONTH

- Volatile
Returns the month, a number from 1 January) to 12 (December).

Serial_number (s a number in the date-time code used by Microsoft Excel,



https://templates.office.com/en-us/Formula-tutorial-TM16400656

Widgets Off - workaround

Personalization > Taskbar

Taskbar items
Show or hide buttons that appear on the taskbar

0 Search

L Task view

[B widgets

£ Chat




Windows Security

Home

Virus & threat prosection
Account peotecban

Frewal & network pratection
Anp & browser contral
Device security

Device periormance & health
Family cptions

Frotection history

181 Settings

8 App & browser control

APP pratection and ceine secunty

< Smart App Control
Enhanced protecton from uner

@ Reputation-based protection

Isolated bt

from mubante

¥ Mien,

& Exploit protection
o is bl ot Windows
N Out of the bax, your de

21N 1hat work Leet for mos

it £dge in ar

e and

Have a question?

Wha's protecting me?

Manage prowcer

Help mmprove Windows Security

Change yout privecy seftings

View and (hange (e hvacy sectings

for your Windonss 11 Pro device

Mrivcy setting




Microsoft unique technique to detect
Notify Windows Defender

Defender runs scan

Block or flag as safe

Evaluation Mode

Good candidate?

If so Auto enable

One Time evaluation
Clean install of Windows




Settngs
Brandon LeBlanc
g brandoninuderfPoutiook com

System

Bluetooth & devices
Network & intemet
Personalzaton
Apps

Accounts

Time & language
Gaming
Accessibility
Privacy & security

Windows Update

A

Windows Update

You're up to date

i

More options

00 Pause updates

@ Update hestory

% Advanced options

Check for

Pause for | week

I ) Windows Update is committed 10 helping reduce catbon emissions. Learn more I

‘a
&

Get help

Gve feedback




https://www.computerworld.com/article/3650754/classic-essential-free-
utilities-windows-10-windows-11.html

Ccleaner

delete browser history, cookies, logs, etc.
DiskGenius

Disk portioning, move volumes, etc.
Everything

Find files

IODbit Unlocker and LockHunter

Use with caution

Keyfinder

Find license keys

Recuva

Recover deleted files
Sandboxie
Another sandbox

Seer

quick look preview - CAUTION
Speccy

Hardware details

WiFi password Revealer



https://www.computerworld.com/article/3650754/classic-essential-free-utilities-windows-10-windows-11.html

Old hardware

Windows, Mac (Intel not PowerPC)

Fast boot, long battery life, productivity,
backup, hassle free updates, Android apps

Google Account




[ | P® Mall Done, Right. Tutaneta Loy %

<_.

!_:03 Settings
C

Q Edge |

Settings

Q  Search

Prafiles

Privacy, search, and services
Appearance

Start, homes, and new tabs
Share, copy and paste
Cookies and site permissions
Detault browser

Downloads

Family

Eclge bar

Languages

Printers

System and performance

Reset settings
Phone and other devices
Accessibility

About Microsoft Edge

odge://settings/:

0o o =

Save resources with sleeping tabs Are yau satisfied with sleeping tabs?

Whun th

ifter o specified tme to

PROUrCOL Learm mare

Fade sleeping tabs

Tabs will \ppear ncded when s

Put inactive tabs to sleep after the specified amount of 2 hours of inactivity

time:

and activitios that pravent ¢ ‘ f o ‘ | fia)

Never put these sites to sleep

ton from athur p optimizationy like arcled tabiy, wff

ind more

Manage your performance

Performance detector

Whaen 1l an the Browser de

Developer Tools

Use F12 key to open the Developer tools

~




1) ™ We'veupdatedyou X | [5 New tab

G O @ Edge | edge://settings

Settings

Save resources with sleeping tabs Are you satisfied with sleeping tabs?

When this is on, in ve tabs will go to s
fo save syst : rces. Learn more

Fade sleeping tabs

Tabs will appear faded when saving memory and CPU to improve performar

Put inactive tabs to sleep after the specified amount of time: 2 hours of inactivity Vv
When efficiency mode is on, in
nding on

(e.g. playing audio)

Never put these sites to sleep

This also excludes sites from other performance optimizations like discarded tabs, efficiency mode, and more




99.0.1150.36




How do you want to open this file?

Keep using this app

Photos
Photos are easily onhanced, organized for you, and
ready 1o edit and shave.

Other options

n Paint
paint.net
Snipping Tool

. Look for an app in the Microsoft Store

Always use this app to open .png files

OK

Select an app to open sample.bmp file
Default app

Photos
' - Photos are easly anhanted. orgsnised for you. and ready

10 edit and share

-
};, Snip & Sketch

Morte options
LN
d Notepad
{0 Windows Media Player

Browse apps in the Microsoft Store

Choose an app on your PC

Always Just once




SHIFT + F10 for CMD
ipconfig /release
QUICK click on back arrow

Let's add your Microsoft account




Windows 11 Feb 15
US Users
Amazon account
Windows 11 update(s)
Start > Windows Update > Check for Updates
Microsoft Store update(s)

Microsoft Store > Library button




Amazon Appstore Preview
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Get Started or Install

Screenshots

Amazon Appstore

Amazon.com Servces LLC

« OFems n-app perthaes

24% 29 Description

The Amazon Appetore Preview, now available for US customers, slows you to easly access 3 growng cataiog of mobie apgs and games on your Windows 11 computer of tablet.
Erjoy games. educations| apps, and childran’s apps directly from your PC. Dawnioad the Amazon Apgstnm Preview today snd begin saploning
The Amazon Appstare Preview, now available

for US austomers. allows you to easty access 3
groming catalog of mobile spp: and games cn

Recommended Appstore Apps




Preview

Please login to Amazon Appstore to get mobile apps

Create a new Amazon account

By signing in, you agree to Terms of Use and agree to enable 1-Click. Click on
following links to know more details.

Terms of Use, enable 1-Click




All Apps

Amazon Coins

Settings

Contact Us

Terms of Use

Top Free Games  Seeall

=

Final Fantasy XV: AN... King of Avalon: Drago.. Best Fiends Coin Master My Talking Hank Solitaire Grand Harve... Solitaire

Recommended for You

See all

Game of Kings: The BL.. Big Fish Casino: Vega... Clash of Kings Mobile Strike Vegas Slots - Double... Golf Clash Rise of Empires

B BN TN

Recommended for You Based on Your Book Interests  Seeall

Open House FreeCell Classic Logic Problem.. Angry Birds Match Just 2 Words Plus Letter Smart - Word... Mahjong Il




Android Subsystem for Windows
Experience greatly depends on hardware
And resources

And Android app

MyPhone




Unwanted software included by
manufacturer - taking unnecessary disk
space, memory, and other resources.

Methods:
Settings App

Apps > Apps & features

Bloatware Removal




Start Menu

Start -> All Apps

Right click on desired app(s)
Click Uninstall

CAUTION: Some Apps have dependencies

Some Apps can not be removed/uninstalled
Some apps remove data, license keys, etc.




Windows
Linux
NEON
ChromeQOS




More apps support Windows
Gaming

Global

WSL

Less geeky

Which Linux Distro?




Have their advantages

And disadvantages




4 »  CommandPrompt-Win8-Replacement.man

p

<assemb1yIdent1ty
-} ="neutral”

Mlcrosoft hlndows CommandPrompt”

n*u

acementVersionRange="6.2-6.4.9845"

»;;;k-"Upgrade USMT”
tingsVersion="0"

Windows 9



None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Topic Suggestions

Questions: scccwindows@gmail.com




