Windows SIG

September 24, 2019
Questions, Comments, Suggestions welcomed at
any time
Even Now




Audio Recording in Progress

SIG attendees are required to be members of
the chartered club sponsoring that SIG.

Sun City Community Association By-law



https://vimeo.com/362112883

Your input is desired, needed, requested,
2020 meeting schedule — Annex
SIG leader?
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f LAB INFORMATION

Click here to take a virtual tour of our facilities.

MALWARE HELP
MEETINGS
MEDIA CONVERSION — | Welcome to the
website of the
SPECIAL INTEREST Computer Club.

GROUIPS {SIG5)

TRAINING CLASSES

OUR WIKI FOR ONLINE
HELP
A

» Online Registration Information
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SPECIAL INTEREST GROUPE =

® Dpline Computer Help through Our Wikl

Computer Club /
Photography Club
Cooperation

Sun Clty mesting space
avallability diminishes every
year, In the spirit of neighbarly
tooperation, and to maximize
the use of the facilities
allecated to the Computer
Club, the Board has weicomed
the Photography Club for
periodic classes and meetings
I aur faciities.
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Be SMART!

Fassword Forgotten?
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Computer Club Features of this page
Why hawe this wiki?
Vhat is a Wrki 7 A Google search for “What is a Wiki” is likely to produce Help Center

this result: & hitps:en. wikipedia.org/wiki/\Wiki

This wiki is implemented with & DokuWiki. Fundamental concepts for @ DokuWwWiki include: 4 page and

@ Namespace. Please note the icon and color of “DokuWiki, page and Namespace” in the previous sentence.
The icon indicates a link/reference to content that is not part of this wiki. If you find a broken link, please leave
a comment in the Discussion secton of this page.

Features of this page

If you are looking at this page on a computer with a mouse, focus the mouse pointer on words that have a blue
or green color. Words in blue, are links to external references and words in green, are references to documents
that exist in this wiki. | should probably state that this document was created with black text on a white
background. If you are not viewing this page as black text on a white background, my comments about the
color of links may be wrong.

Please note the “Sitemap” feature/link in the upper right portion of this page. Sitemap appears just below the
Search box. Sitemap produces an outline of the namespaces and page names in this wiki. Viewing the
Sitemap on @ dokuwiki org or using the Search window, can be helpful if you are “learning to use DokuwWiki or
this wiki*. There is a “Discussion” section on most pages. but not this page. The purpose of the Discussion
section is to allow comments and suggestions about the content of a page. @ Discussion is implemented with
a dokuwiki plugin. The Discussion feature has been enabled for all pages of this wiki, but not this page. Why?
In the early days of this wiki, & BOTS discovered the “open” Discussion section and deposited content that
was not on subject. Follow this link, for general discussion about this wiki. Discussion is moderated. This
means that comments will not appear to other readers of this wiki until an administrator has approved the
comment. Why? Because the internet is rich with contributors that choose to make comments that are not
about the goals of this wiki. How do | know? Without moderation, comments were added that were not on
subject. It appeared the off subject comments were being injected by % BOTS. Disabling Discussion for a
page requires administrative credentials.

This wiki is & work in progress . It is intended to encourage community readers and contributors. The details

of managing content are also a work in progress. The hope is: Dokuwiki has the features that allow residents to
contribute and benefit from the content.

Why have this wiki?

Recent Changes Media Manager Sitemap

start




Patch Tuesday last

93 patches, 29 critical

Windows 7

Symantec Norton

Patch Tuesday

80 patches, 18 critical

reports of Start menu and desktop search
Patch seekers

High CPU

Windows Defender Manual Scan problem

Link preview




Speed, Safety, Security




:‘i Power Options

T ﬁ v Control Panel » Hardware and Sound » Power Options

Control Panel Home

Choose what the power
buttons do

Create a power plan

i Choose when to turn off the
display

® Change when the computer

sleeps

B www.energystar.gov

Choose or customize a power plan

A power plan is a collection of hardware and system settings (like display bnghtness, sleep, etc.] that manages
how your computer uses power. iell me more sbout power plang

Preferred plans

(") HP Recommended {recommended) Change plan settings
Automatically balances performance with energy consumption an capable hardware.

("} Power saver Change plan settings
Saves energy by reducing your computer's performance where possible,

Hide addrtional plans

(®) High performance Change plan settings
Favors performance, but may use more energy.




Crypto Mining

Others making money on your resources
Task Manager

Right click on task bar

4:28 PM
* _
. 3/15/2019 E|

. Toaak Network Volume  Time & Date e
PEDPIE ]I'_gt?r?;ﬂ Maasﬁkager: o Calendar Natifications




Action Center




Review programs that run at startup
Remove “bloatware”




Settings

im Home

Find a setting

System

&3 Display

i) Sound
Notifications & actions

Focus assist

e &

Power & sleep

0

Storage

&l

Tablet mode

il

Multitasking

Projecting to this PC

Shared experiences

% B

Notifications & actions

Quick actions

You can add, remove, or rearrange your quick actions directly in
action center.

Edit your quick actions

Notifications

Get notifications from apps and other senders

@ on

To control times when you do or don't get notifications, try Focus
assist,

Focus assist settings

Show notifications on the lock screen

D Show reminders and incoming VelP calls on the lock screen

[[] show me the Windows welcome experience after updates and
occasionally when | sign in to highlight what's new and

D Get tips, tricks, and suggestions as you use Windows




Solid State replacement
Solid State add-on
Clean up

Defragment




Speed
Security
Privacy
Protections

Quad 9
Cloudflare




Sun City Texas Community Asso. X |

< D) £y httpsy//www.sctexas.org/club/scripts/section/sect... 7% s a 0 O @'E T = =3 &

Tickets | Business Directory | Sun Rays Magazine | Contact Us |

Sun City Texas

AboutUs Lifestyle & Activities Clubs & Groups Fitness Golf Communications

Allow yourself to be

FIND OUT MORE ©

Upcoming at Sun City Texas
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Hiness Lol

Communications

Clubs, Groups & Nei

With mor= than 50 Charterad Clubs and Interest Groups. Sun City

gnborhoods

Takas has something for evernyons, DHSCOVar Your ney passian of
rewisit an ald obhy ke wioodisod R, !|ll.|'|g w (LT 18 gardening
biliards or photography. Click on the menu iterms to the right toses

more abaul Sun City Texss groups,
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CLUBS HOME

CLUB EVENTS

» Artors & Theatre dris Guild
CHARTERED CLUBS = Alternotive Health & Wellness Club

* Amoaleur Rodio Sociely Club

INTEREST GROUPS « Avlation Club
* Bittfards Club

NRO/NEIGHBORHOOD *. Becte L
o Camputer Cluh

o Genealogy SIG

[ o Cyberkecuriny

o Frst Time

o MHeafing Solurions S
o jpevices 5iG

e [niermel of Things

2 Moco Lrers Group 516

o Malwore Help

o Wecrorvest

o Windaws 5ia

L |:|'_!lr?flrr].' Western Donce Club

= Cregtive Clay & Ching Club

& Corvellie Club

o Couples Goalf Assochotion Club

4
i

Chartered Clubs

internotional Longuares Learning Club
investrnent Educatian Club

Karooke Ciub

Lime Donce Club

¢ - Pgttern/Partner Donce 515

Moh jonpg Club
Men's Galf Assodlation Clil
Neture Club
Cigiies bul Goodies Clul
Pel Club
Photogrophy Club
Pickleboll Club
Paker Chah
Radio Controd Modelers Club
Rod & Gun Chud
RV Cluh
Self Defenze Club
Singers Cluh

& . Duilcimer 516

o Troubodour $IG

Socig! Bridee Club
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CyberSecurity

Life, Liberty and the Pursuit of
Happiness Any or all of these basic
human rights can be taken by our
current cyber environment, our home
network, and/or our Internet connected
devices.

Life Jow risk implanted medical
devices, health records.

Liberty medium risk use of your
network or device by criminals to attack
others. Unwarranted surveillance.

Pursuit of happiness high risk fraud
via your network or devices,

T —

MNext Meeting

F00pm - 400pm

Computer Club
ANnex
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feeiing Nodes Archive
( Cylrer Securiy News Archne )

Meeting Notes

2019

] |[@nuary 8 Cyber Security SIG Presentation [ Downlomd | Wew | | Sasew

@ January 17 Cyber Security SiG Presentation [ Downlood | Wew ] | &wsss
February 7 Cyber Securty SiG Mesting Presentation [ Downlood | Welw ] | 25037
Ei February 21 Cyber Security 51G Presentation [Downlfood | Wew | | 2008
March 7 Cyber Security Sha Presentation [ Downlood | Wiew | | t3sahes

@ March 21 Cyber Security SIG Presentation [ Downlood | Wew T | 249507
@ April 4 Cyber Security SIG Presentation [ Downfood | Wiew ] | 22235

a April 18 Cyber Security SIG Presentation [ Downiood | Wew ] | tasase

@ May 2 Cyber Security SIG Presentation [ Download | View 1. | 338

(8 may 16 Cyber Security SIG Presentation [ Downlood | View | | srizue

LY june & Cyber Security SIG Presentation | Download | Wew | | stswsrs

IIL Augdast 15 Cyber Security S1G Presentation [ Downfood | Wew | | =368

@ Septemiber S Cyber Security SIG Presentation [ Dowmload | Wew ] | =0522ks
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SCCCCyber

Manday, Sepbembei 9, 2019
DNS want more speed, security, privacy?

For evary site you visit on the Internat, your davice must supply an Internet addrass. This is done
wiith Domain Mame System. DNS. Most WEB pages contain many individual pages to il the
page you requested. Each of those pages reguire an Intermet addrass. Each addrass requiring a
DS servica to translate a nama 1o that Internet address Time s cumulative Microseconds add
up o be saconds

Using a faster DNS serves should make your device load pages fastes

Tha DN server logs avery name to Intemet address lookup. Thus even with browsarns In private
mode, the DNS server can rack your fraffic on the Internet

IFthe DNS server is provided by & company that sells those logs, your privacy s affected

Using a DM S server that is faster and dogs not share the name lookup logs might be 3 betler
choice

For more security 8 OMNS senvice provider can block acoess to known bad sites. Blocking bad
sitss is mportant for both foreand and reverse lookups AND them geiting to you as well as you
getting to them for mahware gelting home

Suddanlink provides this DNS sarvice by defaull Some users changaed o Google's DNS sanver
lor lcreased spasd and rafabibity

Recent DNS offarings from Clowdfinre and Quad 9 offer faster and more sacure DNS Bad sites
will be blocked before any attempis lo load traffic from those siles

Your devices use the closest DNS server Your device will use a home router or wireless access
point to do the DNS name lookup i no DNES server is setup B no DBNS servica B defined in the
rouier. the Suddendink DNS server s used

DMS servers musi be configured with the Internst addrass, otherwise there would be no method
to lookup the names of 8 DNS server
Cuad % has an |Pvd address of 3 8 5 5 and a secondary addrass of 149 112 912 10
Cloudflars has an [Pvd address of 1.1 1 1 and 3 secondary address of 1.0.01
I your device suppans IPvE
Ciuad @ has a iP«6 address of 2620 fa fe and a secondary address of 2620 1e. 9

(-Blon Apchive

jate urged
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DNS want more spead privacy'?
For ewwry site you visit on the Intarmst, y
with Domein Mame Systam DNES. Mot WE
page you requested. Each of those pagss= require
OMS service o iransiate a narme lo thal Inlamet add
wp b0 be seconds
Uising a fastar DS server should makes your davica load
The DNS server lops every name 1o Imernet address nok
maade tha DMNS sarver can rack your iraffic on the Intemat
IF the OMNS sarcar s providad by a company that salls thoss loge cy is affacied

r'l:upph,l an Inteamal address. Thes = done
gin many Individual pegeaa 1o Al the

it address Each address requiring a
is curmuilative Microseconds add

Using a DME servar that is faster and doss not share the name lgo
chaica
For maore security @ OMNS serdce provider can block access 1o known bsd ing bad
e ks important for both forward and revarss lookups AND them getting o
gettang bo theny for malware gn’l‘Hng R

Suddenlink providas this DNS sanvice by dafault. Some users changad bo Googla’'s DNS sarver
for creased speed and reliakbilily

Recent DINS offesings from ClovsdRars and Quad 9 offar faster and mom securs NS Bad sites
will be blocked balore any sttempls to boad ralfic Fam those ailes
Your devices usa the closest DNS server. Your device will use & homs routar or wireless access
point to do the DNS name leokup § no ONS servaer is selup. F no DNS sarvice is defined in tha
rauter_ lhe Soeddenlink DNS server ia sed

DS sarvers musd be mnl'lqurvu:l wiih the niesmel addrmss. othanvise thore waould be mo melBed
to lnakup the name of 8 OMNS servar
Cuad 9 has an IPvd address of 9.5 55 and a secondary addrass of 145 112. 11210
Clhoudilare has an IPvd address of 1.1 1 1 and a secondary address of T 0.0.1
i your device suppons IPve

DQsad 9 has g IPvE addrass of 2620 fa- fe and & secondary sddress of 2620 fe: 9
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Monday, January 23, 2017

Administrator

In presentations | mention la use a non-Administrator aceount for normal day-lte-day use to avold
malwara infactions. Most malware runs as the currant user. If that user iz not an administrator the

Showing posts sorted by relevance for query administrator.

depth and scope of the malware byte (sic) may be lessened

Administrator has almaost full privilega on a Personal Computar (PC). Marmal {(non-admin)
accounts have lesser privilege and rights. When a function or request requires adminlstrator
rights or privileges the Oparating System {DS} will ask for an administralor account's pasaphrase

We will cover this In more detall at a Cyber Securlty 51G mesting

Mow to tell if your account is an administratar? How to add a nan-adminisirator account? How to
spot check that malware as not added or changed an account to add or remove administrator

rights and/or priviiega?

Microsoft Windows.
Bring up the Control Panel Codiana - Control Panal
I A0 Cimrbin] Farve e

A W ¢ Coesitee] Fared o & Conteod Paned tee

Arifumt your compiiegy e ings
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None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate




