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Windows SIG

August 27, 2019

Questions, Comments, Suggestions welcomed at any time
Even Now



 Audio Recording of this session

 Audio Recording in Progress

 SIG attendees are required to be members of 
the chartered club sponsoring that SIG.

 Sun City Community Association By-law

https://vimeo.com/356233240


Windows SIG news

• Apologies for the schedule breach

• Your input is desired, needed, requested,

• 2020 meeting schedule – Annex

• SIG leader?

• Computer Club Wiki

https://sctxcompclub.net/doku.php

https://sctxcompclub.net/doku.php




Windows News

 Patch Tuesday

93 patches, 29 critical 

Windows 7

Symantec Norton

 Link preview





ransomware

 Encrypts your data or system, requests 
ransom

 Each of us already paying
WannaCry, Petya, 

 Not after you, after any/everybody
 Used to fund nation states, cyber criminals
 Digital currency
 Infect your “friends”
 Disable/compromise backup THEN infect
 Texas attack



ramsomware

 Disable defenses then attack

 Thousands of strains

 Corporate attack every 11 seconds



 ADMINISTRATOR
 3-2-1 backup
 Least Privilege

 Use event viewer to determine reason
 Backup of infected data   just in case

 If infected  FRESH install, patch, Media 
Creation tool, wait,  reload data



Defenses

 Third party
AppCheck AntiRansomware
Acronis Ransomware Protection
TrendMicro Ransombuster

 Windows Defender  Windows 10  1709
 Disabled by default
 False Positives      False Negatives
 Disable before attack
 IMPORTANT  UPDATE Update  update















Ad hoc tips



Like emojis?

 Windows key + period / dot (.)

 .



 None of us are as experienced as all of us

 Awareness, Preparedness, Understanding

 Participate


