Windows SIG

June 11, 2019

Questions, Comments, Suggestions welcomed at any time
Even Now




Audio Recording in Progress

SIG attendees are required to be members of
the chartered club sponsoring that SIG.

Sun City Community Association By-law



https://vimeo.com/341644570

Audio recording location moved




May 14 Patch Tuesday

79 Vulnerabilities

23 Critical

2 “in the wild”

Adobe

Windows XP & Windows 7 RDP Patches




HTTP connectionless
HTML interpretive
Choices

Internet Explorer, Edge, Chromium Edge,
Chrome, Firefox, Opera, Safari, Tor, ...

Encryption
Data portion ONLY

Public private key
Symmetric key




Inventory

Update

Don’t click

Add-on vs extension
Update




Good advice Hard to follow




Someocne just tned to log into your Apple account from a different location

IP Address : 129 49 111 108

L.ountry © Lesatha

Browser : Intemet Explorer

We need to venfy your identity today or your account will be disabled

ecause of the concerns we have for the safely and integnty of the App

simcerely

Apple Suppart

L




B Dixie Narmous Credit Card Security ™ [ i

Is your credit card number in a hacker's database?

You can easily find out now! All you need to do is enter its infarmation
here and we will scan thousands of hacker databases to see if any they
have match yours.

Credit Card Number;

Expiration Date:

Your Zip Code: =




Incognito InPrivate

Mew tab Ctrl+T
Mew window Ctrl+M

MNew incognito window  Ctrl+5Shift+N

History
Downloads Ctrl+]

Boolkmarks

Print... Cirl+P
Find... Ctrl+F
Mare tools

Edit Cut Copy Paste

Settings

Help

Exit




& Private browsing

C B8 [ven] ©  Enter search or web ad...

HTe  How to Install mac... f | WiFi Pineapple

O Opera

Private browsing

As soon as you close all private windows, all the
information connected with them will be erased.
| earn more




O- Menu

Mew takb Ctrl+T
Mew window Ctrl+M
Mew private window Ctrl+5Shift=M
Page

Foom

Find...

Snapshot Ctrl+Shift=5
History

Downloads Ctrl+J
Bockmarks

Extensions

Mews

Synchronize...

Developer

Settings

Help

Update 8 Red

Exit Ctrl+Shift+X




.(}. DuckDuckio — Privacy, simplific X

%

c

=L
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DuckDuckGo




@ DuckDuckGo— Privacy, simplific X +

e C @ https://duckduckgo.com w © éh S I3 O H i [ &
| Mew tab Ctrl+T
Mew window Ctrl+M

Mew incognito window  Ctrl+Shift+MN

History

Downloads Ctrl+1

Bookmarks

Zoom - 100% + i

Print... Ctrl+P

Cast...
DuckDuckGao e

Mare tools

Edit Cut Copy Pasts

Settings

Help

Ewit




(3 DuckDuckGo — Privacy, simplifi. X +

& — C & https//duckduckgo.com w © J’h g L@ Q0 g = B ™ - i
MNew tab Ctrl+T
Mew window Ctrl+N

Mew incogmito wandow  Ctri=Shift=N

History [
Ciownloads Ctri+)
Bookmarks *
Zoom - 10k = : :
Print... Ctrl+P
Cast..
DuckDuckGo = Cuef
Maore tools [
Edit Cut Copy Paste
| Settings
About Google Chrome Help b
= Exit

Report an jssue... Alt=Shift=]




@ DuckDuckGo — Privacy, simplific X £ Settings - About Chrome x +

& @& Chrome | chrome://settings/help g QD &~ 5 & : : -

EE

= Settings

About Chrome

@ Google Chrome

Google Chrome is up to date

@ Version 75.0.3770.80 (Official Build) {64-bit)
Get help with Chrome /)
Report an issue b

Google Chrome
Copyright 2019 Google LLC. All rights reserved.

Boaale Chrome is made nossihle by the Chrominm onen source proiact and other onen source software i




'[} DuckDuckGo — ;Tr.-.,.a;}.. simplif » +

& - C @ nhitps//duckduckgo.com v © “h S @O0 H v B » 3
New tab Ctri«T
Mew window Ctri+=i

New incognito window  Ctrl+Shift«N

History

Downloads Ctrl+l

Bookmarks

Zoom - 100% - ::

Prnt... Cirl+P

Cast...
DuckDuckGag = ctteF

More taols

Edit Cut Copy Paste

Settings

Bt




Autofill
Passwords

Offer to save passwords

Auto Sign-in

View and manage saved passwords
Payment methods

View saved payment methods
Addresses and more




@ DuckDuckGo — Privacy, simplific X €8 Settings X 4

2 C & Chrome | chrome;//settings Q % ® 2 01 = :

= Setlings

Autofill :
O Passwords b
™  Payment methods b

Q  Addresses and more b




i@ PuckDuckGo — Privacy, simplific X £ Settings x -+

-» & Chrome | chrome://settings [« QD & B IR = & 3

= Seitings

Appearance

Themes oA
Open Chrome Web Store

Show home button
Disabled

Show bookmarks bar
Font size Medium (Recommended) b
Customize fonts »

Fage zoom 100% o i




@ DuckBuckGo — Privacy, simplific X L Settings

-» & Chrome | chrome://settings

= Setlings

E
il

Search engine

Search engine used in the address bar

Manage search engines

Default browser

Default browser

Make Google Chrome the default browser

Google

Make default




l@ DuckDuckizo — Prvacy, simplifi= X £E Settings

= (C & Chrome | chrome://settings

= Settings

Search engine

Search engine used in the address bar

Manage search engines

Default browser

Default browser

Make Google Chrome the default browser

DuckDuckGo

Make default




@ DuckDuckGo — Privacy, simplifie X 8 Settings X -+

- C & Chrome | chrome://settings @ % © & f O = &

= Settings

On startup

O Open the New Tab page
(O continue where you left off

@ Open a specific page or set of pages




@. BuckBDuckGo — Privacy, simplific. X £ Settings b4 -+

= G @& Chrome | chrome://settings a Ww O &2 0 1 = -

= Settings

Advanced -

Privacy and security

Sync and Google services
Maore settings that relate to privacy, security, and data collection

Allow Chrome sign-in
By turning this off, you can sign in to Google sites like Gmail without signing in to

Chrome

Send a "Do Not Track” request with your browsing traffic )

Allow sites to check if you have payment methods saved )




TRENDING: World Oceans Day Belmont Trooping the Colour Best Friends Day Mega Millions

Aldi moves into Walmart's backyard
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The quirky supermarket seems to be gaining traction in
Bentonville, Arkansas. And Walmart is paying attention
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uBlockOrigin

Privacy Badger

ScriptSafe

Network and Internet Tools
Terms of Service; Didn’t Read
Avast

IP Address and Domain

SurfSafe
MalwareBytes




BN CNN - Breaking News Latest N= % New Tan x  +
c (o A)Q 25 WE o o B oM S
is: Apps & Safe Browsing = Go.., MNew tab Cirl=T
MNew window Cirl=M
Mew incognito window  Ctrl+Shift+N
History L
Downloads Ctri=)
Boclmarks L
Zoom - 100% = i
Print._ Ctri=P
Cast...
~_ . .~ 1 &~ _ Fird.. Ctri=F
Save page as... Ctri+5 More tools L
Create shortout.
Edit Cut Copy Paste
Clear browsing data...  Cirl=Shift~Del
Sattings
HEIFI *
Exit
Developar tools Crri+Shift=|
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Custom
Ursol

Upload your cursors o
use a large collection of free cursol

I Search the store E m

,f Themes

<
Categories
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Features COo00CO®
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[ By Google
[] Free
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(¥ DuckDuckGo — Privacy, simpl X
& @ @ & httpsy//duckduckgo.com . i o @ .} A a3 & =
Sign in to Syne
Content Blocking Custom

Mew Window Cerl=M
Mew Private Window Ctrl+Shift+P

Restore Previous Secion

Zoom 100%

+
Edit X Iy

>
=

Library

Logins and Passwords

DuckDuckGo oy i shifie

Options

Lustomize...

Open File... Crd=0
Save Page fis... Ctri+5

Print...

Fimd in This Page...
More

Web Developer
Help

Exit Ctri+Shift=0Q




Browser Privacy

Content Blocking

Block third-party content that tracks you around the web. Manage Exceptions...
Control how much of your online activity gets stored and

shared between websites. Learn more

) Standard
Only blocks known trackers in Private Windows.

) Strict
Blocks all trackers Firefox detects. May cause some sites to break.
¥ Known trackers in all windows

-4 Third-party tracking cockies

& Heads up!
Blocking content can cause some websites to break. It's easy to disable

blocking for sites you trust. Learn how




@ Custom

Choose what to block.

| ? Trackers

Change block list

Cookies

Cryptominers

Eingerprinters

Heads up!
Blocking content can cause some websites to break. It's easy to disable

blocking for sites you trust. Learn how

Send websites a "Do Mot Track” signal that you don't want to be tracked Learn maore

® Always

COnly when Firefox is set to block known trackers




Cookies and Site Data
Your stored cookies, site data, and cache are currently using 646 MB of

disk space. lLearn more

(i In permanent private browsing mode, cookies and site data
will always be cleared when Firefox is closed.

Delete cookies and site data when Firefox is closed

Logins and Passwords

Ask to save logins and passwords for websites

| | Use a master password

Forms and Autofill

[ | Autofill addresses Learn more

Clear Data...
Manage Data...

Manage Permissions...

dASSWOrd..

Saved Addresses...




History

Firefox will  Never remember history

Firefox will use the same settings as private browsing, and will not Clear History...

remember any history as you browse the Web.

Firefox Data Collection and Use

We strive to provide you with choices and collect only what we need to provide and improve

Firefox for everyone. We always ask permission before receiving personal information.

Privacy Notice

|:| Allow Firefox to send technical and interaction data to Mozilla Learn more

Allow Firefox to install and run studies View Firefox studies
Allow Firefox to make personalized extension recommendations Learn more

|:| Allow Firefox to send backlogged crash reports on your behalf

Learn more




Security

Deceptive Content and Dangerous Software Protection

|E| Block dangerous and deceptive content Learn more

Block dangerous downloads

|i| Warn you about unwanted and uncommoaon software

Certificates
When a server requests your personal certificate

) Select one automatically
I Ask you every time
— Query OCSP responder servers to confirm the current validity of

— certificates

View Certificates...

Security Devices...




Settings - Location Permissions

The following websites have requested to access your location. You can specify which websites are allowed to

access your location. You can also block new requests asking to access your location.

£ Bearch Website

Website

|:| Block new requests asking to access your location

This will prevent any websites not listed above from requesting permission to access your location. Blocking
access to your location may break some website features.

Cancel Save Changes




None of us are as experienced as all of us
Awareness, Preparedness, Understanding
Participate

Questions, suggestions, comments?

Next Meeting June 25 Atrium




